e
BRI Co-funded by U ECCCm
LML the European Union u COMPETENCE CENTRE

Open Source Compliance Comprehensive
tools and resources designed to simplify and

OCCTET streamline the CRA compliance process for
SME, allowing them to tackle the complexities
of OSS compliance.

Project Title: Open Source Compliance Comprehensive tools and resources designed to
simplify and streamline the CRA compliance process for SME, allowing them to tackle the
complexities of OSS compliance.

Project Acronym: OCCTET

Grant Agreement / Contract No.: 101190474

Program: DIGITAL Europe Programme; DIGITAL-ECCC-2024-DEPLOY-CYBER-06
Instrument: DIGITAL JU SME Support Action

Granting Authority: European Cybersecurity Industrial, Technology and Research
Competence Centre

Project Start Date: 1 November 2024

Project Duration: 24 months

Deliverable Number: D 3.3

Deliverable Title: Toolkit-Demo-Del

Deliverable Type (DOA): DEM - Demonstrator, pilot, prototype

Deliverable Type (content): Report & Methodology (including Software Tool Description)
Work Package: WP3 — Build Open Source Tools to Automate Evaluation

Dissemination Level: PU — Public

Due Date (DoA): 31 March 2026

Actual Submission Date: 31 May 2026

Version: 1.1

Lead Beneficiary: BS - Bitsea

Main Author(s): Hans-Juergen Schumacher - BS; Sebastian Schuberth — DO, Philippe
Ombredanne - ABCD

Contributing Partner(s): ECL, DO, BS, ABCD

Reviewer: ECL - Eclipse Foundation Europe

Licensing (public Deliverable)

This deliverable is licensed under: CC-BY 4.0 (Attribution 4.0 International)

Source code of the CRA Self-Assessment Platform is available at:
https://github.com/expertware/ OCCTET-CRA-self-assessment

Legal Notice

This deliverable has been produced within the OCCTET project (Grant Agreement No.
101190474) funded under the Digital Europe Programme.

Co-Funded by the European Union. Views and opinions expressed are however those of the
author(s) only and do not necessarily reflect those of the European Union or European
Cybersecurity Industrial, Technology and Research Competence Centre. Neither the
European Union nor the granting authority can be held responsible for them.



Co-funded by @ ECCCm

the European Union

Document History

Version Date Issued By Status Comments

0.1 16-03-2026 | BS Draft Initial draft of D3.3

1.0 31-03-2026 | ECL Release Review document and release

1.1 31-05-2026 | ECL Release Extension of SME data and OSS
projects

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 2




the European Union

Co-funded by @ ECCCm

Executive Summary

Overview and Strategic Context This document presents the findings and progress of
Deliverable D3.3 (Toolkit-Demo-Del) developed under Work Package 3 of the OCCTET
(Open Source Compliance Comprehensive Tools and Efforts for Trustworthiness) project.
Funded under the DIGITAL Europe Programme, OCCTET addresses the critical need for
European Small and Medium-sized Enterprises (SMEs) to manage open-source software
(OSS) compliance. The toolkit specifically mitigates the regulatory and operational burdens
introduced by the Cyber Resilience Act (CRA), which mandates strict vulnerability
management and "security by design" for products with digital elements.

Core Objectives

The primary objectives realized in this demonstrator phase include:

Developing an open-source toolkit to streamline the generation of Software Bill of
Materials (SBOMSs) to catalogue software components efficiently.

Implementing automated evaluation mechanisms for swift vulnerability detection and
severity prioritization.

Automating compliance reporting by generating critical artifacts, including SBOMs
and Vulnerability Exploitability eXchange (VEX) documents, to simplify adherence to
CRA standards.

Technical Architecture and Toolchain

The OCCTET toolchain integrates advanced, open-source compliance platforms designed
for scalability and precision:

ORT Server (Double Open Compliance - DOC): Acting as the foundational
platform, the ORT Server leverages the OSS Review Toolkit to perform deep,
dynamic Software Composition Analysis (SCA) without requiring modifications to the
analyzed projects. It features a comprehensive REST API and a React-based web
frontend for managing user access, product hierarchies, and vulnerability
dashboards. The ORT Server automates dependency discovery, license scanning,
and continuous vulnerability monitoring via schedule-triggered workflows.

OCCTET Curator: An Al-supported, microservices-based web application tailored
for audit curation and metadata enrichment. The Curator integrates local Large
Language Models (LLMs) to automate intelligent text analysis, false positive
detection, and license classification without exposing sensitive data to external cloud
APIls. It processes scanner results to generate highly accurate, CRA-aligned SBOMs
(SPDX and CycloneDX formats) and structured VEX documents to communicate
exact exploitability statuses.

Validation and Testing

The toolkit demonstrator has undergone robust testing utilizing diverse data sets:
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e Validation targets include widely used open-source infrastructure projects (e.g.,
Apache Kafka, Hadoop, Tomcat, Jetty) and specific SME use cases (e.g.,
ReductStore).

e Testing confirms the toolkit's capability to analyze complex dependencies, flag
technical issues, and continuously track evolving security vulnerabilities over time.

Future Outlook

The OCCTET toolchain is progressing according to schedule, demonstrating a strong
outlook for sustained usage beyond the project lifecycle due to its open-source licensing
model. Under the current development plan, efforts will continue within Work Package 3 to
deliver an up-to-date version of the toolkit by May 31, 2026. This upcoming release aims to
incorporate a broader range of SME use cases to further validate the system's efficacy.
However, it must be highlighted that securing active SME involvement for the testing and
validation processes within Work Package 4 has proven to be a significant challenge.
Despite these difficulties in engagement, outreach efforts remain a priority to gather the
necessary feedback. This feedback will drive planned enhancements such as extended
repository support, refined vulnerability resolution mappings tailored to CRA requirements,
and optimized OpenVEX reporting culminating in the delivery of the final, fully featured toolkit
by October 31, 2026.
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1 Context

This section describes the requirements for the deliverables in the OCCTET project and their
fulfilment at different stages of the project.

1.1 Grant agreement

As per the grant agreement, the objectives of this Work Package 3 are as follow:

e Develop an open source toolkit to streamline the generation of SBOMSs, facilitating
the efficient identification and cataloguing of software components within digital
assets.

e Implement automated evaluation mechanisms to swiftly assess software
vulnerabilities, enabling prompt detection and prioritisation based on their severity
and potential impact.

e Enable effective remediation strategies by offering actionable insights and
recommendations to address software vulnerabilities through patch management,
version updates, and configuration adjustments.

e Assess the security posture of open source components, evaluating their security
practices, exposure to known vulnerabilities, and overall maintenance status to
ensure the use of secure components in software development.

e Automate compliance reporting with the generation of critical documents such as
SBOMs and Vulnerability Exploitability Exchange (VEX) documents, aiding in
adherence to Critical Risk Assessment (CRA) standards and simplifying regulatory
compliance processes.

As per the Grant agreement, the delivery 3.3 in the whole OCCET project is as follows:

e Demonstrator of the toolkit on use cases from WP4
As per the Grant agreement, the remaining deliverables under Work Package 3:

Deliverable D3.4 FedDB-Final-Del WP3

Primary partner: ABCD

Description: Demonstrator, pilot, prototype
Dissemination level: Public

At the end of month 17 (31.5.2026) (Extended Time)

The final version of the toolkit is to be delivered under Work Package 4, as D4.1, by
31.10.2026.

1.2 OCCTET outlook for end of the project, 31.10.2026

The toolchain solution has progressed as planned, and concurrent improvements alongside
the project have further supported the project, extending and benefiting the results of the
project. The decision to use open source licensed tooling has clearly been proven, as
concurrent improvements done by others than the project itself, benefit also the project

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 12



—r

Co-funded by Lw ECCCm
the European Union u

results, all being part of the same open source projects. There is a great outlook for the
usage of the tooling solution also after the project, considering the interest and usage not
only by project participants but also non-project parties.

The project is now in the phase of testing the tooling, mainly happening under Work
Package 4, and incrementally improving the tooling based on the results of the testing. We
are seeing signals of both organic adoption from iconic open source projects as well as
adoption from SMEs due to OCCTET project outreach. OCCTET project outreach has
helped us understand potential areas for improvement, and that work will continue as part of
the testing part of the project.

The fact that the OCCTET tooling is open source, and developed as an open source project,
has ensured and will continue to ensure the long-term utility and availability of the results of
the project. However, the practical validation of these tools remains constrained by the
significant and ongoing difficulty of identifying SMEs that are willing and available to actively
participate as testers.

1.3 Background

In today's interconnected digital economy, Free and Open Source Software (FOSS) forms
the invisible backbone of nearly every product with digital elements. From routers and
medical devices to mobile apps and enterprise platforms, developers across all sectors
routinely rely on FOSS to accelerate development, reduce costs, and foster innovation. It is
estimated that between 90% to 99% of modern software products incorporate open source
components making FOSS not only ubiquitous but mission-critical to Europe’s digital
infrastructure.

However, this widespread dependence on FOSS also exposes systemic vulnerabilities.
Security incidents such as the Log4Shell vulnerability and the recent XZ Utils backdoor have
highlighted how a single flaw in a widely used open source library can cascade through
thousands of products across sectors. More recently, high-profile software supply chain
attacks such as the s1ngularity malware embedded in the Nx npm package, or the NPM
supply chain attack on popular packages like chalk and debug have exposed how a single
compromised component can cascade across thousands of downstream applications.
Moreover, many companies, especially Small and Medium-sized Enterprises (SMEs) are
unaware of the full extent of their open source dependencies, let alone how to manage their
compliance and cybersecurity risks.

Amid growing cyber threats, the EU must increasingly treat open source base technologies
as digital infrastructure. Securing open source software means securing the foundation of all
our digital systems. As noted in the EU Sovereign Tech Fund Feasibility Study, the scale of
this need is vast because open source code is integral to nearly every digital asset. Its open
nature enables innovation, but it also requires deliberate security and maintenance
strategies. Like water management systems or transport networks, open source software
must be maintained with public investment because failures can have cascading
consequences.

FOSS plays a role comparable to roads and bridges in physical infrastructure, capital
markets in economic systems, and water in environmental systems. In each of these
analogies, open source code forms a critical enabler — and its maintenance offers
high-return investment. According to the Linux Foundation, 70—90% of modern software
stacks are composed of open source code. Replacing this would cost the European
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economy an estimated €8.8 trillion — underscoring FOSS not just as a technical asset but a
pillar of Europe’s economic independence, innovation, and competitiveness.

Recognizing these challenges, the European Union has introduced landmark legislation
such as the Cyber Resilience Act (CRA) and the NIS2 Directive, which impose strict
obligations on manufacturers to ensure that digital products including the third-party
components they incorporate — meet essential cybersecurity and documentation
requirements. Notably, Article 10(4) of the CRA states that manufacturers must ensure all
integrated software, including FOSS, does not compromise the product’s cybersecurity. The
Cyber Resilience Act (CRA) represents a landmark shift in the European Union’s approach
to cybersecurity. By introducing mandatory cybersecurity and vulnerability management
obligations for manufacturers of digital products and software, the CRA establishes a
horizontal legal framework that directly affects the development and distribution of nearly all
products with digital elements (PDEs) in the EU internal market. This includes not only
hardware devices but also general-purpose and embedded software components.

The CRA is grounded in the principle that cybersecurity must be embedded “by design”
throughout the product lifecycle—from development to deployment and post-market
surveillance. This introduces new obligations such as vulnerability reporting, technical
documentation, secure update mechanisms, and clear communication with end-users. In
particular, Annex | and Article 10 of the CRA emphasize transparency, secure software
development practices, and detailed technical documentation of software components and
known vulnerabilities

While these legal developments are crucial for improving digital trust, they pose practical
difficulties for SMEs. Without dedicated legal or compliance teams, many SMEs struggle to
verify software origins, fulfill license obligations, or track vulnerabilities across their
dependency trees. Manual compliance processes are time-consuming and costly, creating a
compliance gap that threatens to leave smaller actors behind.

The OCCTET Project (Open-source Compliance: Comprehensive Techniques and
Essential Tools) was created to directly address this gap. Co-funded by the European
Commission through the Digital Europe Programme, OCCTET is a strategic initiative
designed to equip European SMEs with robust, user-friendly, and freely available tools to
manage open source compliance and meet regulatory expectations. The project aims to
significantly lower the costs for CRA compliance by automating key processes such as
Software Bill of Materials (SBOM) generation, license verification, and vulnerability
management.

This report provides a comprehensive update on the project's rationale, objectives, technical
work packages, SME-oriented use cases, ongoing development, and future deliverables.

1.4 What are SBOMs

As Open Source Software is a regular component of software, from consumer goods to
security-relevant systems at the national level, the Software Bill of Materials (SBOM) has
established itself as a key tool for meeting legal and security requirements." Similar to the

! In both the US and the EU, SBOMs are promoted as a key security tool through policy requirements. In the
US, Executive Order 14028 mandates SBOMs for government software, accompanied by NTIA standards and
CISA implementation measures. In the EU, the Cyber Resilience Act provides for transparency regarding
software components; on August 4, the Federal Office for Information Security (BSI) published Part 2 of
Technical Guideline TR-03183 "Cyber Resilience Requirements." Software bills of materials (SBOMs) are
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classic bill of materials in the manufacturing industry, the SBOM documents all components
— especially third-party components of a software application in a structured form.? The
SBOM is typically a directory of software components that can be read by both humans and
machines, including associated metadata (e.g., name, version, manufacturer, and license

type).

Against the backdrop of today's highly component-based software development, many
products are based on a large number of open source libraries and third-party components,
whose development and maintenance status can change significantly over time. For
example, components may become obsolete, vulnerable to security risks, functionally
inadequately documented, or without active maintenance by the community. In such cases,
there is an increased risk of operational failures or significant additional costs for the
maintenance and further development of the software in question.?

Such risks are particularly relevant for regulated industries (e.g., medical devices, aviation
technology), for products with long operating or maintenance cycles (such as industrial
control systems or safety-critical infrastructures), and in areas with special requirements for
reliability and traceability. In these contexts, unstable or no longer available components can
significantly impair compliance with industry-specific regulations, operational safety, and
maintainability.

A continuously maintained and structured SBOM can be used to identify at an early stage
which components are classified as risky in this respect. This makes it possible to
proactively implement countermeasures such as refactoring, component replacement, or
support contracts, thereby ensuring the long-term operability of the software product.

SBOMs serve three primary legal and operational purposes that are now widely recognized
across both public procurement and private sector software development:

1.4.1 Security and Vulnerability Management

The modern SBOM has expanded beyond compliance to address operational and national
security concerns. As Dirk Riehle notes, "to manage operational risk, you need to
understand what components are doing their job and whether new vulnerabilities have been
discovered". This shift is also reflected in regulatory instruments like the U.S. Executive
Order 14028 and the CRA , which make SBOMs a legal requirement for vulnerability
tracking and response. To complement this, the ISO/IEC DIS 18974:2023 standard specifies
the role of SBOMs as an integral part of a structured, security-oriented software
development and maintenance process and as a basis for performing risk analyses and
implementing effective measures within the framework of the Secure Software Development
Life Cycle (SSDLC).

among the key requirements of the European Cyber Resilience Act (CRA). Software bills of materials (SBOMs)
are among the key requirements of the European Cyber Resilience Act (CRA).
https://www.bsi.bund.de/DE/Service-Navi/Presse/Alle-Meldungen-News/Meldungen/TR-03183-2-SBOM-Anfo

rderungen.html, 23/09/2025
’D. Riehle, "The Software Bill of Materials" in Computer, vol. 58, no. 04, pp. 115-120, April 2025,

https://www.computer.org/csdl/magazine/co/2025/04/10938013/25mYHQTDkZ0O
* OWASP Top 10 Risks for Open Source Software

https://owasp.org/www-project-open-source-software-top-10/ accessed on 23/09/2025
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1.4.2 Supply Chain Transparency and Due Diligence

SBOMs now feature prominently in commercial contractual diligence, such as vendor
assessments and M&A transactions. Customers frequently require SBOMs as part of
software procurement contracts, particularly to review license compliance or identify
potential exposure to restrictive terms (e.g., GPL copyleft clauses). Heather J. Meeker
emphasizes that due diligence must include audits of embedded third-party code and license
documentation. OpenChain’s compliance framework reflects this in its emphasis on
supplier-side transparency and documentation for inbound and outbound OSS use.

Moreover, due to the sheer scale of indirect dependencies (often comprising over 90% of the
total code base) , most risk lies in components developers may not even be aware of. This
reinforces the need for robust SBOM practices throughout the development and delivery
lifecycle.

1.4.3 License Compliance

An SBOM provides the foundation for determining which licenses apply to a software
product's components. This is critical for satisfying attribution obligations, fulfilling source
code access requirements under copyleft licenses, and avoiding inadvertent license
violations. As Heather J. Meeker emphasizes, tracking open source usage is essential to
mitigate copyright risks and provide required notices to downstream users. This is also
codified in ISO/IEC 5230:2020 (OpenChain Specification) which mandates a clearly defined
process for identifying OSS components and their license obligations.

1.5 SBOM and CRA

The CRA requires hardware and software manufacturers to implement a series of
cybersecurity measures based on the principle of "security by design." This principle
requires that security aspects be taken into account at the earliest stages of product
development. In addition, manufacturers are required to provide security updates throughout
the entire life cycle of a product and to remedy known vulnerabilities promptly and effectively.
Violation of these obligations can result in significant legal consequences, including fines,
recalls, or restrictions on market access within the EU. Article 3(39) of the CRA introduces a
legally binding definition of the term "software bill of materials" (SBOM): "Software bill of
materials" means a formal record of the details and supply chain relationships of the
components contained in the software elements of a product with digital elements;"

This explicitly qualifies the SBOM as a legally relevant artifact necessary for fulfilling
regulatory obligations in the area of cybersecurity and not merely as a best practice.
According to the CRA, SBOMs are an important tool for fulfilling explicit regulatory
obligations related to risk management, vulnerability handling, and update requirements. An
SBOM under the CRA is a means to an end, not the end itself.

1.5.1 Supporting security updates and patch management

The CRA requires manufacturers to provide security updates throughout the entire period
during which a product is marketed or supported. A complete and accurate SBOM enables
development and security teams to identify precisely those components that need to be
updated or patched as soon as new vulnerabilities become publicly known, especially in
complex dependency chains.
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1.5.2 Compliance with vulnerability disclosure requirements

Articles 13 and 14 of the CRA require manufacturers to establish procedures for coordinated
vulnerability disclosure. An SBOM improves the manufacturer's ability to respond to reported
vulnerabilities in a legally compliant and efficient manner by clearly identifying which
components may be affected and whether affected software versions have already been
shipped.

1.5.3 Enabling lifecycle risk management

Annex | Part Il of the CRA establishes a direct link between SBOMs and risk management
procedures. Manufacturers are required to continuously identify security risks, assess them,
and implement appropriate risk mitigation measures. The SBOM provides the factual basis
for risk analysis by disclosing exactly which software components including open source and
transitive dependencies have been used.

However, an SBOM alone is not sufficient to meet the requirements of the CRA. The
regulation requires active risk management, which includes the following steps:

e Knowledge of the components used
e Identifying known vulnerabilities in these components,
e Implementation of appropriate remedial measures.

Risk management therefore requires transparency about software components. Only those
who know which components are contained in the software can assess the extent to which
known security vulnerabilities pose a concrete threat. While this is often traceable in
commercial third-party libraries through contractually regulated license and update
conditions, dealing with open-source components requires proactive and documented
recording. This documentation is provided by the SBOM and thus forms the backbone of all
further compliance measures.

1.5.4 VEX - supplement to the SBOM in the context of cybersecurity and
ICT risk management

The SBOM provides a structured list of all components of a software product. It provides
transparency about the components used, but does not provide any immediate information
about whether known vulnerabilities in these components can actually be exploited in the
respective application or operating environment. This is where the Vulnerability Exploitability
eXchange (VEX) specification comes into play. A VEX document supplements the SBOM
with machine-readable information on whether certain vulnerabilities affect the product in its
actual delivered state. This enables manufacturers, users, and operators to set priorities for
security measures in a targeted manner while avoiding unnecessary or risk-free patches.
The integration of VEX documents into SBOMs has established itself as a best practice and
is supported internationally by various stakeholders. The machine-readable linking of
component information with the exploitability status of known vulnerabilities contributes
significantly to increased efficiency and automation in security-related processes.

The US Cybersecurity and Infrastructure Security Agency (CISA) has emphasized the
importance of VEX integration in several publications, particularly for promoting the
automated and effective use of SBOMs. A study published in 2025 also shows that adding
vulnerability status in VEX format to SBOMs significantly increases the practical usefulness
of these tools, especially for maintenance and security teams. While the authors cite
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challenges in standardization and automation, they also demonstrate the potential of VEX for
continuous, machine-readable tracking of security risks22

1.5.5 Beyond Security: SBOMs Must Also Address Licensing Obligations

While the CRA emphasizes the role of SBOMs primarily in the context of vulnerability
tracking, risk mitigation, and security updates, this focus reflects only one dimension of
SBOM utility. In practice, a complete and correct SBOM also captures the legal metadata
associated with each component and most importantly, the license(s) under which it is used.

This broader interpretation is not only rooted in industry practice (as defined by standards
such as SPDX, CycloneDX, and OpenChain ISO/IEC 5230) but is also essential to fulfill
other legal and contractual obligations, including:

e License attribution and notice compliance
e Copyleft license obligations, including source code disclosure triggers
e Commercial and IP due diligence in vendor, customer, and M&A contexts

In short, license compliance and vulnerability management are two sides of the same SBOM
coin.

From a compliance and operational standpoint, this means that organizations preparing
SBOMs for CRA purposes, to meet security-related obligations, should not treat license data
as optional or secondary. On the contrary, failing to track license obligations in the SBOM
risks exposing the organization to legal liability, especially in complex supply chains or
regulated industries.

SBOMs under the CRA are essential for:

e Ensuring compliance with security update obligations
e Supporting security vulnerability reporting (CRA Art. 14) and lifecycle risk
management

An SBOM fulfills several interrelated functions in the context of CRA compliance:
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2 Introduction

2.1 Toolchain

The following graphic shows a high-level view of how the tools involved work together.

________________________________________________________________________________

Sourcecode as input,
0 normally via URL (Git)

o le . Reference : e ORT Server performs a code
N Database : analysis of the source code,

o supported by Al services. An
Al auditor must manually review

i Sourcecode | enriched the result and curate it if
v ———— o~~~ ORT-Server i necessary.
Backend- : :
Services | 0 Reference DB for Metadata
o and Vulnerabilities
Reporting i ° Reporting-Engine, generate
i SBOM and Vulnerability report

Occtet Solution

Each tool is presented in detail in the following sections, including its specific function, its
integration points within the toolchain, and its technological foundations.

2.2 Testdata

2.2.1 Open Source Projects

The projects listed here were chosen since they host their source code on GitHub for easy

comparison with GitHub dependency insights and GitHub advanced security. The section
3.7.2 presents key numbers on the analysis of each of them.

e Eclipse Mosquitto (8,300+ GitHub Stars https://github.com/eclipse/mosquitto
and Total 500M pulls on Docker https://hub.docker.com/ /eclipse-mosquitto),
Jetty (3700 GitHub Stars https://github.com/jetty/jetty.project)

Tomcat (7,200 GitHub stars https://github.com/apache/tomcat)

Kafka (27,000+ GitHub stars https://github.com/apache/kafka)

Hadoop (14,200 GitHub stars https://github.com/apache/hadoop)

In addition to the above list, section 3.7.1 presents the analysis results of 9-10 popular library
projects from the following 10 ecosystems into use: C/C++, C#, Go, JVM (Java, Kotlin,
Scala), JavaScript, PHP, Python, Ruby, Rust, Swift.
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2.2.2 SME

ReductSoftware UG, Christoph-Probst-Weg 4, 20251 Hamburg, Germany
o ReductStore with the use cases
m htips://aithub.com/reductstore/reduct-rs

m https://github.com/reductstore/reductstore
m https://qgithub.com/reductstore/web-console

While ReductSoftware is used here as an example, we can note that we are gathering testing
feedback from several other testers with one or more use cases. We are developing the tooling further
based on that, as part of our work in WP4. Currently we have five different testers with a total of nine
use cases that have been set up, and we have an additional four testers with whom we are still in the
process of setting up the testing activity.

The next section 3 goes through the CRA phases and how ORT Server supports that.
ReductSoftware use cases are used as an example. The use cases of all testers that have completed
the testing is very similar, so it is not useful to repeat such. Here are, however, some related
observations from other testers:

Of the currently tested nine use cases of the testers, we are able to support eight out of nine
technologies among those use cases. These include software products, SaaS deliveries (with
potential of applications relying on them) and loT devices.

One tester uses Yocto 5 (Scarthgap), and we introduced support for Yocto during 2026. The
support for Yocto, as it is a widely used and developing linux distribution management
system, including build steps, is being expanded, also as a part of feedback from this
OCCTET tester, and the use cases will similarly grow.

One tester/use case had a SaaS solution, but we are looking to complete testing with that use
case anyhow, even though SaaS deployments are not directly CRA relevant, but there are
certain interpretation issues and the CRA required controls (like vulnerability management)
are useful also for SaaS deployments. The technologies in question seem straight forward to
support.

Some testers have open source projects. When doing testing with them we also recognize
dependencies to private repositories for open source projects. As ORT Server also supports
private repositories, this not an issue, but shows rather that sometimes use cases haven’t
realised themselves the dependencies that their project actually has.

One tester/use case was investigated, but their build systems were not supported, since they
used older versions of current systems and were not ready to upgrade to newer build
systems. We decided not to build support for older versions of certain build systems within the
OCCTET project. The not supported build systems in this case were Visual Studio Build Tools
(VC2017) and CMake (v3.17.3).

occWe record here the legal names of current testers with whom the testing has been set up and use
cases have been analyzed, at least initially. Further testing, or feedback may still be in the process:

DH electronics GmbH
Mahlo GmbH
ReductSoftware UG
A-SIT Plus GmbH
Obeo S.AS.
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3 ORT Server (DOC)

3.1 Double Open’s Role in OCCTET

Double Open Oy is a Finnish startup founded in the year 2023 that emerged out of a
research and automation initiative by the Finnish law firm HH Partners which is engaged with
the OpenChain project. Double Open strives for creating open solutions for highly automated
software compliance checks and for process optimization. It does so via a unique
combination of both legal and technical expertise in the open source domain, as the
founders are top-tier technology attorneys and long-standing open source project
maintainers.

Double Open’s main product is the Double Open Compliance (DOC) solution. It is fully open
source, building on and extending existing open source projects like the OSS Review Toolkit
(ORT), the ORT Server, and the Double Open Server (DOS). Simply speaking, one can think
of DOC as a Double-Open-branded distribution of ORT Server with accompanying tools as
well as optimal technical configuration and sound legal configuration. For the scope of this
document, the terms “ORT Server” and “DOC” may be used interchangeabily.

With the ORT ecosystem being central to Double Open’s offerings, Double Open
(co-)maintains these projects with an “upstream first" principle. Since the beginning of the
OCCTET project, Double Open has publicly contributed more than 1700 changes and
improvements to the wider ORT ecosystem. In particular, Double Open developed the whole
Graphical User Interface (GUI) for the ORT Server in the form of a web frontend powered by
the React framework.

The DOC solution serves the base platform to integrate with other OCCTET tools.
Technically, this is archived via the different plugin entry points from the ORT ecosystem,
including but not limited to vulnerability advisors, license scanners, and SBOM reporters.

3.2 Architectural Overview

The ORT Server is based on ORT, leveraging its libraries programmatically for component
analysis, license scanning, vulnerability databases, compliance rules, and report generation.
This allows users to manage and analyze dependencies and licenses with ease, offering
detailed insights and compliance reporting.

A REST API is provided by ORT Server that allows for seamless integration with other tools
and automation workflows. This API offers endpoints for performing tasks like managing
repositories, secrets, or users, and getting the results of ORT runs, making it easy to
incorporate ORT functionality into existing DevOps pipelines or CI/CD environments.
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Following an API-first design, the ORT Server includes a React-based web Ul that uses the
REST API and is designed to streamline access to critical functions and data. This interface
allows users to manage the compliance and security of their projects with ease, providing
detailed reports of software components, licenses, and vulnerabilities.

Based on Keycloak as the identity and access management solution, ORT Server
incorporates robust user access and role management capabilities. It supports user
authentication, authorization, and multi-factor authentication, allowing organizations to define
roles and permissions for different users. This ensures that different users can access only
the relevant parts of the system.

To scale with a growing number of products throughout multiple organizations, ORT Server
leverages Kubernetes as a container orchestration platform for efficient resource
management and deployment. It allows organizations to scale their software composition
analysis workflows horizontally by running the actual ORT components in separate
containers. Kubernetes integration also provides enhanced automation, fault tolerance, and
dynamic load balancing, ensuring high availability and reliability in production environments.

Put simply, the architecture can be depicted as follows:

ORT Server

Backend (Kotlin) Frontend (TypeScript)

4 L |
—
Libraries
\

The deployment is modularized into separate Docker images per worker (config, analyzer,
advisor, reporter, etc.) to follow secure-by-design principles like minimizing the attack surface
and using safe configuration out of the box. Helm charts are provided for convenient and
easy setup of reproducible staging and production environments.

& EYCLOAK
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3.3 CRA Phases

On an abstract level, the activities from the CRA can be grouped into the following phases:

Initiation: Product definition and applicability
Risk Assessment: Intended / foreseeable use, support period, execution and
documentation

e Pre-launch: Development practices, vulnerability handling, dependency
management, SBOM generation

e Post-launch: Vulnerability monitoring, archiving

Out of these, the underlined requirements can theoretically be automated, and the following
sections show how to do that with the DOC solution.

3.4 Vulnerability Management

Note: For this section, the ReductStore OCCTET-tester will be used as an exemplary SME in
the screenshots.

Getting an SME on-boarded in DOC starts with authentication, which is implemented via
Keycloak Open Source Identity and Access Management (IAM) solution:

DOUBLE OPEN'S ORT SERVER

Sign in to your account

Email

Password

SignIn

Or sign in with
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Accounts are either created in advance by a DOC administrator, or the user can authenticate
via one of the configured Single Sign-On (SSO) integrations (as in the screenshot shown
with Google, which includes Google Workspace account as commonly used in enterprises).

After logging in, the user lands at the SME organization’s overview page. This hierarchical
view allows for managing product groups to comply with the CRA’s requirement of a product
definition:

@ Overview
ctSoftware (OCCTET) Products L]
T-teste!

e o] 5
Inerabilities 1 Add product +

Q Ppackages Vulnerabilities Issues Rule Violations Packages

Q vulnerabilities
L ) (| asm )

g 116 unresolved 26 unresolved 137 unresolved 1847

&

) Infrastructure Services

Users Products ¢ Runs Last Run S s Last Run Date Last Job Status

&} settings
Reduct Database

5 items per page

In this case, there is only a single product called Reduct Database inside the
ReductSoftware (OCCTET) organization. To add new product definitions to the organization,
the user clicks on the Add product button in the upper-right corner. A product is identified by
a mandatory Name and has an optional Description:

Create Product

Name

Another Reduct product

Description

Back on the organization’s overview page, the central area shows a dashboard with
Vulnerabilities, (technical) Issues, (policy) Role Violations, and statistics about the
ecosystems Packages coming from all products throughout the organization. This view
provides managers or security / legal staff with a compact overview of the compliance status
in the organization.

By clicking on a name in the Products table, the user can go deeper in the hierarchy to

manage the source code repositories a product is compromised of. A typical use-case is
where a single product consists of both a backend and a frontend, which are implemented in
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different programming languages and hosted in different repositories. At the example of the
Reduct Database product, this is how it looks like on the product hierarchy level:

® Overview

Compliance
@ Vulnerabilities
n
Q Packages

Q Vulnerabilities

Product
[ERNES
& Infrastructure Services
o

~ Users

@ Settings

Reduct Database

Vulnerabilities

116 unresolved

Repositories ¥

github.co

https://github.c

https://github.co

m/reductstore/reduct-rs

om/reductstore/reductste

m/reductstore/

items per page

Issues

L |
26 unresolved

Runs

Last Run Status

%5

FINISHED WITH_ISSUES

%7

Repositories

]

Rule Violations

137 unresolved

@0

@0

o 48

o 99+

o

Add repository +

Last Run Date Last Job Status

Page 1

This product overview resembles the organization overview, but all dashboard numbers are
scoped to the current product, which is useful e.g. for product owners. In a similar way to like
products can be added to organization, Repositories can be added to products using the
upper-right Add repository button:

Add Repository

URL

Description

Git

Git-Repo

Mercurial

Subversion

Currently, repositories are limited to Version Control System (VCS) repositories identified by
a URL and Type. Again, an optional Description may be given.

Note: In the future, the source code of repositories can also be provided otherwise, like by
the upload of a source code archive.
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A user interested in vulnerability handling in the context of the CRA can then click on the
Vulnerabilities card in the product overview dashboard. This takes the user to a table-view of

vulnerabilities found in all repositories of the product:

® Overview . .
Vulnerabilities (116 in total)
@ vulnerabilities
Search
Q Packages
Q vulnerabilities pkg:npm/jsonpath@1.1.1

Product

& secrets
pkg:npm/form-data@3.
&3 Infrastructure Services

A Users

# settings pkg:npm/jsonpath@1.1.1
pkg:npm/static-eval
pkg:npm/form-data@3.0.1
pkg:npm/node-forge@1.3.1

pkg:npm/body-parser@1.20.2

Package ID ¥

Rating ¥ External ID Y Sort

1 repository
GHSA-fjxv-7rqg-78g4
1 ref

(CVE-2025-61140

CVE-2025-7783

1 repositary

GHSA-554w-wpy2-vw27

1rep

GHSA-quicr-r2fm-gre7

1 repository

In this example case, all vulnerabilities stem from Node Package Manager (NPM) packages
in a single repository. However, in general a vulnerable package could be part of multiple
repositories. In order to find out which repositories contain a vulnerable package, currently a
manual step is involved which requires the user to copy the package identifier in Package

URL (PURL) format starting with “pkg:” to the clipboard via the --icon. Then the user
needs to navigate to the Packages search in the left-hand menu and paste the PURL from
the clipboard to the Search Packages field (which is interpreted as a regular expression).

The search result then looks like

Search Package
= for ORT runs in repo

pkg:npm/jsonpath@1.1.1

Created At ¢ Revision

03/27/2026, 02:15:46 PM PR TGRID COMAEEHEEOTE main

items per page

RunIndex ¢

Matching Package ¢

pkg:npm/jsonpath@1.1.1

of 1
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Clicking on the Run Index link of a result row in the table takes the user straight of the
compliance run on the respective repository where the package was discovered via Software
Composition Analysis (SCA) when running ORT’s Analyzer tool. This is how the overview
page for a compliance run on the repository level looks like:

RunID: 1372
Revision: main (0d6b062)

2 Rerun

® Overview Status
EzulEmE2 Rule Violations Vulnerabilities Issues
&8 Rule Violations
L E— L}

116 unresolved 14 unresolved

@ vulnerabilities

onents

(D Projects

& Packages Statistics

Packages

= SBOMs
N

1409

(® other
Technical
& Issues
= Logs

& Configuration

Clicking once more on the Vulnerabilities card opens up the run-centric view of vulnerability
details:

@ Overview
nerabilities (116 in total, 116 matching filters)

Compliance
k for vulnerabilitie lar basis.
&5 Rule Violations

@ vulnerabilities PackageID ¥  Status Rating ¥  ExternalID ¥  Sort

Components o .
(D Projects v D i Vulneral e

& Packages
CVE-2025-61140

VulnerableCode

CVE-2025-7783

Technical U 2 Vulr Code

i Issues
== Logs . -
. N Vulneral e

Configuration

GHSA-jev-Trg-78g4

Each card in the table view contains a summary of the vulnerability and the name of the
advisor that provided the vulnerability data. The first four vulnerabilities came in via ORT’s
advisor plugin for AboutCode’s (ABCD) VulnerableCode platform, whereas the last
vulnerability in the screenshots came in via the Google OSV advisor plugin of ORT.
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In order to review and handle a specific vulnerability, the user can click on the --icon to
expand the details panel for a specific vulnerability finding:

CVE-2021-23334
Vulner:

Create a resolution

Reason

CANT_FIX_VULNERABILITY

Comment

Create resolution

Details

CVSS 3.1 Severity Radar (; g EPSS Score

EPSS Percentile (details

Re ar

Description
jection This CVE has been marked as a Fals itive and has been
ren

Links to vulnerability references

Severity  Scoring system Score Vector Link

3. 1/AV:NFACL/PRIN/ULN/S: W/ C:H/T:H/ ttps://github.cor
CRITICAL cvssv3.1 0.8 3. 1/AVIN/ACL/PRIN/ULN/S: W/ CHLHY hr ps://github.com

o AC:L/PR:N/ULN/S: U/ C:HLHY
CRITICAL cssv3.1 98 ! ~ = i https:/ JARSNPM-1071860

This view allows investigating the details of the vulnerability and to follow any of the
reference links for yet more background information.

If the manual investigation by a security expert user comes to the conclusion that the

vulnerability finding should be resolved, this can be done from the panel to Create a
resolution:
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Create a resolution

Reason

NOT_A_VULMERABILITY

CAMT_FIX_VULMERABILITY
INEFFECTIVE_VULNERABILITY
INVALID _MATCH_VULMNERABILITY
MITIGATED_VULMERABILITY
NOT_A_VULNERABILITY
WILL_NOT_FIX_VULMNERABILITY

WORKAROUND_FOR_VULNERABILITY

In this case, having a closer look at the summary information of the vulnerability reveals that
it is a false-positive: “[...] This CVE has been marked as a False Positive and has been
removed.”

So a viable option is to resolve this finding as NOT_A VULNERABILITY. After clicking on

Create resolution, the resolution is saved and will be applied on the next compliance run on
the repository:

NOT A VULNERABILITY

as bee as a False Positive and has removed.
has be as a False Positive and has been removed. Y

Resolutions can be edited and deleted as needed via the respective icons on the right-hand
side. Above these icons, the SERVER badge indicates that the resolution is managed on the
server-side, as opposed to a resolution created via configuration-as-code by committing a
.ort.yml file repository.

Note: The concrete names of the vulnerability resolution reasons are currently being
reworked to more closely resemble CRA use-cases.

The user can now trigger Rerun from the top-level header controls to apply the pending
changes:
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2 Rerun Run1D: 1372
oo Revision: main (©d6bo62)
Duration:

PackageID ¥  Status Rating ¥ External ID Y sort

@ Resolved
Unresolved
Clear selection

Page 1 [

Note: The first run had 116 vulnerability findings in total, while the second run has 121 in
total (out of which 1 is resolved). The difference of 5 findings is due to the fact that during the
time between runs 1 and 2 those 5 new vulnerabilities have been discovered in the transitive
dependencies of the projects in the repository although no code changes have been made to
the project itself. This is a prime example for why vulnerability monitoring is crucial.

The monitoring of vulnerabilities of released or in-development products can currently be
implemented with the help of the accompanying GitHub action which leverages the ORT
Server CLI (OSC) to schedule runs via the REST API of ORT Server. By creating a GitHub
workflow with a schedule that uses the ORT Server action, runs are regularly triggered on
the server even without code changes to the product.

3.5 Dependency Management

There is a connection between vulnerability management and dependency management in
the sense that dependencies of a project have to be discovered before they can be checked
for known vulnerabilities, and because addressing a vulnerability by updating a dependency
to a fixed version is easier for direct dependencies than for transitive dependencies
(dependencies of dependencies) of a project.

This is why ORT Server provides best-in-class Software Composition Analysis (SCA) for
software projects via the ORT Analyzer tools. In contrast to many other (including
commercial) solutions, the ORT Analyzer does not require to modify or prepare the project
under analysis (e.g. by applying build system plugins), and it analyzes project dependencies
dynamically, taking into account any version conflict resolution applied by the build system,
which results in a deviation of the statically declared dependencies in the project manifests.

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 30


https://github.com/eclipse-apoapsis/actions
https://eclipse-apoapsis.github.io/ort-server/docs/user-guide/cli/getting-started
https://eclipse-apoapsis.github.io/ort-server/docs/user-guide/cli/getting-started
https://eclipse-apoapsis.github.io/ort-server/api/ort-server-api
https://docs.github.com/en/actions/reference/workflows-and-actions/events-that-trigger-workflows#schedule
https://docs.github.com/en/actions/reference/workflows-and-actions/events-that-trigger-workflows#schedule

S Co-funded by Lw ECCCm
Ty the European Union u

In order to achieve this depth of knowledge, the ORT Analyzer relies and (implicitly) checks
for good development practices when managing dependencies in the build system.
Technical Issues are raised if a project is set up in a way that prevents the SCA to function
properly, or Deprecation hints are filed if outdated dependencies are found even if they are
not known to be vulnerable:

tal, 14 matching filters)

ues tha / the ec 3 an impact on the completen

PackageID Y Status severity Y Category YV sort

Resolutions

Details

ORT Server provides means to inspect a vulnerability for its dependency relationship to the
project. In order to do so, a user navigates to the Vulnerabilities view and clicks on the blue
package ID within a card in the table:

Package ID Y Status Rating Y External ID Y Sort

CVE-2025-61140
Vv de

This tackles a user straight to the expanded details of that specific package, which contains
information about the Shortest Dependency Paths at the bottom of the details panel:
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Packages (1409 in total, 1 matching filters)

This viev s the flat set of de-duplic d for all projects.

Package ID Declared License % Sort v

pkg:npm/jsonpath@1.1.1 https://github.com/dchester/jsonpath#readme

Declared License: MIT

Source Code Origins: N/A

Git Repository

Binary Artifact: MN/A
Source Artifact
URL: https
Hash Value: Oc:
Hash Algorithm

Shortest Dependency Paths
NPM::web-console:1.14.0-beta.1 (sco sendencies’) —* pkg:npm/react-scripts@5.0.1 — pkg:npm/bfj@7.1.0 — pkg:npm/jsonpath@1.1.1

Labels: N/A

10 items per page

This shows that the pkg:npm/jsonpath@1.1.1 package is a transitive dependency within
the devDependencies scope of the NPM::web-console:1.14.0-beta.1 project, which has
been introduced via the direct dependency on pkg:npm/react-scripts@5.0.1 and its
pkg:npm/bfj@7.1.0 dependency. So in this case upgrading the pkg:npm/jsonpath@1.1.1
package directly in the NPM::web-console:1.14.0-beta.1 project is not possible, and the
user needs to wait for or work with the projects along the Shortest Dependency Paths to
upgrade to a non-vulnerable version of the pkg:npm/jsonpath@?1.1.1 package.

Note: A future version of ORT Server will make it easier for the user to understand whether a
newer version of a package is available that fixes the vulnerability, and how to upgrade to it
depending on whether the dependency is direct or transitive to the project.

3.6 SBOM Generation

Based on the metadata gathered during the analyzer and advisor phases, ORT Server can
create various reports, including Software Bill-of-Materials (SBOMs), compulsory
statements, disclosure documents, vulnerability reports, source code archives, and many
more. These can be accessed from the Reports menu of a run.

For the two most widely used SBOM formats, CycloneDX and SPDX, ORT Server offer a
dedicated page to download these reports in various formats from:
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CycloneDX

Note: While ORT currently offers more detailed options to configure these SBOMSs, like the
exact version to the output file format specification to use, these options are not yet exposed
as part of the ORT Server Ul.

While ORT offers a dedicated report template for vulnerabilities, by now the OpenVEX
standard gains adoption as a format to exchange data about the exploitability of a
vulnerability in a given product context. As it makes sense to track the static data about
dependencies in an SBOM separately from the dynamic data about known vulnerabilities in
these dependencies, ORT will feature a separate VEX reporter going forward.

3.7 ORT Dependency and Vulnerability Analysis of Popular
Open Source Projects

Besides testing with software products from SMEs, the toolchain around ORT Server has
also been run on 96 popular open source projects and several renowned open source
projects for testing.

3.7.1 Popular Open Source Projects

3.7.1.1 Introduction

As part of the OCCTET WP3 efforts for D3.3, and in collaboration with WP4 task 4.4, 96
widely-used open source projects were selected for automated analysis using the ORT
(OSS Review Toolkit) platform hosted on the OCCTET ORT Server (orf-server.occtet.eu).
Projects are organised into ten language ecosystems: C/C++, C#, Swift, Rust, Ruby,
Python, Go, PHP, JavaScript, and JVM, with approximately ten repositories per ecosystem
selected on the basis of download counts and community adoption metrics. ORT resolves
the full transitive dependency graph for each project and runs advisor jobs against the OSV
and VulnerableCode advisory databases to surface known vulnerabilities. This report
presents, for each ecosystem and repository: the analysis pipeline status, the total number
of third-party packages identified, and the vulnerability findings broken down by severity. The
five repositories with the highest vulnerability counts are examined in further detail, with
per-package advisory listings and upgrade recommendations available directly from ORT
Server.
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The data extraction in this section 3.7.1 has benefited from the ORT Server API's and Al
agents have been used to compile the data into tables. Also, Ul screenshot examples have
been added to show the “human” Ul view.

3.7.1.2 Overall Summary

Ecosystem Started | Clean | Analysis | Failed | Vulns Deps
Issues

C/C++ Projects 10 3 7 0 488 1395
C# Projects 10 6 4 0 45 2466
Swift Projects 10 9 1 0 295 972
Rust Projects 10 9 1 0 83 997
Ruby Projects 10 5 5 0 111 760
Python Projects 10 9 1 0 27 427
Go Projects 9 8 1 0 0 8
PHP Projects 10 8 2 0 25 431
JavaScript Projects 10 10 0 0 66 628
JVM Projects 7 7 0 0 55 243
Total 96 74 22 0 1112 6471

Status definitions:

Clean: the analyzer completed without issues; issues in later pipeline stages (scanner,
evaluator, reporter) do not affect this classification.

Analysis Issues: the analyzer job completed but reported one or more issues, typically
relating to sub-projects or files that could not be resolved in ORT's analysis environment;
these are often opportunities to improve practices in the target project, as ORT works best
with best practice development methods.

Failed: no analysis run fails.

Vulns: total number of vulnerabilities—package pair findings reported by the ORT advisor
(see the Vulnerability Findings section for an explanation of this counting method).

Deps: total number of third-party packages identified in the transitive dependency graph for
the most recent run.
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®© Overview

Compliance

@ Vulnerabilities
Search

Q Packages

Q Vulnerabilities
Organization

[ Secrets

3 Infrastructure Services

& Users

& Settings

Ul view:

C/C++ Projects

v Renowned FOSS projects

Enter Run ID o Ay .
Renowned FOSS projects Products &)
https://gitlab.eclipse.org/eclipsefdn/open-source-
services/occtet-eu/wp4-validation-use-cases/
tasks/-/issues/2 10 Add product +
Vulnerabilities @ Issues ol Rule Violations 4[5 Packages &
B D D @ N

1113 unresolved 6455 unresolved 2468 unresolved 6471

Products ¥ Runs  Last Run Status Last Run Date Last Job
Popular C/C++ projects
https://gitlab.eclipse.org/eclipsefdn/open-source-
services/occtet-eu/wp4-validation-use-cases/

tasks/-/work_items/9

Contains 10 repositories

%99+ @99+ 99+

Popular C# projects

httne//aitlah eclinse ara/aclinsefdn/anen-canrca- Contains 10 repositories

Repository Status Deps Vuins
boostorg/boost Analysis Issues 426 163
curl/curl Analysis Issues 46 0
ffmpeg/ffimpeg Clean 0 0
gabime/spdlog Clean 0 0
madler/zlib Analysis Issues 15 0
opencv/opencv Analysis Issues 282 82
open-source-parsers/jsoncpp Clean 21 0
openssl/openssl| Analysis Issues 332 138
protocolbuffers/protobuf Analysis Issues 200 S
gt/gtbase Analysis Issues 195 100
C# Projects
Repository Status Deps Vuins
App-vNext/Polly Clean 114 0
AutoMapper/AutoMapper Clean 28 0
AvaloniaUl/Avalonia Analysis Issues 932 15
DapperLib/Dapper Clean 162 0
dotnet/runtime Analysis Issues 0 0
FluentValidation/FluentValidation Analysis Issues 120 12
JamesNK/Newtonsoft.Json Clean 58 0
NLog/NLog Analysis Issues 151 19
restsharp/RestSharp Clean 1490 14
serilog/serilog Clean 64 0
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Swift Projects

Repository Status Deps Vuins
Alamofire/Alamofire Clean 54 1
Kitura/Kitura Clean 25 0
Moya/Moya Clean 55 33
mxcl/PromiseKit Analysis Issues 745 257
onevcat/Kingfisher Clean 122 2
PerfectlySoft/Perfect Clean 1 0
ReactiveX/RxSwift Clean 26 8
SnapKit/SnapKit Clean 0 0
SwiftyJSON/SwiftyJSON Clean 0 0
vapor/vapor Clean 28 0

Rust Projects

Repository Status Deps Vulns
BurntSushi/memchr Analysis Issues 76 1
cuviper/autocfg Clean 0 0
dtolnay/proc-macro2 Clean 58 0
dtolnay/quote Clean 29 0
dtolnay/unicode-ident Clean 173 1
matklad/once_cell Clean 8 0
microsoft/windows-rs Clean 800 82
rust-lang/cfg-if Clean 0 0
rust-lang/libc Clean 33 0
rust-lang/log Clean 29 0

Ruby Projects

Repository Status Deps Vulns
guard/guard Clean 51 0
jnunemaker/httparty Clean 57 2
lostisland/faraday Clean 261 11
rack/rack Analysis Issues 24 0
rails/rails Analysis Issues 499 94
rails/thor Clean 56 1
rest-client/rest-client Clean 41 7
ruby/json Analysis Issues 0 0
sparklemotion/nokogiri Analysis Issues 0 0
sparklemotion/sqlite3-ruby Analysis Issues 0 0
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Python Projects

Repository Status Deps Vulns
benjaminp/six Clean 0 0
certifi/python-certifi Clean 0 0
dateutil/dateutil Clean 49 17
jawah/charset_normalizer Clean 46 2
kjd/idna Clean 0 0
numpy/numpy Analysis Issues 366 8
psf/requests Clean 50 0
pypa/packaging Clean 2 0
python/typing_extensions Clean 0 0
urllib3/urllib3 Clean 0 0
Go Projects
Repository Status Deps Vulns
davecgh/go-spew Clean 0 0
go-yaml/yaml Analysis Issues 0 0
modern-go/concurrent Clean 0 0
modern-go/reflect?2 Clean 0 0
pkg/errors Clean 0 0
pmezard/go-difflib Clean 0 0
spf13/pflag Clean 0 0
stretchr/testify Clean 5 0
golang.org/x/text Clean 3 0
PHP Projects
Repository Status Deps Vulns
doctrine/dbal Clean 87 0
doctrine/orm Clean 67 0
guzzle/guzzle Analysis Issues 89 0
laravel/framework Clean 219 3
php-fig/log Clean 0 0
Seldaek/monolog Clean 76 0
symfony/console Clean 28 0
symfony/dependency-injection Analysis Issues 15 0
symfony/yaml Clean 10 0
twigphp/Twig Clean 84 24

JavaScript Projects
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Repository Status Deps Vuins
feross/safe-buffer Clean 273 2
inspect-js’lhasOwn Clean 1 0
isaacs/inherits Clean 0 0
isaacs/node-graceful-fs Clean 182 28
ljharb/has-symbols Clean 0 0
lydell/js-tokens Clean 110 32
microsoft/tslib Clean 136 4
npm/wrappy Clean 0 0
Raynos/function-bind Clean 0 0
TooTallNate/util-deprecate Clean 0 0

JVM Projects

Repository Status Deps Vulns
external/jsr-305 Clean 0 0
apache/commons-logging Clean 65 16
apache/commons-collections Clean 24 2
eclipse-eedj/injection-api Clean 0 0
google/guava Clean 113 35
JetBrains/java-annotations Clean 45 0
qos-ch/slf4j Clean 11 2

3.7.1.3 Vulnerability Findings

Vulnerability data was collected by the ORT advisor step using the OSV and VulnerableCode
advisory databases. The table below aggregates findings by ecosystem across all
repositories with a completed ORT run. Counting methodology: each row in the ORT
vulnerability output represents one advisory—package pair — that is, one known advisory
(CVE, GHSA or similar) matched against one specific package version in the dependency
graph. If the same advisory affects five packages, it is counted five times. Totals therefore
reflect the volume of findings to triage, not the number of distinct advisories or distinct
vulnerable packages. The per-repository deep dives in the following subsections present
findings grouped by package, with all advisory IDs for each package collected into a single

row.
Ecosystem Critical High Medium Low None | Total
C/C++ Projects 29 204 209 31 15 488
C# Projects 3 19 21 2 45
Swift Projects 62 133 72 25 3 295
Rust Projects 2 37 33 10 1 83
Ruby Projects 7 44 55 5 111
Python Projects 2 14 9 2 27
Go Projects
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PHP Projects 2 4 7 12 25
JavaScript Projects 6 33 26 1 66
JVM Projects 7 20 27 1 55
Total 120 508 459 87 21 1195

3.7.1.4 Top 5 Repositories by Vulnerability Count

The five repositories with the highest total vulnerability counts are examined in greater detail
below. This demonstrates the capabilities of the platform, identifying vulnerabilities in
dependencies and providing information about the upgrade paths to those vulnerable
dependencies.

For each repository the following information is provided: the Git URL, the analysed version
tag with commit date, the total package count with a breakdown by package manager, and
the vulnerability mix across severity levels. This is followed by a table of five packages with
critical or high severity vulnerability advisories. Each table row represents one package
version; the Advisories column lists all advisory IDs (CVE, GHSA) that affect that package,
and the Upgrade / Fix column gives the minimum fixed version as reported by ORT Server,
where available. Medium and Low severity findings are included in the counts but not
individually listed.

mxcl/PromiseKit

Repository: https://github.com/mxcl/PromiseKit.git

Version analysed: 8.2.0 (commit 2025-01-16) | ORT run: 2026-05-27
Dependencies: 745 packages (Carthage: 10, NPM: 733, Swift: 2)
Vulnerabilities: 253 total — Critical: 60, High: 119, Medium: 52, Low: 22

Package Sev. Scor | Advisories Upgrade / Fix
e

growl@1.9.2 Critical | 9.8 GHSA-gh2h-chj9-jffq, GMS-2016-47, | 21.10.0
CVE-2017-16042

minimist@0.0.8 Critical | 9.8 GHSA-xvch-5gv4-984h, CVE-2021-44906, | = 1.2.6
CVE-2020-7598, GHSA-7fhm-mgm4-2wp7,
GHSA-vh95-rmgr-6w4m

minimist@0.1.0 Critical | 9.8 GHSA-xvch-5gv4-984h, CVE-2021-44906, | 2 1.2.6
CVE-2020-7598, GHSA-7fhm-mgm4-2wp7,
GHSA-vh95-rmgr-6w4m

minimist@1.2.0 Critical | 9.8 GHSA-xvch-5gv4-984h, CVE-2021-44906, | =1.2.6
CVE-2020-7598, GHSA-7fhm-mgm4-2wp7,
GHSA-vh95-rmgr-6w4m

tough-cookie@2.3.4 Critical | 9.8 CVE-2023-26136, GHSA-72xf-g2v4-qvf3 24.1.3
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Example 1 Ul view (zoomed-in, and zoomed-out), showcasing the advisory presentation,
including affected package, advisory id, severity, affected versions, upgrade path and links to
references:

PackagelD ¥ Rating ¥V BtemalD ¥ Sort v

12 A © GHSA-gh2h-chjo-jff
NPM:growl:1.9.2 () -l nj9-jffq A
~A @ - e
Growl before 1.10.0 vulnerable to Command Injection 1 repository
CVSS 3.0 Severity Radar (details) No EPSS data available.
Severity scores from CVSS assessing |
impact and exploitability of the g N e
vulnerability. 1
" -
Base ~
Env Mod
Recommendation
Updte to version 1100 orster.
Exp mp
v Links to vulnerability references
Severty  Scoring system Score Vector Lk
Temp
CRmCAL cvss vz on  CYSSBUMNAGUPRNUNSY os/rmvanists
CRTICAL  CVss.v3 o3 CleNACURRIINSY
ot CVSSO/AVN/ACUPRN/UIN/S/ e
Description came oy aa  QISIOM ot com/node rowlp
CVSS3 0/AVN/ACLIPRN/UIN/SU/
. . . . CRTICAL  cVss.v3 98 tpsi/gith node-growl/pull/62
Affected versions of growl do not properly sanitize input prior to passing it CHHAH
into a shell command, allowing for arbitrary command execution. CRITICAL cvss_v2 ap  CUSBOMUACUPRNUNISU! 1itps//github com/i/node-or VATITTS331c0ded!
. CUSSIOMVNACUPRNUINISY, |
Recommendation CRTCAL QVSS3 98 Conn ot
VS 0/AVN/ACUPRN/UIN/S/
CRITCAL cvss V3 o Cyssaom rtps:
Update to version 1.10.0 or later.

NPM:minimist:1.2.0 (0 GHSA-xvch-5gv4-984h
A~ @
Prototype Pollution in minimist 1 repository
(crmcaL)
CVSS 3.1 Severity Radar (details) No EPSS data available.

Severity scores from CVSS assessing impact
and exploitability of the vulnerability.

Base
Env ’/ Mod
Exp \/ Imp
Temp
Description

Minimist prior to 1.2.6 and 0.2.4 is vulnerable to Prototype Pollution via file
index.js , function setkey() (lines 69-95).

Example 2 Ul view:

boostorg/boost

Repository: https://github.com/boostorg/boost.git

Version analysed: master (commit 2026-05-23) | ORT run: 2026-05-27
Dependencies: 426 packages (Crate: 109, NPM: 286, PyPI: 31)
Vulnerabilities: 157 total — Critical: 18, High: 61, Medium: 67, Low: 11
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Package Sev. Scor | Advisories Upgrade / Fix
e
axios@1.12.2 Critical | 10.0 | CVE-2025-62718, CVE-2026-40175, | 21.13.5
GHSA-43fc-jf86-j433, GHSA-6chg-wfr3-2hj9,
GHSA-pf86-5x62-jrwf, GHSA-pmwg-cvhr-8vh7,
GHSA-q8qp-cvew-x6jj, CVE-2026-25639,
GHSA-3p68-rc4w-qgx5,
GHSA-3w6x-2g7m-8v23,
GHSA-445q-vr5w-6q77,
GHSA-5¢c9x-8gcm-mpgx,
GHSA-62hf-57xw-28j9,
GHSA-m7pr-hjgh-92cm,
GHSA-vf2m-468p-8v99,
GHSA-w9j2-pvgh-6h63, GHSA-xx6v-rp6x-q39c,
GHSA-fvcv-3m26-pcgx, GHSA-xhjh-pmcv-23jw
axios@1.13.5 Critical | 10.0 | CVE-2025-62718, CVE-2026-40175, | 21.15.1
GHSA-6¢hg-wfr3-2hj9, GHSA-pf86-5x62-jrwf,
GHSA-pmwg-cvhr-8vh7,
GHSA-g8qp-cvew-x6jj, GHSA-3p68-rc4w-qgx5,
GHSA-3w6x-2g7m-8v23,
GHSA-445q-vr5w-6q77,
GHSA-5¢c9x-8gcm-mpgx,
GHSA-62hf-57xw-28j9,
GHSA-m7pr-hjgh-92cm,
GHSA-vf2m-468p-8v99,
GHSA-w9j2-pvgh-6h63, GHSA-xx6v-rp6x-q39c,
GHSA-fvcv-3m26-pcgx, GHSA-xhjh-pmcev-23jw
axios@1.13.2 Critical | 10.0 | CVE-2025-62718, CVE-2026-40175, | 21.13.5
GHSA-43fc-jf86-j433, GHSA-6chg-wfr3-2hj9,
GHSA-pf86-5x62-jrwf, GHSA-pmwg-cvhr-8vh7,
GHSA-q8qp-cvew-x6jj, CVE-2026-25639,
GHSA-3p68-rc4w-qgx5,
GHSA-3w6x-2g7m-8v23,
GHSA-445q-vr5w-6q77,
GHSA-5¢c9x-8gcm-mpgx,
GHSA-62hf-57xw-28j9,
GHSA-m7pr-hjgh-92cm,
GHSA-vf2m-468p-8v99,
GHSA-w9j2-pvgh-6h63, GHSA-xx6v-rp6x-q39c,
GHSA-fvev-3m26-pcgx, GHSA-xhjh-pmcv-23jw
handlebars@4.7.8 Critical | 9.8 GHSA-2wbw-674q9-4c4q, CVE-2026-33937, | 24.7.9
GHSA-3mfm-83xf-c92r, GHSA-9cx6-37pm-9jff,
GHSA-xhpv-hc6g-r9c6, GHSA-xjpj-3mr7-gcpf,
CVE-2026-33938, CVE-2026-33940,
CVE-2026-33941, CVE-2026-33939,
GHSA-2qvg-rjiwj-gvw9, GHSA-7rx3-28cr-vbwh,
CVE-2026-33916, GHSA-442j-39wm-28r2
convict@6.2.4 Critical | 9.4 GHSA-44fc-8fm5-q62h, GHSA-hf2r-9gf9-rwch, | 26.2.5
CVE-2026-33864, CVE-2026-33863
openssl/openssl|

Repository: https://github.com/openssl/openssl.git
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Version analysed: master (commit 2026-05-27) | ORT run: 2026-05-27
Dependencies: 332 packages (Crate: 156, Go: 2, PyPI: 174)
Vulnerabilities: 129 total — Critical: 0, High: 49, Medium: 69, Low: 11

Package Sev. Scor | Advisories Upgrade / Fix
e
openssi@0.10.71 High 9.3 GHSA-8c75-8mhr-p7r9, >0.10.78
GHSA-ghm9-cr32-g9q;j,
GHSA-hppc-g8h3-xhp3,
GHSA-pqgf5-4pqq-29f5, GHSA-xp3w-r5p5-63rr,
GHSA-4fcv-w3qc-ppgg,
GHSA-xv59-967r-8726,
GHSA-phgj-4mhp-g6mgq,
GHSA-xmgf-hq76-4vx2, RUSTSEC-2025-0022
urllib3@2.3.0 High 8.9 GHSA-38jv-5279-wg99, 226.3
GHSA-2xpw-w6gg-jr37,
GHSA-gm62-xv2j-4w53,
GHSA-qgccp-gfcp-xxvc, CVE-2025-66418,
CVE-2026-21441, CVE-2026-44431,
CVE-2025-66471, GHSA-48p4-8xcf-vxj5,
GHSA-pg67-6m6q-mj2v, PYSEC-2026-141,
CVE-2025-50181, CVE-2025-50182
setuptools@78.1.0 High 8.8 GHSA-5rjg-fvgr-3xxf, PYSEC-2025-49, | 278.1.1
CVE-2025-47273
typed-ast@1.2.0 High 8.7 CVE-2019-19275, CVE-2019-19274, | 21.3.2
PYSEC-2019-130, PYSEC-2019-131
cryptography@44.0.3 | High 8.2 GHSA-r6ph-v2gm-q3c2, CVE-2026-26007, | 246.0.5
PYSEC-2026-35, CVE-2026-34073,
GHSA-m959-cc7f-wv43
gt/qtbase
Repository: https://github.com/qt/gtbase.git
Version analysed: dev (commit 2026-05-27) | ORT run: 2026-05-27
Dependencies: 195 packages (Maven: 166, NPM: 26, PyPI: 3)
Vulnerabilities: 100 total — Critical: 4, High: 55, Medium: 37, Low: 4
Package Sev. Scor | Advisories Upgrade / Fix
e
bcprov-jdk18on@1.79 | Critical | 10.0 CVE-2026-5598, GHSA-p93r-85wp-75v3, | = 1.84

GHSA-c3fc-8qff-9hwx, CVE-2026-0636
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lodash@4.17.10 Critical | 9.8 GHSA-jf85-cpcp-j695, CVE-2019-10744, | 24.17.12
GHSA-r5fr-rjxr-66jc, GHSA-35jh-r3h4-6jhm,
GHSA-4xc9-xhrj-v574,
GHSA-p6mc-m468-83gw, CVE-2018-16487,
CVE-2025-13465, CVE-2021-23337,
CVE-2020-28500, CVE-2026-4800,
CVE-2020-8203, GHSA-f23m-r3pf-42rh,
GHSA-xxjr-mmijv-4gpg,
GHSA-29mw-wpgm-hmr9,
GHSA-x5rg-j2xg-h7gm, CVE-2026-2950,
CVE-2019-1010266
netty-handler@4.1.93 | Critical | 9.1 CVE-2023-34462, GHSA-4g8c-wm8x-jthw, | =4.1.118.Final
.Final CVE-2025-24970, CVE-2023-4586,
GHSA-6mjq-h674-j845
netty-codec-http2@4. | High 8.7 GHSA-w9fj-cfpg-grvv,  GHSA-prj3-ccx8-p6x4, | = 4.1.132.Final
1.110.Final GHSA-féhv-jmp6-3vwv, CVE-2026-33871
netty-codec-http2@4. | High 8.7 GHSA-w9fj-cfpg-grvv, GHSA-prj3-ccx8-p6x4, | =4.1.132.Final
1.93.Final GHSA-f6hv-jmp6-3vwy,
GHSA-xpw8-rcwv-8f8p, CVE-2026-33871
rails/rails
Repository: https://github.com/rails/rails.git
Version analysed: v8.1.3 (commit 2026-03-24) | ORT run: 2026-05-27
Dependencies: 499 packages (NPM: 499)
Vulnerabilities: 94 total — Critical: 5, High: 34, Medium: 50, Low: 5
Package Sev. Scor | Advisories Upgrade / Fix
e
flatted@3.3.1 Critical | 9.8 CVE-2026-33228, GHSA-25h7-pfq9-p65f, | =2 3.4.0
GHSA-rf6f-7fwh-wjgh, CVE-2026-32141
tough-cookie@2.4.3 Critical | 9.8 CVE-2023-26136, GHSA-72xf-g2v4-qvf3 2413
form-data@2.3.3 Critical | 9.4 GHSA-fjxv-7rqg-78g4, CVE-2025-7783 2254
rollup@2.79.1 Critical | 9.3 CVE-2026-27606, GHSA-mw96-cpmx-2vgc, | 22.80.0
GHSA-gcx4-mw62-g8wm, CVE-2024-47068
socket.io-parser@4.2 | High 8.7 GHSA-677m-j7p3-52f9, CVE-2026-33151 >23.35

4

3.7.2 Renowned Open Source Projects

The projects listed under section 2.2.1 were chosen since they host their source code on
GitHub for easy comparison with GitHub dependency insights and GitHub advanced
security. The following presents key numbers on the analysis of each of them, based on the
run status at the end of March 2026, with some updates in May 2026.

3.7.2.1 Hadoop
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Hadoop (Git | ORT Server | GitHub | Remark

commit

4d78253)

Dependencies 1677 4142 Difference is mostly due to the way of
calculating the number of Maven
dependencies

Bower 27 - GitHub does not support Bower

NPM 1003 1787 Mismatch might be due to GitHub showing
data for another revision

Python 21 1 GitHub does not get transitive dependencies

Maven 626 2347 GitHub counts Maven projects and plugins.
While ORT Server covers Maven projects,
the numbers are calculated differently.

GitHub - 7 ORT Server does not support analysis of

Actions GitHub Actions

Vulnerabilities 1103 - GitHub advanced security not configured/not
available

Conclusion: A failure during analysis of NuGet projects with ORT Server leads to no results
for that ecosystem from ORT Server. GitHub omits all transitive dependencies of Python
dependencies listed in a requirements.txt file, which might result in undetected vulnerabilities.
GitHub lists more Maven packages as it also counts Maven sub-projects and Maven plugins
as packages.

3.7.2.2 Kafka

Kafka (Git | ORT Server | GitHub | Remark

commit

a35d649)

Dependencies 96 74 ORT Server does not support analysis of
GitHub Actions, but otherwise catched more
dependencies.

Python 64 25 GitHub seems to not parse ~= relations

Maven 32 10 GitHub seems to omit non-standard scope
“swaggerDeps”

GitHub - 39 ORT Server does not support GitHub

Actions Actions
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Vulnerabilities

51

GitHub advanced security not configured/not
available

Conclusion: With the exception of GitHub actions, which are not (yet) supported by ORT
Server, the analysis by ORT Server draws a more complete picture including "compatible"
Python dependencies declared with ~= and Maven dependencies from non-standard

scopes.

3.7.2.3 Tomcat

Tomcat (Git | ORT Server | GitHub | Remark

commit

2¢59450)

Dependencies 40 51 ORT Server does not support analysis of

GitHub Actions

Maven 40 40
GitHub - " ORT Server does not support analysis of
Actions GitHub Actions

Vulnerabilities 45 - GitHub advanced security not configured/not

available

Conclusion: Again with the exception of GitHub actions, ORT Server and GitHub agree on

the dependencies.

3.7.2.4 Mosquitto

Mosquitto (Git | ORT Server | GitHub | Remark

commit

b3b4d77)

Dependencies - 34 ORT Server does not support analysis of

GitHub Actions

GitHub - 34 ORT Server does not support analysis of
Actions GitHub Actions

Vulnerabilities 0 - GitHub advanced security not configured/not

available

Conclusion: The project mostly uses C / C++ without a dedicated package manager, thus
dependencies cannot be programmatically analyzed, neither by ORT Server nor by GitHub.
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As a fallback, ORT Server provides means to manually declare dependencies in a
machine-readable format, like SPDX.

3.7.2.5 Jetty

Jetty (Git [ ORT Server | GitHub | Remark

commit

8c218d9)

Dependencies 725 5396 Difference is mostly due to the way of
calculating the number of Maven
dependencies

Maven 725 5390 ORT Server does not capture Maven
plugins; GitHub treats project dependencies
as packages

GitHub - 6 ORT Server does not support analysis of

Actions GitHub Actions

Vulnerabilities 104 - GitHub advanced security not configured/not
available

Conclusion:

e ORT Server in general supports a wider set of technologies and supports
better transitive dependency resolution when compared to GitHub

e GitHub lists a lot more Maven dependency than ORT Server does. This is mainly due
to two factors: 1. GitHub treats inter-dependencies between projects in a
multi-project setup as packages. As the project has many (sub-)projects, this
increases the number of packages a lot. 2. GitHub also lists plugins to the Maven
build system as Maven dependencies. As these are build-time dependencies that are
not distributed as part of the product, ORT Server currently disregards these.
Github analyses its own GitHub Actions which the ORT Server does not.
Using GitHub advanced security requires separate configuration and may require
paid plans, depending on the case; these projects had not enabled that GitHub
feature. ORT Server accesses vulnerability data from free data sources.

3.8 Planned Improvements

To address the noted current limitations, this lists the planned improvements until the end of
the OCCTET project:

e Allow more than just VCS repositories as input to create runs from
e Rework VulnerabilityResolutionReason for CRA / DORA requirements

e FExtend the ORT advisor model with fixed version information
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Allow to automatically re-run jobs based on a schedule / event trigger

Integr. lugin man r with Ul ri rrun

Add a reporter for exploitable vulnerabilities in OpenVEX format

General UX improvements, e.g. more efficient navigation in the Ul for different
use-cases

Ongoing bug fixes based on finding from this milestone deliverable and continuous
dogfooding
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4 Curator

4.1 Bitsea’s role in OCCTET

Bitsea is a leading provider of software audits and sustainable open source security, risk,
and compliance management. For more than a decade, well-known companies in the
automotive, telecommunications, financial services, logistics, and aerospace sectors have
relied on Bitsea’s expertise—whether for technical due diligence during M&A activities or for
supporting secure digital transformation.

As an active member of the OpenChain project, Bitsea combines deep legal-technical
know-how with collaborative, partner-based innovation. Within the OCCTET project, Bitsea
is responsible for designing and implementing key functionality related to automated license
curation, metadata enrichment, and audit result validation. By building on its proven
experience in FOSS compliance, Bitsea contributes to making OCCTET a robust,
regulatory-aligned toolkit for the entire European software ecosystem.

The Bitsea OCCTET Curator is designed as a practical, Al-supported web application to
streamline open source software auditing for SMEs and larger enterprises alike. It targets
both license compliance and vulnerability management, responding directly to growing
demands under the Cyber Resilience Act (CRA) and broader software supply chain
obligations.

4.2 OCCTET Curator On GitHub

Occtet Curator is open source and can be downloaded at:
https://github.com/Bitsea/Occtet-Curator

Current tag: https://github.com/Bitsea/Occtet-Curator/releases/tag/Toolkit-Demo-Del-D3.3

4.3 Current Status

The current version is still in development and it will be finished as planned by Oct 31, 2026.
The connection to the Federated Database of ABCD is established and functional.
Integration with the ORT server is established and functional.

An Al is already integrated that already supports basic tasks. Features of vulnerability
management have been implemented.

The current version remains under development and is scheduled for completion by October
30, 2026, as planned. The connection to the Federated Database of ABCD is established
and operational. Integration with the ORT server is established and functional.

An Artificial Intelligence component has been integrated, providing support for basic tasks.
Vulnerability management features have also been successfully implemented.
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The installation is Docker-based and described in the readme in Github. The file
"occtet-nats/docker-compose.yml" contains all necessary configurations (ports, password,
paths, mappings). The Dockerfiles are built with "docker compose up".

4.5 Architecture

The following diagram shows the architecture:

Core+ AI Microservices

NATS Jetsream. PackageData Microservice \
Task routing and AboutCode

Vulnerabilities & Metadata Federated DB

message queue <_1—)
I Vulnerability. Fetches CVEs /

via PURLs
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PostgreSQL —> Curation |
(Bitsea DB) workflow

Export &
Reporting Layer.
SPDX SBOM
2.3/3.8,
CycloneDX, VEX

Frontend Web App.
Vunlnerability
management

icenseMatcher: :Ru
]‘ LLM Microservice. AL

filtering and Audit

User input Layer. suggestions

Upload SBOM SPDX 1
2.3,3.08/CycloneDX/ _—
,Flexen}:a v7 False Copyright Sfprlng

Microservice.Removes invalid ramework
T notices

ORT Server

ollama LLM.
local runtime

The Bitsea OCCTET curator is designed as a modern web-based application with a modular
microservices architecture, enabling scalable, maintainable, and highly customizable audit
workflows. It combines a user-friendly frontend for inventory and report management with a
robust backend that orchestrates multiple specialized services. The architecture reflects key
design goals of audit traceability, interoperability, and Al-assisted decision support — aligned
with the needs of small and medium-sized enterprises (SMEs) working towards secure open
source usage and CRA compliance.

4.6 User Interface

The user experience is a web-based interface built using the Jmix (v2.6) framework, which
extends Spring Boot to simplify the creation of enterprise-grade applications. The Ul allows
users to upload SBOMs and audit reports, configure scan parameters, view results, and
manage open source software inventory items and their licenses and vulnerabilities.

Each task initiated in the frontend, such as uploading a Flexera FossReport or an SPDX
SBOM, results in a configuration being generated and associated with a scanning job. This
configuration is passed into the system via a well-defined process and can include file
uploads, string-based values, or base paths, depending on the specific scan type.
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The frontend also communicates asynchronously with backend services through a
messaging queue system, which supports decoupled and scalable processing of
long-running or computationally intensive tasks.

4.7 Microservices and Task Isolation

The tool follows a task-oriented microservices architecture, where each microservice is
responsible for a single, clearly defined function in the audit pipeline. These microservices
are implemented using Spring Boot and communicate using the NATS messaging system,
which is configured in JetStream work queue mode to support reliable and distributed task
execution.

When a task is initiated from the frontend, a corresponding message is published to a
subject in the NATS stream. The appropriate microservice consumes this message,
processes the data, and sends back results or error messages on a response subject. This
pattern ensures scalability and clean separation of concerns.

Microservices include, among others:

e SPDXMicroService: Processes SPDX 2.3 SBOMs and extracts license, copyright,
and component data.

e VulnerabilityMicroService: Looks up CVE data from external sources based on
software component identifiers (e.g., PURLS).

e DownloadMicroServices: Allow generation of new SPDX SBOMs or FossReports
from curated inventory.

e LLMMicroService: Uses local LLMs (via Ollama) for intelligent text analysis (e.g.,
false positive detection, license classification)

e PackageDataMicroService: Enriches metadata for packages via external registries
(e.g., PURL-based)

¢ DownloadSPDX/FossReport: Generates new curated SBOMs

ControlSPDXMicroService: Validates SBOM structure and consistency

e InformationFileMicroService: Processes custom information files for Al indexing
and reference

Each microservice interacts with a common PostgreSQL database (v16.0), where curated
audit entities (Vulnerabilities, Inventoryltem, SoftwareComponent, License, Copyright, etc.)
are stored.

4.8 Messaging Infrastructure: NATS and JetStream

The system uses NATS as its core messaging and streaming system. NATS is a
CNCF-certified lightweight publish-subscribe system, which allows various services to
communicate asynchronously without direct dependencies.

JetStream, NATS' persistence layer, is activated to support the work queue model, where
each task is distributed reliably and durably to the appropriate microservice. Messages are
stored in a dedicated location and can be pulled by multiple clients. While currently each
task queue has a single consumer, the architecture supports load balancing and parallelism
in future deployments.

This message-driven architecture ensures robust handling of task status, error propagation,
and result delivery, while simplifying orchestration across services.
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4.9 Al and Local Language Model Integration

To support intelligent automation in audit workflows, OCCTET Curator includes a dedicated
Al microservice, which connects to locally hosted open source large language models via
the Ollama framework. This allows sensitive code or information to be processed without
relying on external cloud APIs, preserving data confidentiality and enabling offline
deployment.

The Al microservice uses Spring Al for local model access and inference, and supports
modular integration of additional tools such as:

e Autocomplete and text suggestion for curation fields,
e Copyright validation and filtering,
e License classification and deviation detection.

The system is also designed to support hybrid Al workflows, combining rule-based tools with
retrieval-augmented generation (RAG) pipelines. These pipelines use document chunking,
vector databases, and reranking techniques to improve the quality and relevance of Al
responses.

4 .10 External Data Sources and Enrichment

Several microservices are responsible for augmenting internal data with external metadata
and vulnerability information. This includes:

e Querying third-party metadata databases like AboutCode, ClearlyDefined, and
deps.dey,

e Fetching SBOM fragments and license texts from GitHub or SPDX.org,

e Contacting vulnerability databases via CVE or PURL identifiers.

The system is designed to support enrichment-on-demand, reducing the need for complete
upfront data and supporting incremental curation.

4.11 Open Source Licensing and Sustainability

Bitsea OCCTET Curator is released as free and open source software under the Apache-2.0
license. The source code is publicly available on GitHub, allowing other audit providers,
security teams, or compliance officers to reuse and adapt the toolkit for their own needs.

4.12 Deployment and Packaging

OCCTET Curator is designed for flexible deployment to accommodate the varying technical
capacities of its users including small and medium-sized enterprises (SMEs). It can be
deployed either as:

e A self-contained JAR file for each microservice and the frontend Ul, using the
standard Spring Boot build process,

e A project-wide Gradle build, enabling consistent compilation, dependency resolution,
and artifact generation,

e Or as a Docker image, allowing easy containerization and orchestration using Docker
Compose or Kubernetes.
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For users familiar with container-based environments, each component of the Bitsea
OCCTET Curator architecture from the NATS server and PostgreSQL database to the
individual Spring Boot microservices can be encapsulated in a Docker image. This enables
reproducible environments, versioned deployments, and simplified dependency
management, which are especially beneficial in regulated or security-sensitive settings.

Pre-built Docker images may be provided for convenience, or users can generate them via
the Gradle build pipeline. This approach supports both local development setups and
production deployments in cloud or on-premise infrastructure.

4.13 Docker images

To support portability, reproducibility, and ease of setup, OCCTET Curator will be delivered
as a set of 4 to 5 Docker images, each representing a core component of the system. These
pre-built images package each microservice or service layer along with its required runtime
environment, dependencies, and configuration.

The images are expected to include (tentatively)

e The Jmix-based frontend Ul,
e One or more backend microservices (e.g., SPDX and FossReport processors),
e The Al microservice, which runs Spring Al integrated with locally hosted open models
via Ollama,
e And optionally, utility components such as the NATS JetStream server or a database
initializer.
This containerized architecture allows the tool to be deployed easily via Docker or Docker
Compose, making it suitable for both local development and scalable production
environments. The use of container images also facilitates compliance and reproducibility in
regulated sectors.

4.14 Vulnerability Detection and CRA Alignment

Vulnerability Management via Software Bill of Materials (SBOM)

OCCTET curator supports both SPDX and CycloneDX SBOM formats and uses them to
detect known vulnerabilities through component identifiers (such as PURLs). This
information is matched against public vulnerability databases (like GitHub Advisory DB,
NVD, etc.) to assess security risks. When scanner results contain missing or inaccurate
metadata (such as license name, version, or source), the Al fills in the gaps based on past
curated data, reducing manual work and improving accuracy.

CRA Readiness and SBOM Quality

While the CRA emphasizes vulnerability disclosure, OCCTET ensures the SBOM also meets
broader industry expectations, including full licensing, authorship, and dependency
traceability. This holistic approach supports organizations seeking CRA compliance and
internal software governance at the same time.

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 52



—r

Co-funded by Lw ECCCm
the European Union u

4.15 VEX integration

The OCCTET Curator is designed not only to help users identify and manage vulnerabilities
in open source components but also to support structured documentation of their
exploitability status through VEX (Vulnerability Exploitability eXchange) integration. The
Curator can generate VEX documents in formats aligned with SPDX 3.0 or CycloneDX
standards, or prepare them as standalone machine-readable statements.

After all findings are curated, the project can export a new SBOM (in SPDX 2.3,3.0,
CycloneDX) with validated and annotated vulnerability information. These exports fulfill the
CRA requirement of maintaining accurate, up-to-date documentation of security-relevant
components. Organizations can share these curated SBOMs with suppliers, customers, or
regulators as part of their cybersecurity posture reporting.

4 .16 Validation with SME data

The Small and Medium-sized Enterprise (SME) test data, as referenced in the chapter on
test data, will be processed. The curator interacts with the ORT Server via an API to retrieve
the scan results. This data will subsequently be displayed within the curator interface. All
statistics derived from the ORT Server are equally applicable to the curator, as the Curator is
dependent on the input provided by the ORT Server.

4.16.1 SME-Tester: ReductSoftware UG

Repositories:

m https://github.com/r re/r -

m  hiips://github.com/reductstore/reductstore
m https://github.com/reductstore/web-console
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Figure: View the content of reduct-store with vulnerability
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Figure: Overview Vulnerabilities of reduct-store
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Figure: How to create a VEX

However, it is crucial to resolve the issues identified during the Scan. The following figure
illustrates this issue, which stems from the Scan of

https://github.com/reductstore/reductstore.

Issues (1 in total, 1 matching filters)
This view shows any technical issues that were discovered by the respective source. As technical issues might have an impact on the completeness of metadata, it is highly
recommended to resolve any technical issues before acting on any compliance related findings.
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Figure from Scan of SME test data
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Curator offers a GUI to work on the ORT issues

[~ ——

@ Dashboard

SBOM Mgmt

m

VEXlisting

-]

Vulnerabilities

m

Inventory
Copyrights Quick-Check

Licenses

Projects

a

Software components

ORT Issues

ORT Violation

]

Import

B

Help

> Administration

[admin]

ORT Issues

Project Inventory name

Affected path Severity
ERROR
ORT-Worker Identifier
analyzer spigot-api Resolved
Resolution Timestamp
2026-03-02T08:06:30.534
Message
Could not get package i for dependency ‘org. -apis1.14.4-R0.1 ": ProjectBuildingException: Error resolving project artifact: The following artifacts could not be resolved: org.spigotme:spigot-api:pom:1.14.4-R0.1-SNA
The Could not gt package nformation dency org. 1144701 PSHOT resing ettt el b resolved: 14.470.1-SNAPSHOT (sbsent): Could no ransfer arfact

1

xiddon (42) oot oy pgo ap 114,420 AP SHOT Cuse b el ocaplc: The muamng anifacts could
D rbidden (403) Caused

status code: 403, reason phrase: Forbidden (403) Czuszdby HtpResponseException Gt oo AT esen phlzse Forbidden

org.5pigotme:spigot-api:pom1.14.4-R0.1-SNAPSHOT m status code: 40
ot be resolved: org spigotmc:spigat-api:pom:1.14.4-R0.1-SNAPSHOT (ahszn(] Eaidne uans«evamrm o pgomc gt appon. 14470 SNAPSHOT
ArtifactTransferException: Could not transfer artifact rg.spigotme:spigot-api:pom:1. 14, 4-R0.1-SNAPSH(

(403) length must be between 0" and ‘255"

v 0K @ Cancel

In addition with curator it would be possible to create a VEX for a vulnerability in reductstore:

<«

() b Choose project Overview  Inventory items + Create
: SBOM Mgmt reduct-store - test v R -
< own-icense-reference)) X pygments-2.19.2-source-artifact ((BSD-3-Clause AND BSD-2-Clause AND LicenseRef-scancode-unknown-license-reference)) %
& Vuerablities
Q Search files... A Vo _— tem ¥ 2 Files #
(8] Vexlisting Inventory item ~ Vulnerabilities ~ Files ~ Auditnotes Licenses  Copyrights m
Show all v prgments 2.19.2 (8803 Clause AND_ 100
£ b ‘pygments-2.19.2-source-artifact ((BS. 566 ®Q
Files 2
[ Software components S e ] pygments 2.19.2-vcs ((BSD-3-Clause 000
> ouo
row
B inventory > 053
(& Licenses p @4 Resolved + D Aliases + Severity + Exploitability + Risk score &
X > 041
© Copyrights > 08 [} VCID-adop 9dac zual CVE2026-4539, GHSAS239-wwwrm-4pma 43 05 21
! ORTIssues > 070
U ORT Violation v
> 1120
© import 5 0T
@ Help > 1184
> 1220
~ Administration > 140
Configuration » UED
> 180
Services YT
Users > 210
Backend logs i
> 2158
> am7
> 2192
> 230
> 235
> 2415
> 242
N G Update vulnerabilities  [EERY4
[admin] B %0 o

After curation the data

ORT server

C | & httpsy/occtetbitsea de/boc/audit-view/103

SBOM Mgmt

can be exported via SBOM export and may be transferred back
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= C & httpsi//occtetbitseade/boc/projects

@ Dashboard

@ Vulnerabilities
() VEXlisting
& Projects
[ software components
[ inventory
B Licenses
© Ccopyights
1 ORTIssues
U ORT Violation
© mmport
o Help
« Administration
Configuration
Services
Users

Backend logs

[admin]

Validate Tomcat data:

<« C(6

-

@ Dashboard

SBOM Mgmt

Vulnerabilties

VEX listing

Projects

Software components
Inventory

Licenses

a
B8
a
2]
B
©

Copyrights

ORT Issues.

ORT Violation

o @

Import
m Help

> Administration

[admin] c3

BAGE @ - Bow
= Projects
~ Filter
Refresh @ Add search condition )
Tows
|Name B Version 7+
reductss test & Export SBOM
reductstore test & Export SBOM
+ Create @
= BAY Q@ ~ Oom
= Software components
Choose project
tomcat - test] v Show all
> Filter 46
Tows
Name ¥ Version + PURL ¢ Licenses & Curated + License controlled by Al + S
tomeatxt a1 21, CDDL1.0, Apache:20, CPLA.0,bzip21.06, EPL._._False
tomeatigbe 110SNAPSHOT Apache20 Fatse
tomcat-owd 403 CDDL-1.0, CPL-1.0, Apache-2.0, EPL-2.0, Ziib, bzip2-1..  False
tomeatstufted 0 CODL1.0,GPL1.0, Apache 2.0, EPL2.0, 2D baip2 1. False
tomeat b0cb03ad609125472059329 1h05c136cA 13800 €920, CDDL1.0,CC0-1., LicenseRetscancodem..  False
woodstaxcore 710 PRGMaven/com fasterml WoUSIOK WOOUSTOXCOre@.. APaChe.0 False
" 2220 Phgmaven/com n2database/n262.2.220 LGPL2 0orlatr, BSD-3 Clause, MPL2.0,Unknown, L False
istack commons runtime 412 PRgmaren/com.sun.stackfistack commons rumime..~B30-3Clause Faise
Jakarta actvation2pi 213 PHgmaven/jakarta actvatonaKarta actvaton-api@.. Aache2.0, GPL2.bonly, BSD3Clause, EPL20  False
jakrta amnotaton api 210 Phgmaven/jakarta annotationjakarta annotation-api. GPL2.0nl, CODL1.0 Faise
Jkarta amnotaton api 211 Phgmaven/jakarta annotation/jakarta annotation api EPL2.0, CDDL-1.0, GPL2.0-0nly False
Jakarta ehapi 500 DRgmarenakara ejakara e13pi25.0.0 GPL2.0.0nl, EPL2.0, Unknown False
akart entrpise o api 101 DHgmaven/jakara enterprse/jakata enerprise.cdka... Apache-2.0, Unknown, EPL20 False
Jakarta enerprise angmocel 401 pHgmaven)jakara enterprse/jakara enerpise lang-_. Apsche.0, PL2.0, Unknown False
jakarta ijectapi 201 Pgmaven/jakartanjecyjakarta njectapig2 01 BSD3Clause, Apache2.0 Faise
Jakarta json inc-api 301 Phgmaven/jakarta son.bindjaKart JSonbing 3p@3... GPL2.Dly, EPL2.0 Fatse
jkarta ws rsapi 210 PHgmaven/jakarta s S/akarta s 53E3T0  CPL10EPL2.0, Apache 20, GPL20OTEPLID  False
jakarta xmi bind-api 402 ‘pkgmaven/jakarta.xml bind/jakarta xml.bind-api@4.0_.BSD-3-Clause, Unknown False
it 4132 Phgmaven/uNUjuntE413.2 £L10 Fatse
ateoe a1 PRgmaven/org apache cxf/cx<oregA. 1.1 Apache20 False
atintegratoncti a1 PRgmaren/org apache cxf/cxtimegraoncaigA 11 Apache2.0 False
atrtrscient 411 Phgmaven/org apache CxlfcxH s Cleni@gd 11 Apache2.d Faise

Figure Components of Tomcat code
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& G O nhupsi/occtetbitseadeboc/vulnerabiliies @A)
'Occ(eICuralor = Vulnerabilities

@& Dashboard
Choose project

£ SBOM Mgmt
A Vulnerabilities

LR 2 Alisses 7 Severity ¥+ Exploitabiliy 7 Riskscore ¥ Source URL ¢ Lastupdate +

fadmin] & B Excel B JSON

Figure Vulnerability at Tomcat code

4.16.2 SME Tester: Obeo
Repository: https://qgithub.com/eclipse-sirius/sirius-web.qit

Result Stats from Curator:
Detected Components: 1148
Detected Vulnerabilities: 48
SBOM can be generated

4.17 Validation with OSS projects

The testing and validation of the OCCTET curator was conducted on a varied set of widely
used OSS projects. This section will show the validation results of each tested OSS project
and how the OCCTET curator analyzes.

4.17.1 projects

4.17.1.1 dotnet/runtime
https://github.com/dotnet/runtime

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 58


https://github.com/eclipse-sirius/sirius-web.git
https://github.com/dotnet/runtime

Co-funded by mm ECCCm

EUROPEAN CYBERSECURITY

the European Union COMPETENCE CENTRE

& C | O localhost:8090/boc/audit-view/101 @ A My chat
= SBOM Mgmt

hose i ovrven
dot-net-runtime - 11.0.100 v

> Copyrights (0)
Q search files... A V0 em ¥ 2 Files# @ a

> Licenses (2) :
Showall ~ « Vunerabilties (0) \gitub\workfonsaspretcore sy yni 104
\.github\workflows\backport.ym! 104
Files & = Vulnerability Risk score of vulnerability < Number in software components \ githubl\workfiows\breaking-change-doc._ 104
v dependencies \.github\workflows\bump-chrome-version. 104
v actions-create-pull-request \.github\workflows\copilot-setup-steps.ym! 104
o \.github\workflows\inter-branch-merge-fio. 104
v _test_ \.githubl\workflows\jit-format ym! 104
create-or-update-branch.int te. \.githublworkflows\abeler-cache-retentio. 104
entypoin.sh \oithub\workfons\able prdictissues_ 104
gitauth-helper.int testts \.githubl\workflows\labeler-predict-pulls.y._.. 104
inegratontests.sh \ihublworkfons\abelerpromote ymi 104
utils.unit test.ts \.github\workflows\labeler-train.ym! 104
v dist \.github\workflows\locker.ym! 104
bridge js \.github\workflows\markdownlint.ym! 104
events.js \src\libraries\Common\tests\Data\TinyA. 104
indexjs \src\libraries\System. Diagnostics FileVer_ 104
setup-node-sandbox js. \srcibraries\System.Diagnostics.FileVer. 104
‘setup-sandbox js. \src\libraries\System. Diagnostics. FileVer_. 104
v docs \src\libraries\System.Net Http\tests\Fun_.. 104
> assets \src\libraries\System. Net WebSockets. Cli 104
‘concepts-guidelines.md \src\libraries\System.Private Xmi\tests\X 104
examples.md \src\libraries\System. Private Xmi\tests\X 104
‘updating. md \src\libraries\System. Reflection Metadat _. 104
v oS \src\libraries\System.Reflection Metadat. 104
create-or-update-branch. ts \src\libraries\System.Reflection Metadat _. 104
create-pull-requestts \src\libraries\System.Reflection Metadat. 104
git-auth-helper.ts \src\libraries\System. Reflection. Metadat . 104
git-command-manager.ts \src\libraries\System.Reflection. Metadat. 104
github-helper.ts. : \src\libraries\System. Reflection Metadat . 104 -

0 chat

& G | ® localhost8090/boc/software-components

ATy o=

Software components

Choose project

dot-net-runtime - 11.0. ~

E 0
> Filter UM
Name ¥ & Version & PURL # Licenses & Curated * License controlled by Al .
\llbraris\$ystem Private Xniests s TesFlesTestD UNKNOIN PRg5s1cDibraresSCSystem Pivate XS0t Fate
\Sribraris\ystem Reecon MetadatatesisResources UNKNOHN PRG5BSyt Relection etada._ Fate
\Stc\ibraries\System Reflecton Metadataltests\Resources\. UNKNOWN g nUgeY/%SCsIc SCibrares3:SCSystem Reflecton Metada. False
\Stibraris\ystem Reecton MetadatatesisResources\.. UNKNOHN PRG5BSyt Relecton etada_ Fate
actons/creckut w [T R— Fate
Jactonsocker uncvonn Fate
B 0000 PRgGEUR3FE000 Fate
@micosotydometuntine 100 [T ——pT wr Fate
besugal 0000 DRgugeUDebIg IR 000 Fate
Deterministic.dil 0.000 pkg:nuget/Deterministic.dll@0.0.0.0 False
bocumentsEntedced il 0000 DkgugeDocuments Embedded 3160000 Fate
Socuments i 0000 DkgugeyDocumerts 160000 Fate
Iwasneergiven e, n;a5 Fate
Intep Mockat.impll 0000 DG ugeIntop Mocko1 010000 Fate
Inrop Mockor.ai 0000 kg g ntop Mockd1 8160000 Fate
r—— 0000 DkgugetMembers 180000 Fate
MetadataReaderModuleTestData 1234 pkg:nuget/MetadataReaderModuleTestDatla@1.2.3.4 False
NamespaceForardedcs di 0000 [ —T YT Fate
NamespaceTsts 0000 PRgugeUNamespaceTess @0 000 Fate
Sateliehssembly 1000 [T ———s Fate
i i e descrponfor th raiveconsle applcaton. 5432 Fate
Unkrown_Product Name 1001 Fate

Figure Software components in dot-net-runtime code
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= SBOM Mgmt
Choose project Overview  Inventory items
dot-net-runtime - 11.0.100 v
< 6d98b7644b2d00.0.0.0 (NOASSERTION) X -microsoft-dotnet-runtime-4ebd3efdc6f13a8d1.0.0 (MIT) X yml x
Q Searchfiles... A V0D — tem ¥ 2 Filest @ *
showall » \nvenw_ry item  Vulnerabilities  Files ~ Auditnotes Licenses  Copyrights Save e A Ton
\St\nativefxtemalibunwind gunub . 104
Files < ~ \src\native\external\libunwind\. github\w. 104
~ dependencies Inventory name \ST\Rative\extemalibunwind GIhubW. 104
+ actons create pullrequest i it gi -unix.yml \St\nativelextemalibunwind gD . 104
v \seinaivlextermallibunwindiscrptse. 104
vo_test_ \src\native\package-lock json 104
createorupdate ranchint te \sevtests\FunctionalTests\Androi\Devic.. 104
entrypoint.sh Parent inventory item Software component \src\tests\FunctionalTests\Android\Devic. 104
git-authhelper.int test ts © i g yml @ v C-Users.Jithendra.Palepu-Downloads un.. 004a
integration tess sh ~26164980764402000.0.00 (NOASS. 004
il it ests mictosoftdometruntime 0501718, LXIN
Download URL
v dst -microsoft dometuntime-debdefde.. 004
bidge s - -stclibraties Common-tests DataTin. 004
events js -src-libraries-System. Private.Xmi-tes. L 7Y
indexjs Linking Priority Number of fles stcibares System Privte Xnibtes 004
seupnode sandboxjs & 1 Curated -stclibraries System Reletion Meta. 004
setup-sandbox js. src-libraries-System.Reflection Meta. L 7Y
v docs -src-libraries-System.Reflection. Meta. L 7Y
> assers action.acionsocker 6ch06296a3. 004
‘concepts-quidelines.md action-actions-checkout-0d3e604da. LK J
exampiesmd action-actons-checkout-40beddssd. e
updating ma action-actions-checkout-4e3B9631d. e
v st action-actions-checkout-Se646e9d. LK J
createorupdate ranch1s action-actions-checkout97ieT13123. e
createpullrequestts action-actions-checkout bedbfaz8cs. e
gitauth-helper.ts ‘action-actions-checkout-c9469cac8b. e
gitcommandmanagers action-actons-checkout 2907cA49 e
gitubelpers v Createdat: 04/14/2026 131547131 action-actions-checkout 610626029 e
« >
& G @ localhost:8090/boc/vulnerabilities B A Y
'Omel Curator = Vulnerabilities
@ Dashboard
Choose project

SBOM Mgmt
dot-net-runtime - 11.0."

Vulnerabilities

VEXisting D : Aliases + Severity ¢ Exploitability + Risk score ¢ Source URL & Manually created + Lastupdate <

a
=]

Projects
Software components
Inventory.

Licenses

@ m [J

Copyrights.

ORT Issues

!
U ORT Violation
© Import

@ Help

> Administration

Figure Vulnerabilities view
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4.17.1.2 Avalonia
https://github.com/AvaloniaUl/Avalonia

& G | © localhost:8090/boc/audit-view/102
SBOM Mgmt

Choose project

avalonia-12.0.1 v
Q Search files... A V00
Show all v
Files & =
< depentencies
+ checkout
v
v lcenses
v mwm
> @actons
> fasiy
> @octokt
before afterhook dep.yml
deprecaton dep.ymi
once depym
semver.depymil
el depymi
undici depyml
universabuser agen dep.
Wid3.40.depyml
wid832.depyml
w6901 depyml
wrappy.dep ymi
> _test
> adis
> dist
> images
> s
esiinignore
e json v
. >

& G | @ localhost8090/boc/vulnerabilities

Vulnerabilities

Choose project

avalonia - 12.0.1 v

D s Aliases =

5 A 0o

Overview

« Copyrights (0)

Copyright name & Number n files = fem ¥+ Files# @
\.github\workflows\api-diff.ym! 104a

\gtupworkfons\CLAYTI 104

\.github\workflows\update-api.ym! 104

> C-Users-Jithendra.Palepu-Downloads-Avalon. LN

> Licenses (0)

> Vulnerabilties (0)

B A7) ¢= (Anmeiden & 0y chat

Severity ¢ Exploitability + Risk score ¢ Source URL + Manually created & Lastupdate
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& G | O localhost:8090/boc/software-components

0o

Software components

Choose project

avalonia - 12.0.1] v

> Filter 8
rows

Name ¥ & Version & PURL + Licenses + Curated + License controlled by Al =

JeLaBor e Faise

actionscheckout “ pkggitub)scions checkoui@d Faise

actons/githubscist v kg gt acions/github cript@y7 Faise

actions/setup dotnet “ kgt sctions/setup otner@vd False

CAUsers thndra Palepu Downloads\Avalonia120.1 Faise

\gihubiworkfons\upcte piymi Sundaione Faise

\githbwordions\CLAymi Stndalone Faise

\github\workfons\apditymi Sundaione Faise

& C | @ localhost:8090/boc/inventory-items 8 A W

oo

= Inventory

Choose project

avalonia - 12.0.1 v
> Filter n
Tows
Inventory name ¥+ Software component & B Linking ¥+ Cuated 7+
\githublworkons\update apiymi \ihub\workfows\update apiymi 1 False
NOASSERTION) 0 Faise
0 Faise
0 Faise
0 Faise
0 Faise
0 Faise
acion CLAGHSI09561B400763€7UNKNOWN (NOASSERTION) Jeuaga 0 Faise
P 01 " 01 0 false
\itubiwerkfows\CLAymi \githubiworkfows\CLAymI 1 Faise
\gitubiworonsispiiftymi \githubwordlons\api it ymi 1 Faise
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4.17.1.3 Newtonsoft.Json
https://github.com/JamesNK/Newtonsoft.Json

& C | @ localhost8090/boc/audit-view/202

SBOM Mgmt
Choose project Overview  Inventory items
newtonsoft - 13.0.4 v -
~ Copyrights (0)
Q Search files... A V00 coppightnane -
Show all v
Files < &

+ dependencies
+ checkout
v
Tcenses
> mm
> _tes
v s
o153 checkouta2md
v dist
indexis
problem-matchesjson
v images

testubuntugit Dockerie > Licenses (0)

estabuntugitmg
> Vulnerabilties (0)
v s
> mise
tshelerts
gitauthhelperts
gitcommand managerss
aiecoryhelpers
gitsowrce providers
gitsourcesertings s
gitversionss
gt apheperts
inputhelpects

main.ts v
 C———

& G (@ localhost8090/boc/vulnerabilities

= Vulnerabilities

Choose project

newtonsoft - 13.0.4 v

LIS Aliases = Severity +

OCCTET Deliverable Numbe

Exploitability +

Number in files

Risk score &

Source URL

Manually created &

B A vy = (Anmeiden 0y chat

lem ¥+ Files# (D
\github\workfiows\codeal ymi 104
> C-Users-Jithendra Palept:Dowloads Newto. XN

AT & (omin @) - @

Lastupdate +
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& G | O localhost:8090/boc/software-components B A7) =

0o

Software components

Choose project

newtonsoft - 13.0.4 v

> Filter 5
fows
Name ¥ ¢ Version & PURL & Licenses & Curated + License controlled by Al =
acions/checkout “ pkggithusctionscheckouigvd False
githu/codeghacion/analyze “ kg githuithub/codeghacton@¥3analyze Faise
atub/eodeatacionint “ kg gt/ githucodeahacton@ 3t False
CAUsershendra Palepu\Downloads\Wewtonsof Json-13.0_ False
\gitubiworkfowsicodea i suandaione False
& C | © localhost:8090/boc/audit-view/201 B A ) = O crat
= SBOM Mgmt
Choose project Overview  Inventory items
polly -5.6.0 v 2
~ Copyrights (0)
00 R .
Q Search fils... D7 Copyright name Number n files & lem ¥ ¢ Files# (D
Show all v C-User-Jithendra Plepu Dowioads-Poly .. 1 0a

Files +

> Licenses (0)

> Vulnerabilties (0)
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< C

@ localhost:8090/boc/vulnerabilities

= Vulnerabilities

B A 77 t= (Awmeiden (@) - M Chat

Choose project

polly - 5.6.0 v

D :

Aliases Severity Exploitabiliy + Risk score ¢ Source URL + Manually created < Lastupdate <

& O | @ localhost8090/boc/software-components

= Software

Choose project

polly - 5.6.0

> Filter

Name ¥ &

CAUsers\Jitnends

BAw e
components

. o

1
row
Version + PURL ¢ Licenses &
6020

Curated License controlled by Al +
False
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4.17.1.5 Restsharp
https://github.com/restsharp/RestSharp

& G @ localhost8090/boc/vulnerabilities

0o

= Vulnerabilities

Choose project

restsharp - 103.1 v

D Aliases Severity ¢ Exploitabiity & Risk score ¢ Source URL + Manually created + Lastupdate

B B

& G | @ localhost8030/boc/software-components

0o

= Software components

Choose project

restsharp - 103.1 v

> Filter 7
Tows

Name 7+ Version = PURL ¢ Licenses Curated ¢ License controlled by Al +

Newonsoft JsonNET 4000 kg ugeUNewtonsofts20son NET@4.0.0.0 Faise

Nuget 1730025028 kg TugeUNuGet@7 304029028 Faise

CAUsers\hendra Palepu\Downloads\RestSharp-103.1 Faise

\References\NewtonsofusonilonoTouch i Standalone Faise

VooisWuGetexe Standalone Faise

\eferences\Newtonsof Jon MoraDroid Sundalone False

\nugetiuetexe Sundalone False
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& C | O localhost:8090/boc/inventory-items

Inventory

Choose project

restsharp - 103.1 v

> Filter

Invetory name ¥+

Software component ¥

Newtonsoft Json NET

NuGet-89412217dea00bce1.7.30402.9028 (NOASSERTION)
NuGet7800a653120172921.7.30402.9028 (NOASSERTION)

Newtonsoft Json NET
NuGet
NuGet

CAUsers\Jithends 1

1
\References\NewtonsoftJsonMonoTouch di
\Tools\NuGet exe

\References\Newtonsoft Json MonaDroid di

\nuget\Nuget exe

& G | O localhost:8090/boc/audit-view/205
= SBOM Mgmt

Choose project

restsharp - 103.1 v

\References\NewtonsoftJsonMonoTouch.dil
\Tools\NuGet exe
\References\Newtonsolt.Json MonoDroid gl

\nuget\Nuget exe

Overview

~ Copyrights (0)

Q Search files... A V00
Show all v

Files ¢

Copyright name

> Licenses (0)

> Vulnerabilities (0)

&

rows

Linking 7+ Curated ¥+
False
False
False
False
Fase
False
False
False

False

B A )

e W Chat

Number in files ftem 7 ¢ Files #
\.nuget\NuGet exe 104

\References\Newtonsoft.Json. MonoDroid.dil 104

\Refeences WewtonsoftJsonMonoTouch dl 14

\Tools\NuGet exe 104

> C-Users-Jithentra Palep Downloads Rests.. LXTN
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4.17.1.6 Dapper
https://qgithub.com/DapperLib/Dapper

& C | @ localhost8090/boc/audit-view/204

B A%

0o
SBOM Mgmt

Chaose project Overview

dapper-2.1.72 v

~ Copyrights (0)

Q Search files... I Copyright name  + Number in iles & em ¥ 2 Files# (D)
Show all v \ithubworkfonsica ymi 1ea
= \.github\workflows\main.ym 104
Files & > C-Users-Jithendra. Palepu-Downloads-Dappe. 0 @A
- dependencies
< crecion
on
scionymi
CHANGELOG md
Uosse
ResoMEmd

~ github-action

v w30

main.tests

pulRequestLock testts

. ast > Licenses (0)
indexis
> Vulnerabilities (0)
> docs
< images
addngeiaie gif
alowistgit

personakaccess token.gi
personalaccessioken gt
signature rocess gif
signature sorage e if
v st
v persstence
persitences

v pullrequest

& C @ localhost:8090/boc/vulnerabilities

BAY

= Vulnerabilities

oo

Choose project

dapper-2.1.72] v

L8 Aliases & Severity + Exploitability < Risk score & Source URL ¢ Manually created Lastupdate +
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& C @ localhost:8090/boc/software-components 5 0y chat
Software components
Choose project
dapper-2.1.72 v
> Filter [
fows
Name ¥ & Version PURL ¢ Licenses * Curated ¢ License controlled by Al +
actons/setup-dotnet w PHGGihub/actions/setup-dotnet@vd Faise
actons/checkout " phggithub/actions/checkou@! False
contibutorassistanygithub-action 230 PRGGIhUD/COntrbutor aSSiStant Gihub-action@i2.3.0 Faise
C:\Users\Jithendra Palepu\Downloads\Dapper2.1.72 False
\gitnb\worklows\mainymi Standalone Faise
\gitb\workows\claymi Standalone Faise

& G | O localhost:8030/boc/inventory-items &

A Ty e My chat
Inventory
Choose project
dapper-2.1.7 v
> Filter 6
rows
Inventory name ¥ & Software component ¥ & size ¥+ Linking ¥ ¢ Curated ¥ &
0 False

actionactons checkout7icaf6dceteaa0dr (NOASSERTION) actons/checkout o faise

3.0 (NOAS. It o False
C-Usersithendra 1 CUsers\Jithencra Pa 1 o faise
\.github\workflows\main.ymi \.github\workflows\main.ymi 1 False.
\gitubworkfiows\cla.ymi \githublworkfows\claymi 1 faise
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4.17.1.7 Fluent validation
https://github.com/FluentValidation/FluentValidation

& G (@ localhost:8090/boc/audit-view/203

B A Y 0o
= SBOM Mgmt
Choose project Overview
fluentValidation - 12.1.1 ~
+ Copyrights (0)
00 " . v s il
Q Searchfiles... N2 Copyright name Number in files + fem ¥ 2 Files# (D
Show all v [P —_— 1ea
r \githubtworkfons\ockymi 104
Files &
\eoesvequements e 104
7 (IS \docs\requirements_rtd.txt 104A
v eneckout > C-Users Jithendra.Palepu-Downloads-Fuent.. (XN
vu
o lcenses
> wm

gitauth-helpertestts
gitdirectory-helper est.s
gitversion testts

inputhelper.testts

modifyworkiree sh
overidegitversion cmd
overide-gitversion.sh > Licenses (0)
ethelpeestis
> Vulnerabilities (0)
renphelpertestis
vrtybasicsh
vertycleansh
vrfylfssh
vrifyno-unstaged changes sh
vertysde-byside sh
verfysubmodules faise sh
verfysubmodules fecursve sn
verfysubmodules e sh
v s
O153checkoutv2md

v dist

 ——— >

& G | @ localhost8090/boc/vulnerabilities

@ A 77) 7= (Amelden @) - @ Chat

Vulnerabilities

Choose project

fluentValidation - 12.1. ~

LI Aliases & Severity ¢ Exploitability + Risk score ¢ Source URL Manually created & Lastupdate &
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& G O localhost8030/boc/software-components

0o

Software components

Choose project

fluentValidation - 12.1. v

> Filter s
Name ¥+ Version ¢ PURL Licenses + Curated + License controlled by Al +
actons/checkout v pHOgihub/actions/checkou@r2 Faise
actons/setup-dotnet v PHGGihub/actions/Setup-dotnet @2 False
aabaster (X2 PHgPYpI/alabaster@07.13 Faise
commonmark 091 phgpypi/commonmark@0.9.1 Faise
dessantlocktheads v pROgithub/dessantockteads @iz Faise
docuts o Dk pypi/docutis@0.17 Faise
mock 101 phgpypi/mocke1 0.1 Faise
recommonmark 050 PHOPYPiecommonmark@0.5.0 Faise
sphine 185 PHOPYPI/SPNINK@1 8.5 Faise
sphinxautobuid 071 DHGPYDI/SphinCautobuild@D 7.1 Faise
sphinkg-heme 043 DHGPYPI/Sphinc1d hemeg0 4.3 Faise
CAUsers\lithendra Palepu\Downloads FuenValidation 12.1.1 Faise
\githubiworkflows\lock ymi standalone False
\github\workiows\cLymi Standalone Faise
\docsequirements_rtd o1 Standalone Faise
\docs vequirements 1 standalone Faise
& G | O localhost:8090/boc/inventory-items B A 77 7= (Ammeiden @) - M Chat
= Inventory
Choose project
fluentValidation - 12.1."
> Filter 16
fows
Inventory name ¢+ Software component ¥+ size ¥ o+ Linking ¥+ Curated ¥+
0 Faise
o false
71 0 faise
o Fatse
0 False
1.1 (NOASSERTIO... C:\Users\Jthend i o Faise
\github\worklows\lock ymi \github\workiows\lock ymi 1 Fatse
\github\warkows\cLymi \gitb\workows\ciymi 1 Faise
\docs\vequirements_fd ut \docs\vequirements_1tg.x1 1 false
alabaster 7128099913cc098¢0.7.13 (NOASSERTION) alabaster 0 Faise
commonmark cfd820016cd893510.01 (NOASSERTION) commonmark 0 Faise
docutils BG374c2300c45670.17 (NOASSERTION) docus 0 False
Mok C3520ca0950815751.0.1 (NOASSERTION) mock 0 fatse
fecommonmark D670608374f3a4340 5.0 (NOASSERTION) recommonmark 0 Faise
SphinE8763340¢3012206¢1.8.5 (NOASSERTION) sphin 0 Faise
\docs\requiemens xt \docs\vequirements it 1 false
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4.17.1.8 Automapper
https://github.com/AutoMapper/AutoMapper

'Occmm:mm = SBOM Mgmt
SBOM Mgmt Auto Mapper - 1.0 ~
Vulnerabilties ~ Copyrights (0)
Vo N . v . " .
Q Search files... S Copyright name + Numberin files = fem ¥+ Files# (D)
VEX listing
Show all v  AutoMappermain 8ch48b (NOASSER.. s
Projects 115075946 (M) (XY
Files
[ software components 10.0.075c346 (M) (XN
B ek 17.11.175c846 (M) (XN
B nventory
282750346 (Apache 20) XN
B Licenses 2.9.2:75c946 (Apache2.0) XN
© Copyrights 421750346 (85D2.Ciause) XN
481750946 (MIT) 004
1 oRTI
1 ORTissues 6.0.075c946 (Apache2.0) (XN
U ORT Violation 712750946 (BSD3 Clause AN XN
© o 75946 (NOASSERTION) 00a
Checkout 4. 75c9464.4% (NOAS XN
M Help checkout-4.2.075¢946 (NOASSE. LYY
S lockihreads 5. 75c3465.% * (NO_ XN
ministration
10gin2..75c9462. * (NOASSER (XN
> Licenses (4) parser2.0.075c946 (MIT) (XN
> Vulnerabi it theme.3.0rc175c346 (W) (XN
Setupdomet 4. 75C9464% (N (XN
testreporter1. 75694614 (N 004
uploadartfact4. TSCH464.A* (XN
[admin] 2
4 G >
'Dccm Curator = Vulnerabilities
@ Dashboard
Choose project
SBOM Mgmt
Auto Mapper - 1.0
VEXlisting L Aliases + Severity ¢ Exploitability & Risk score < Source URL + Manually created + Lastupdate +
& Projects
[ Software components
& mventory
[ Licenses
© Copyrighs
1 ORTIssues

U ORT Violation
@ mport
m Help

> Administration
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'Dccm Curator Software components
@& Dashboard
SBOM Mgmt Choose project
ulnerabilities \uto Mapper - 1. v
£ Vulnerabili Auto M; 1.0
(8 Velisting
> Filter 2
& Projects Tows
[ software components Name ¥ ¢ Version PURL ¢ Licenses + Curated License controlled by Al
B inventory unitumervisualstugio 282 PHOUgE/SUnL unner ViSUaStudio@2.8.2 Apache20 Faise
dessantlock threads s pHgthubactions/dessantiock hreads@S A2A52A false
Licenses
B actons/checkout s PHgthubactionsactons/checkoutgd 324 %24 False
© copyrights sohine 712 PHOPYPISPNINET.1.2 BSD3.Clause, BSD-2Clause False
N Coiee sphinktgheme 13001 PHGPYD/SphinK - theme@1 3.0rc1 mr False
B mystparser 200 PHOPIPI/MyStparser2 00 mr False
U 0RT Violation System Reflecton Emit pHgUgetSystem Reflecton Emit False
© import Minver 600 PHOUGEUMinVer@6.0.0 Apache20 Faise
Polysharp 1150 phgnuget/PolySharp@1.15.0 mr False
Microsoft Extensions Dependencyimection 1000 pHgugetMicrosoft Extensions Dependencylmection_ MIT Faise
Shoudly 421 pHgUgetShouldy@4 2.1 BSD2Cause Fatse
MicrosoftNET Test Sk 7 PHOUGEMicrosoft NET Test Sk@17.11.1 Mt False
it 202 PHONUGEY G292 Apache20 Fatse
Testcontainrs MsSal 481 PHOUget Testcontainers MsSai@4 8.1 mr False
dormyestieporter 1o pHOgithuDactions/dornytesteporter@ 324 %24 False
aaurefiogn 22 PHgthubactions/azure/Ioging2 24 %24 False
actons/checkout 420 PHGthubactions/actons/checkouigd 2.0 False
actons/uploacartfact s PHGGithubactions/actions/uploac-atifactg4 524 324 False
actons/setup-dotnet s PHGthubactions/actons/setup-domel@d 524 %24 False
com github LuckyPennySoftwre/ AutoMapper main pHOgthub/LuckyPennySoftware/ AutoMapper@main False
+ Create
[admin] c3
'umel Curator Software components
& Dashboard
SBOM Mgmt Choose project
@ Vuerabilites serilog - 2234 v
() Vexlisting 8
> Filter
& Projects fows
[ software components. Name ¥ ¢ Version ¢ PURL # Licenses + Curated & License controlled by Al +
B inventory sunitumer visualsugio 282 PRgnUget/xunit e isualstciog2.8.2 Apache20 False
System ValueTuple 450 DG NUgeUSystem ValueTuple@4 5.0 mr False
[ Licenses
Poysha 1150 phgnugey/PolySharD@1.15.0 [ False
© Copyrights stauily 421 PHOnUgGEYShouldy@4 2.1 BSD2.Clause False
e e— MicrosoftNETTest Sk L) PHENUGEYMiCTOSOI NET Test SOK@17.11.1 Mt False
° xunit 292 phgnuget/xunit@2.9.2 Apache20 False
() Cintn PublcapiGeneator 1m0 kg PUgEUPUbICAPIGenerator@T1. 1.0 it false
© impont Poyshap 1141 phgnuget/PolySharp1. 141 [ False
, BenchmarkDotNet 0152 PHGTUGEY/BenchmarkDOiNet @ 15.2 mr False
Hel
(9= System Formats Asnl 900 pHgnUgeYSystem Formats. ASn1@9.0.0 [ False
5 [mer System ServiceModelHitp 210 phgnugetSystem.ServiceModel HIp@8.1.0 mr False
NewtonsoftJson 1303 PHONUGEY/Newtonsoft.Json@13.0.3 Mt False
System.ServiceModelHitp 4103 phgnugeySystem. SenviceModeL HIp@4.10.3 Mt False
actions/setupdotet s PHgihubCtons/actions/SEtupdotnet@s. A2A %24 False
actons/checkout [ PHGGHNUbACtonS/actions/checkoui@s %24 524 False
System Threading Crannels 200 phgnUgetSystem Theading Chamels@8.0.0 [ False
System.Diagnosics DiagnosticSource 801 PHGNUGEYSystem Diagnosics DiagnosticSource@8. 0.1 MIT False
comgithuseriog/serlog v phggithub/seriog/serogader Apache20 False

[admin]
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'Occm Curator SBOM Mgmt

SBOM Mgmt serilog - 2234 v

> Copyrights (0)

& Vuherabilities
h files... A V00 :
[ VEXlisting e fics V Licenses (3) em ¥ ¢ Files #
v . s
& Projects Showall ense ¢ Number in software components & ) e
K5 Prox 0.15:2:75c946 (MIT) 004
Files + a
[ Software components Es02Clause ! ° 1.14.1:75c946 (MIT) 0ea
~ seriog
8 ienory Apache20 N o 115075946 (M) XN
v der 11.1.0750346 (M) (XN
[ Licenses MiE r " ° 1303750946 (MT) XN
Serlog.snk
© Copyrighs 17.11.175c546 (MT) 004
Sy 282750346 (Apache 20) (XN
1 ORT Issu v
g s fesults 292750346 (Apache 20) XN
v nes2
U ORT Violation b 410:3:75c946 (MIT) LEYN
© import v MessageTemplateCacte 42:1750346 (B5D2.Ciause) XN
= MessageTemplateCacheBenchmark_Cached-feport ithub_ AS075c3460aT) TN
m Help MessageTemplateCacheBenchmark_Leakingeport ithu._ CONTEEA) 00T
LevelControlBenchmark reportgithub ma 20175346 04T " 04
R LogContextEnrichmentBenchmark feportgthub.ma TR OCT,
MessageTemplateParsingBenchmak feport ithub.md 9.0.075c346 (MT) (XN
NestedLoggerCreationBenchmark eport gihub.md . .
e — - > Vulnerabilities (0) Checkout . 75c9465.4% (NOAS. 004
estedLoggerLtencyBenchmark eportgithub. setupdotet . TSCH4E5A 4 (N XN
PipeineBenchmark eport ghub.md
v netko
AllocatonsBenchmarreportgthub.ma
v netcoreapp1.0
- MessageTemplateCache
MessageTemplateCacheBenchmark_ Cached-ieportgithub_
MessageTemplateCacheBenchimark_Leaking egort ihub.
LevelControlBenchmark reportgithub.ma
LogContextEnrichmentBenchmark feportithub.md
MessageTemplateParsingBenchmark feport github.md
[admin] Nctadl nonartassionanchmarkanort sithu me \J
4 [ 4
'o:cm Curator = Vulnerabilities
& Dashboard
Choose project
SBOM Mgmt
serilog - 2234 v
& Vuherabilites
@ VExlisting [ Aliases + Severity ¢ Exploitability Risk score < Source URL & Manually created & Lastupdate =
& Projects
O software components
[ mventory
[ Licenses
© Copyrights
1 ORTIssues
U ORT Violation
@ Import
m Help

> Administration
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4.17.1.10 NLog:

https://github.com/NLog/NLog

- C @ localhost8090/boc/audit-view/2

mermaid nats AboutCode Tickets palamida §f

SBOM Mgmt

'Dcclel Curator

Q) Ce Choose project

SBOM Mgmt NLog-1.0 v

Overview

> Copyrights (0)

& Vulnerablities
Q Search files... A V00 ftem B
& vexising  Licenses (4) v Files #
1 G e b License Number in software components & [ Mtop e Saa2c0 (BE0.3 Cause) 0L
Lot b, 0.15375c946 (NOASSERTION) X 7N
Files & !
software components Bs03 ciuse ! ° 10075694 (NOASSERTION) 104
— Apache20 ) o 17.13.0.75c546 (M) (XN
18.0.36421.1.75¢946 (LicenseR. XN
Licenses i s ° 282.75¢946 (Apache 20) (XN
© Ccopyiighs Untnom ) o 413075946 (M) XN
45075346 (M) (XN
1 ORTIssues
47.075046 (M) (XN
U ORT Violation 756346 0 (NOASSERTION) (XN
7563465 5,<6 (NOASSERTION 0
© Import 5 ) A
756346 6,7 (NOASSERTION) XN
@ Help £0.075c946 (M) (XN
Xunit 29.375c946 (Apache 20) XN
> Administration
> Vulnerabilities (0)
[admin] G
4 »
'omu Curator Software components
& Dashboard
SBOM Mgmt Choose project
@ Vulnerabilities NLog - 1.4 v
[ Vexlisting M}
> Filter
& Projects fows
[ software components Name ¥ = Version PURL + Licenses + Curated + License controlled by Al +
B inventory Mono Posix NETStandard 100 Pk UGEMon0 PoSiE NETSIaNGarG@1.0.0 Faise
MicrosoftVisuaiStucio DiagnostcsHub BenchmarkDot. 18.036421.1 pkguge MicrosoftVisualStudio DiagnosticsHub.Ben... Unknown False
Licenses
B BenchmarkDotNet 0153 PhgUgeyBenchmarkDONeIG0.15.3 False
© Copyrights NLog Extensions Hosting =67 pkgUgeNLOg Extensions Hosting Fase
1 ORTtssues NLog MaiKit PkgUgEUNLOG MaiKi faise
) NLogMSMQ phgUGEUNLOG MSMD False
U ORT Violation Microsoft SourceLink Gtkub 800 PR UgeMicrsoft SourceLink GTHUb@.0.0 mr Fase
@ import System Diagnostics Evenlog 470 pkgUgeSystem Diagnostics EventLog@4.7.0 Mt faise
MicrosoftNET-TestS0k 17130 phgUge MicrosofLNET.Test S0K@17.13.0 Mt False
D Help
it 203 phgUgeU @293 Apache20 Fase
S Administration xunit umet visalstudio 282 PR UG SUN runner ViSUaSIUGio@2.5.2 Apache20 Faise
Microsot. CodeAnalysi. CSharp 4130 pkgugeUMicrosoft CodeAnalysis CShap@4. 130 MIT False
System.ValueTuple 50 PR UGESyStem ValueTuple@4 5.0 mr False
com.github NLog/NLog v phgithub/NLog/NLog@der BSD3 Cause faise

[admin]
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'omu Curator = Vulnerabilities

@ Dashboard
Choose project

NLog-1.0 v

SBOM Mgmt
Vulnerabilities

VEX listing o Aliases & Severity + Exploftability + Risk score Source URL + Manually created & Lastupdate &

a
=]

Projects
Software components
Inventory

Licenses

O W =m

Copyrights

ORT Issues

Gl

ORT Violation

©

Import

B

Help

> Administration

4.17.2 Iconic Projects

4.17.2.1 Adoptium
opendDK 27-17 https://dash.adoptium.net/trends

& G | O httpsy//occtetbitsea.de/boc/audit-view/302 B Q%) v= @ (Updste- | M chat
'o:cm(:ur:tor = SBOM Mgmt
@ oashboard Chooseprojst Overview
SBOM Mgmt OPENJDK-Eclipse-Adoptiu -
Vulnerabilties > Copyrights (0)
VEX listing sl e @ > Licenses (1) fem ¥ ¢ Filest (D *
e s el N > Vulnerabilties (0) : :
01 sotovare companems | © 1 o oa
~ dependencies 004
B inventory e v en
[ Licenses v 004
Y ~ devcontaner (XN
devcontainers - 004
1 ORTIssues « dist . TN
U ORT Violation v estore - 0L
indexis . (XN
® tezd © restoreonly 004
o Help indexis ( XN
v sw 004
> Administration e v en
© saveony © (XN
indexis - (XN
v lcenses o 004
> @acions acton..gthub-actons getrestS1a7 19390903 Tb3UNKNOWN (NO_. (XN
> gare - (XN
> @proonut. 004
> @upespec action..gthubactions getest{5443a719C7cOUATUNKNOWN (NOA. (XN
agentbas (XY
balanced . (XN
braceexp. 004
concatma. (XN
debug dep. o (XN
[curator-admin] evnsde. v 0 XN
« — > v
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« C 6 B © 7 ¢= @ Update- | W chat
'omen:umnr = Software components
Dashboard
SBOM Mgmt Choose project
Vulnerabiliies OPENJDK-Eclipse-Ado;
fextee > Filter 100 [,y
Projects Tows of
software componerts fomey s Jvern ¢ PURL ¢ Licenses + curated + License convolled by Al ¢ =
T RS ST rne— rase
Inventory A UNKNOWN pkgmaven/A/A False
Licenses. Agent UNKNOWN ‘pkg:maven/Agent/Agent False
& AgOptions UNKNOWN Phgmaen/AlgOptions/AlgOptons Faise
BadSignedJar UNKNOWN pkg:maven/BadSigned Jar/BadSigned.Jar False
! ORTIssues Bytecodes 1.0.SNAPSHOT ‘pkgmaven/Bytecodes/Bytecodes@1.0-SNAPSHOT False
U ORT Violation Coordinatr 1OSNAPSHOT Phgmaen/Coordinator/Coordinato@1.0 SNAPSHOT Fatse
Data 1.0SNAPSHOT PHgMaven/Data/Data@1. 0 SNAPSHOT Faise
© Gz Deadlock UNKNOWN pkgmaven/Deadlock/Deadlock False
@ Help Diference 10SNAPSHOT PRgmaven/Diference/Diference@! 0. SNAPSHOT False
- Fiter 1.0SNAPSHOT Phgmaven/Fier/Fiter@1.0 SNAPSHOT Faise
» LR FilterWindow 1.0SNAPSHOT ‘pkg:maven)FitterWindow/FilterWindow@1.0-SNAPSH False
Gapn 1.0SNAPSHOT PHGMaven/Graph/Graph@ 1 0-SNAPSHOT Faise
Hierarchicallayout 1OSNAPSHOT Dhgmaven/Hierarchicalayouy HierarchicalL ayout@1.. Faise
IdealGraphVisuaize T.OSNAPSHOT PRgmaen/co.sun haspat gv/dealGrapVisualze. Faise
dealGraphVisuaize parent 1.0SNAPSHOT PRgmaten/com.sun hotspotigu/dealGraphVisualizer_ Faise
JarSioning AU UNKNOWN PRgmaen/JarSigning RU/JaSigning AU Fatse
JavaApplication1 UNKNOWN ‘pkgmaven/JavaApplication1/JavaApplication! False
Layout 1OSNAPSHOT PRgmaren/LayouyLayou1 0. NAPSHOT Faise
LogGompiation 1.0SNAPSHOT PR maren/com.sun hotspt ool.compier/LogCom Faise
NetworkConnecton 10SNAPSHOT Phgmaen/NetworConnection/NetworkComnection@.- Faise
OldSocketimp! UNKNOWN pkg:maven/OldSocketimpl/OldSocketimpl False
Pl UNKNOWN phgmaven/P1/P1 Faise -

[curator-admin] £3

4.17.2.2 Eclipse IDE
Vulnerabilities: 7

& C | O https//occtetbitsea.de/boc/audit-view/205 B AY =@ - M

'Occm Curator -
@ Dashboard Choose project Overview e
£ SBOM Momt eclipse-ide - test v @a

SBOM Mgmt

> Copyrights (6)

8 Vulnerabilities
Q Search fles... Ao T ¢ N
p— > Licenses (52) fem ¢ Flles# © |
> > ClsersditendaPaepvdeos 0
PR Show all « Vulnerabilities (7) = o
= )¢ \eclipsec.exe 104
B SrmemET Files Vulnerability Risk score of vulnerability + Number in software components + \eclipse.exe 104
R [P— 0 | o \pluginsibepg_1.83.0jar 104
\plugins\bcpkix_1.83.0.jar 104
[R—— , 1
B Licenses 010 3ayjanyuaf B ° \plugins\beprov_1.83.0 104
. JE— . | ° \plugins\bcut1.83.0jar 104
\plugins\biz.aQute.bndlib_7.2.1.2_. 104
1 ORTIssues Jrrsr—— 2 i
! pudy 9 ° \plugins\biz.aQute.bnd.util_7.2.1... 104
U ORT Violation Ve 705 2586 3338 45 1 [} pluginsich os ogback cassc. 1 Tea
— ;
O e P - ) ° \plugins\ch.qos.logback core_1.5. 104
\plugins\com.github.weisj jsvg_2. . 104
@ Help " 1
[ . E o \plugins\com goagiecode javaen: N
) ) \plugins\com.google.gson_2.13.2_ 104
> Administration
\plugins\com.google.guava_33.5. 104
\plugins\com.google.guava failur... 104
\plugins\com.ibm.icu_78.2.0.jar 104
\plugins\com jeraft jsch_0.1.55.v_.. 104
\plugins\com.sun.jna_5.18.1.v202.. 104
\plugins\com.sun jna_5.18.1.v202_ 104
\plugins\com.sun.jna_5.18.1.v202.. 104
\plugins\com.sun jna_5.18.1.v202_ 104
\plugins\com.sun.jna_5.18.1.v202.. 104
\plugins\com.sun jna_5.18.1.v202_ 104
\plugins\com.sun.jna_5.18.1.v202.. 104
\plugins\com.sun jna_5.18.1.v202_ 104
\plugins\com.sun.jna_5.18.1.v202_ 104
\plugins\com.sun.jna_5.18.1.v202_ 104
[admin] g
\plugins\com.sun.jna_5.18.1.v202_ 104
 —— o
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& C O https//occtetbitsea.de/boc/audit-view/205 BAW =@ - ot
'occlel Curator = SBOM Mgmt
() bt Choose project Overview
SBOM Mgmt eclipse-ide - test v -
Vulnerabilties > Copyrights (6)
VEXiisting S ANE s Licenses (52) fem s Ass @ §
- Showall b ~ Vulnerabilties (7) 0CH
rojects ApiSet:StubOLL03010e5a0. (XN
0O sofwarecomponems |1 Vnerability + Risk score of vulnerabilty & Number in software components + T, O
P VeID 48z nsi i 22 1 Py APt SUBOLLOTMCSCSa. tea
APSLSUDDLLOGCESTTI. 0 @A
Licenses Vel akaytalt 3‘ ! ° ApiSet-Stub-DLL-07ebaf90d3. 0®a
@ EmrD VD 9761885 3320 2 1 Py AP SUDDLLOIE. 0 @A
ApiSet-Stub-DLL-0bfbS14ba0. LK V'Y
! ORTIssues VCID-pudy-1t3k-3aag 34 1 (i) ApiSet Stb LL-OcAdaccelT_ TN
U ORT Violation VCIDTyds 25663038 . 1 o ApiSet Stub DLL-18eaa312c8. XN
Ot s . , ° APt SUBDLLIc520ec5). (XN
ApiSet-Stub-DLL-329c6bd50c. 0®a
D Help [P A B ) ApiSet Stub DL 3022400992 004
s Administration ApiSet-Stub-DLL-4b356401d6. LK V'Y
ApiSet-Stub-DLL-505580344d. 0 0A
ApiSet-Stub-DLL-619e39421c. 0®a
ApiSet-Stub-DLL-6d0daea66c. 0 ®A
ApiSet-StubDLL-793eb0%€19... 0®a
ApiSet-Stub-DLL-7e73e7a2c9. 0 0A
ApiSet-Stub-DLL-8519803730. 0®a
ApiSet-Stub-DLL-91607db1ad. 0 ®a
ApiSet-Stub-DLL-9301e55839.. 0®a
ApiSet-Stub-DLL-94042e8c6d. 0 ®a
ApiSet-Stub-DLL-9cScb0lela.. 0®a
ApiSet-Stub-DLL-a45b4c7104. 0 ®a
ApiSet-Stub-DLL-b2460eab02 . 0®a
APt SUbOLLET0TISeA 104
) ApiSetStub DLL-bbA25CHICI. XN
(e L APt SUbOLLOCAs01ESS 004

0o

& G | O https//occtetbitseade/boc/audit-view/205
'Occmmnmor = SBOM Mgmt

SBOM Mgmt eclipse-ide - test v

Copyrights (6 et =

opyrights

B Vunerabiies > Copyrights (6)

Q Searchfiles... ~ em v - i
o > Licenses (52) T ¢ Fies# @
= - a1 €T GU23ADISAGZ3 4 (NORSSERTION o

O B Shov o] ~ Vulnerabilties (7) envecommonsang - o ) e

- I ‘archive-guava-8152cf12b1caaf1 2UNKNOWN (NOASSERTION) 0 ®s0

o L Vulnerabiity = Risk score of vulnerabilty + Number in software components. + e T e

R Jener—— 2 1 ) ua o 0a0
v logosccore 7S4€TC2A315ec2315.18 (NOASSERTION) 0 00

e n— a1 1

B Licenses S ° archive-maven-compat-d06e910d302700daUNKNOWN (NOASSERTION) 0 ea0

© Copyrights VOID57619885 2320 i 1 ) 0 0a0

1 ORTIssues VCID-pusy 13k 2azg 4 1 o

0 ORT Violation VCID-Tyds 2566223 45 i o

© impont [T — . 2 o

o Help Jearee— s 0 o

> Administration

[admin]
—
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& G | O nttpsy/occtetbitseade/boc/vulnerabilities BAYEQ - O
'Occm Curator Vulnerab
Dashboard
Choose project
SBOM Mgmt
Vulnerabiltes
VEX listing > Filter 7
fows
Projects
IR Alases Severity 7+ Exploitabily ¢ Riskscore ¢+ SourceURL ¥+ Lastupdate +
Software components
62 05 a
Inventory VCIDx482-unSHKIp ‘CVE-2026-1225, GHSA-Qapg-mvag-649v 45 05 22
Licenses VOID7y05-25e6 222 CVE20208908, GHSA SmgB-w23w 7403 9 05 a5 04/07/2025 104600660
VEIDpudy-1Kazag CVE2023.2976, GHSA TS 3mm 68 05 i 040772026 10:46:00:700
Copyrights
. 9 05 15 040772026 11:1920:3%9
1 ORTissues VeID s pe7 233 CVE2013:2035, GHSA-497-aghp Swi8 s 0s 4 040772026 113312:402
62 05 a 04/08/2026 100452807
U ORT Violation o
© import
o Help
> Administration
fadmin] @ Excel B JSON
'Oeclel Curator SBOM Mgmt
(O bt Choose project Overview  Inventory items
S80M Mot ipsa-ide - v
9 eclipse-ide - test ) B BB vireosex
Vulnerabilies N
Q Search files... Ao — tem ¥+ Fiest D
VeX listing Inventoryitem  Vul® bilities  Files Auditnotes  Licenses  Copyrights E3
Show all v - achive TR g3 8730234344 0 0s0
Projects schivequar S22 Tcas FZUNKNOW. 0 ea0
software components | 1®* * : v s 834062501 sE8STUNKNON.. 0 0a0
> Filter
v soup de0Sb02790 142 L o 0s0
Inventory row
schivelogbsckore 1 TS4eTc24315ec21 0 0s0
Licenses Resalved ¢ ' Alisses + Severiy + Explotabity + Risk score ¢ v moven <ompatdosescdshzrbds. 0 ea0
achive mavencore bSS20c3ShERZZINK o
Copyrights ° VoD saahyutaft CVE 202548524, GHSA 28809072650 os 3 242

1 ORTIssues
U 0RT Violation

import

B ©

Help

> Administration

C Update vulnerabilties  [ReE ]
ladmic)
b >
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4.17.2.3 Eclipse Mosquitto

https://qgithub.com/eclipse/mosquitto

& G | O nttpsy//occtetbitseade/boc/audit-view/204 BAYE @ - o

'Dcclet Curator. = SBOM Mgmt

SBOM Mgmt eclipse-mosquitto - test M -
Vulnerabilities > Copyrights (0)
VEX listing Qe S > Licenses (14) ftem ¥ & Files# (D)
S Show all v « Vulnerabilities (0) > dockerioclpse mosquinolatest (N (XN
To/apk/dofinstalled 104
e Files & = Vulnerability & Risk score of vulnerability + Number in software components & T ) 1ea
R ~ 1200 usiBinmosquito_passwd 104
ve ust/bin/mosquitto_pub 104
B Licenses ~ common usibin/mosquito.it 104
© Copyrights consanse uss/bin/mosaquitto_signal 104
constants usiBinmosquito_sub 104
ORT Issues context.c ust/lib/libmosquitto.so.1 104
U ORT Violation Gzt ustib/mosauitto_zcl_fle 5o 104
© tozm :‘E\‘ﬂﬂifyt ust/lib/mosquitto_dynamic_security.so 104
ctonanyh usib/mosquito_passwod_fle 50 104
@ Help dictionary_inc.n usifib/mosquitto_persist_sqite.so 104
- platfom.c usfit/mosquito_sparkplu.aware so 104
> Administration plattorm
ust/sbin/mosquitio 104
shared_dictonary.c
snared dictionary.ineral
satcnith
wanstom.c
wansiomn
versionn
biseaderc
bitseadern
decoe.c
huffmanc
hutimanh
prfic
[admin] prfich v
« —
& G O nttps//occtetbitseade/boc/audit-view/204 B AN =@ - fom
'O:cMCumm = SBOM Mgmt

SBOM Mgmt eclipse-mosquitto - test v .
. > Copyrights (0)
Vulnerabiltes pyrights (0)
A Vo . )
Q Search fils... « Licenses (14) tem ¥ ¢ files# (D
VEX listing
- iz 7l e License & Number n software components & a| | dockeric ectpsenosaufiniatest (N 0Cr
rojects to/spk/cinstalled 104
Files ¢ 2
[ Software components e ’ o usoin/mosquito_ctl 1ea
v 1200
ustin/mosquito_passwa 104
Inventory e i ¢ °
ustin/mosquito_pu 104
B Licenses ~ conmon Hoacte20 3 ° ustin/mosauito. 1 104
constans.c
© Copyrights BSD3Clause 3 o ustfin/mosauito_sigal 104
: constans h ustin/mosquito_sub 104
ORT Issues
! contextc BSD2Clause 1 ° usifibmosquit.so.1 104
U ORT Violation comexth aPL2.00nly s Py usy/ib/mosauito.acLfle so 104
dictonaryc us/ib/mosaito_dynanic_secury so 104
© Import dictonayh con10 ! °
ictonary. st/ mosquito_password.fleso 1 o4
o Help dicionaryinch . . ° usilib/mosquitopersis.saifeso 104
piatom.c ustfib/mosquito_sparklug_aware so 14
> Administration plstorn.h LoPL3Oordater 4 o uststin/mosauito 104
shared. dicionary.c i - v

shted_dictionary intenaln
> Vulnerabilities (0)

satcinith

wanstome

wansfomh

vesion

v dec

readerc
bit eaderh
decode.c
huffman.c
hutfmanh
preficc.
[admin] prefa .
« — >
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& G O ntpsy/occtetbitseade/boc/vulnerabilities BAY =@ -

'occlel Curator

@ Dashboard

Vulnerabilities

Choose project
SBOM Mgmt

S .. |
8 Vulnerabilities

[ VEXlisting Dy Aliases ¥+ Severity ¥

Exploitability ¥+ Riskscore ¥+ Source URL Lastupdate ¢

Projects
0 Software components
[ inventory

@ Licenses

© Copyrights

1 ORTIssues

0 ORT Violation
@ Import
m

Help

> Administration

[admin]
& G O nhttpsy//occtetbitsea.de/boc/software-components. BAY s g - Gy
'Or:cmcurahr = Software components
& Dashboard
SBOM Mgmt Choose project
VEX listing
> Filter 0
& Projects rows
[ Software components Name ¥ Version + PURL + Licenses + Curated License controlled by Al + =
B inventory apine baselayout 37108 pkg:apk/alpine/alpine baselayout@.71arch=xd6.. GPL200nly Faise
apine baseiayoutdata 2718 pkg:2pH/apine/alpine baselayout data@3.7. 1487arch_. GPL20.0nly Faise
B Loenses apneiers 260 hgapape/apne ersg2 07schas, S48t MIT e
© Copyrights alpine release 312330 pkg:apk/alpine/alpine-release@3 23 30%rch=xB6_6_ MIT False
1 ORTIssues apk-tools 3031 pkg-apk/alpine/apk-100ls@3.0.3-r17arch=x86_64&dist.  GPL-2.0-only False
argon2-ibs 2019070245 pkg:apk/alpine/argon2-ibs@20190702-157arch=x86.6.. Apache-2.0,CC0-1.0 False
() et botiibs 1200 kg pK/aline/brotibs@1.2.0-07archexd6.648cist MIT Faise
© Import busybox 1370030 pkg:api/alpine/busybox@1.37.04307arch=xB6_648di_.  GPL2.0-oly False
busyboxcbinsn 137030 kg apk/aline/busybox binsh@1.37.0-307arch=xd__._ GPL2.0only Faise
@ Help cacertficates 2025100340 pkg:apk/alpine/ca-cerificates @2025100340%arch=x3_. MIT, MPL2.0 False True
W i miieketicn cacertfcates undle 202510030 kg apH/alpine/caerificates buncle@20251003-07..  MPL20, MIT Faise Tue
cson 171041 pkgapk/alpine/cison@1 7.10-12arch=x86_648disto=_ MIT False
o 6301 PkG3pH/alpine/mP@6,3.0147arch=xB6_648disto=al_. LGPL3.0orater, GPL2 0orater Faise
gutls 381140 pkg:apk/alpine/gnutis@3 8.11-10%rch=x86_64&distro_ LGPL-2 1-orater False
vk 20301 pkgapk/alineioapk@3.0.317arch=x86.6abdisto=.GPL2.0only Faise
ierypio3 3550 pkg:apH/alpine/cryDIo3@S.5 ST00arch=xBb_648dis.. Apache2.0 Faise
oedit 202510163110 pkgapk/alineiedii@20251016.31-T7arch=136.64_. BSD3Cluse Fase
o 35210 pkg:apk/alpine/bMI@3.5 2-107arch=x36_648disro=al.. MIT Faise
vian2 23810 pkg:2pH/alpine/iidn2@2.3 807arch=x86_648dISto_  GPL20-0rater, LGPL3.orater Faise
ibmicrontipa 10201 kg apalinebmicronpA@1.0.21Prchex86.648.. LOPL2.1-orater Faise
ioncursesw 6502025112310 pkg2pH/alpineincursesw@s, 5_p2025112302arch_. X1 Fatse
nssi3 35510 kg ap/alineibssI3G.5 S107arch=186.S4adisos... Apache20 Faise

[admin] c3
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4.17.2.4 Tomcat

https://qgithub.com/apache/tomcat

& C | O nttpsy/occtetbitseade/boc/audit-view/201

'Occmcuralor = SBOM Mgmt
@ Dashboard Choose project Overview
SBOM Mgmt tomeat - test v -
A Vulnerabili ~ Copyrights (153)
B Q Search files... A V0D Copyrightname +
Show all v Copyright (c) 1989, 1991 Inc -
E=less . Copyight 1993-@ YEAR@ The Apache Software Foundation
0 software componemss | '®* © N Copyright 2003:2009 Sun Microsystems, nc.
F— ~ ‘j - Copyrigh (c) 1993-@YEAR@ The Apache Software Foundation VIAGdVersionKey FileDescript..
Copyright () 1998 select year, The Apache Software Foundaton
[ Licenses MARFESTME Copyright () 2009, 2024 Oracke and/or s afiates
© Copyrights v o Copyright (c) 2008.2017 Oracke and/or it afiates
Y. et Copyright () 2009, 2020 Orack and/or s afiates
! ORTIssues ~ 201 Copyright 19992025 Co_.
U ORT Violation » [InIF Copyright (c) 1999-S year Apache Software Foundation
© oz z>n “"“ Copyright (c) 2009-2013 Oracle andyor is affiates
I~ Copyright (c) 2009, 2021 Oracle and/or is affiates
@ Help 7 METAING Copyright & 169 2000-8 year Apache Software Foundation
e () Copyrgnt IntemationalBusiness Machines Corporaton 2002
» LRI > orgapache ohnzon
LICENSE > Licenses (24)
MANIFESTME
> Vulnerabilities (0)
NoTIcE
DEPENDENCIES
v og
> apache
~ 201
- METAINE
~ maven
> orgapache ohnzon
~ senvies
Jakarta enerpiseiject.spi Extension
Jakara json bind i JsonbProvider
fadmin] LiceNsE v
“« >

& G | O https//occtetbitsea.de/boc/vulnerabilities
'O:mmumm = Vulnerabilities

@ Dashboard
Choose project

SBOM Mgmt
tomcat - test
Vulnerabilties

VEX listing > Filter

a
=]

Projects
LI

VeiD-adbp Idadzual

(u]

Software components

m

Inventory

Licenses

e

Copyrights

ORTIssues
U ORT Violation
© Import
@

Help

> Administration

[admin]

Alisses ¥ = Severity ¥+ Exploitabily 7+

(CVE 20264539, GHSA-5239-wwwm-4pma 43 05

em ¥ 2

BA Y Q

com asteami woodstoXWOOGStOXCOre 710300
com astem woodStOXWOOUSTOXCOTe 71455
com2database 222,220 source-atfact(LGPL-.
com2database 222 204 (LGPL2 Dordate
comsunstackisack commons-untime4.1 500
comsunstackistack commons-untime-4.124cs
Jakara actvationdakart actaton 391213 sout
Jakara actvationiakart actiaton pi 21 34cs
Jakarta anotaton akarta amataton 3p21.00.
Jakara anotatonakarta anotaton i 2.1.0+cs
Jakarta anotaton akarta amataton 3p21.150.
Jakara anotatonakarta amotaton ap2.1.14cs
Jakara tkarta ekapk .00 sourceartfact(EPL-_
Jakara et jkart ek apk5.0.0+cs (EPL20 AND .
Jakara entepriseakartaentepise.cokap40. 15
Jakarta entepriseakartaentepis.capi40. 1
Jakara entepis akataentepise Jang modeh4...
Jakara entepris akataenteprise Jangmodei.
Jakara nfctakartanfct 2p+20.1-souceartfac..
jakarta.inject-jakarta.inject-api-2.0.1-vcs ((BSD-3-C.
Jakara iterceptoakart merceptorap-21.0:50..
Jakarta interceptorakara erceptor 392104
Jakara s bingiakara son bin-ap+3.0.1-s0utc.
Jakartajson intiakara son binapi3.0.1-4c5
Jakara fsonfakartason ap2.1.3sourceartifact (-
Jakartajsonartason ap2.1 34cs (£503.1a
Jakarta wsrsfakarta ws.153p31 0 sourceartfac..
jakarta.ws.rs-jakarta.ws.rs-api-3.1.0-vcs (Apache-2..

Jakarta xm bindakarta xml bing-api4 0.2 source-

BAY S @

Wy

Files #

©

3 B oo

m

fow

Lastupdate

03/30/2026 13:52:17:122
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<« Cclo B A =@ - @

'occlel Curator = Software components

@ Dashboard

SBOM Mgmt Choose project
Vulnerabilities tomcat - tes{] v Show all
VEX listing
> Filter 6
Projects. fows
[ Software components Name ¥+ Version + PURL ¢ Licenses + Curated + License controlled by Al + =
(e tomeatext a1 21, CDDL1.0, Apache 20, CPLIL0, bz 106, EPL_. False
tomeatjdbe 110SNAPSHOT Apache20 Fatse
B Licenses
tomcatond 403 CODLA1.0, GPL1.0, Apache 2.0, EPL20, Zib, bip2-1... False
© Copyrights tomeatstuffed 10 CDDL-1.0, CPL-1.0, Apache-2.0, EPL2.0, Zib, bzip2-1._. False
oneat 0cH022d609120472059325 haSc196cA3B00e £PL2.0,CODLA.0,CCO-1.0, LicenseRet scancodemy.._ Faise
ORTIssues
woodstoxcore 710 Phgmaen/com fastenm woodsiox/woodsioxcore@-—. Apache2.0 Faise
U ORT Violation ” 22 PRgmaven/com hadatabase/h2622220 LGPL20orlater, 8803 Clause, MPL2.0, Unknown, L Fase
© impont istack commons runime 412 Phgmaven/com.sun.stackfistack commons rumime...BSD-3Clause Faise
, Jkart actvationapi 213 Phgmavenakarta acivaton/akarta acivation api@-.  Apache20, GPL2.0cnly, BSD3Clause, EPL20. False
Hel
(D D jakarta.annotation-api 210 pkgmaven/jakarta.annotation/jakarta.annotation-api..  GPL-2.0-only, CDDL-1.0 False
> Administration akarta amotaton api 211 Phgmaven/akarta annotaionjakara amnotaon-ap.. EPL2.0, CDDL1.0, GPL2 0anly Fatse
jakarta ekapi 500 PR maven/akara.elakarta e12pi25.0.0 GPL2.Donly, PL2.0,Unknown Faise
kart entrpise orapi 401 Phgmarenakara enterpisejakata enterpise cdka_ Apache-2.0,Unknown, EPL2.0 Faise
akart enterpiselangmodel 401 PR mavenakara enerpise/jakrta.enterprse lan:. Apache-2.0, EPL.2.0, Unknown Faise
kartanectapi 201 Pgmaren/akara nectakarta njectapig201 B0 Clause, Apache .0 Faise
karta son Dind-api 201 Phgmavenakara son bindjakara json bind apg... GPL2.0onl, EPL20 Fatse
karta wsrs2pi 310 Pgmaven/akartaws s akarta s sapI@310  CPL1DEPL20, Apache 2, GPL2DNEFLTO  False
jakarta xmi_bind-api 402 ‘pkgmaven/jakarta xmi bind/jakarta xmlbind-api@4.0_.BSD-3-Clause, Unknown False
jnit a2 PRgmaven/untjnitgd 132 EL10 Faise
atcore a1 Phgmaen/orgapache ci/cxcore@h 1.1 Apache20 Faise
axtimegratoncai a1 Phgmaven/org apache cxt/cxtimegraoncaigd 1.1 Apache2.0 Faise
cxfrurscient a1 Pgmaven/og apchecx/oxrtiscien@dll  Apache20 Faise
+ Create
[admin] G
'oocm Curator SBOM Mgmt
O G Choose project Overview  Inventory items
SB0M Mgt Kafka - 4.2.0 v =Ba
berypt-5.0.0-source-artifact (Apache-2.0) X jackson- 19, (Apache-2.0) X Vulnershied
Vulnerabilities
Q Search files... A V00 —_ tem ¥ ¢ Files# (D
VX isting Inventory item  Vulnerabilities  Files ~Audit notes  Licenses  Copyrights Save
Show all ~ A comfasenmijcison coeiacksoncore 2. 0 @@
Projects com fosteamjckson core TR core 2. x 00
Files ¢
Software components ) . comfasteramljackson.coreackson-core 2 100
> dependencies > Filter
f— ow 823,03 (8503 Cluse) 100
2303 souoe rifact (8503 Cluse) 100
B Licenses Resolved + D Aliases + severity ¢ Exploitability Risk score ¢ ie2:3.0.3+cs (BSD-3 Clause) 500
camiko 2,10 (LGPL2Oordater KDL 0
© copyrights ° VeIDadssbiaphycT GHsATINE2SST00 Medium os B C L 52
paramiko2.10.6 source-rtfct(LGPL20- 100
1
1 ORTissues parmiko2.10.64c5 (LGPL2 0ordater AN. n 00
ORT Violation Pycrypto-2.6.1 (LicenseRef-scancode-publi.. 080
:
O repo 26, 1-soucearfac LcenseRet ™ e
preypodome-3..5 (UcenseRef scancode 100
o Help prenpodome 38 Bsoucerfct (L. 259 @@
> Administration pyyaml-5.3.1 (MIT) LX 1~}
[ rT——— 100
pyyemkS.3.14cs (MIT) s 00
> reqests 2310 (Apache20) 100
requests-2.31.0-source-artifact (Apache-2.0) LK 1}
equests 2310 (Apache 20) 1 00
it 1.26 2 source rifct (M) 100
wrlib3-1.26.20-vcs (MIT) " e
o120 () 100
o120 scuceartfot () 100

O Update vulnerabilities [N Z9p1.2.0vcs (M) 200

[admin] [c3
4 GEEEEEEENED >
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'lkmt Curator =

Dashboard

SBOM Mgmt

Choose project
Kafka-4.2.0

‘SBOM Mgmt.

Vulnerabilities
Q search files...
VEXlisting
Projects
Files ¢

> dependencies

Oop@bd=d

Software components.

=

Inventory

Licenses

o ®

Coprights

ORT Issues

ORT Violation

import

BOS

Help

[admin]

Vulnerabili

'Ocv:lel Curator

@ pashboard
Choose praject

Show all v

SBOM Mgmt
Kafka - 4.2.0
8 Vulnerabilities
[E) Vexlisting > Filter
& Projects
D
D) Software components g4 4fpher
] VoD rsbwtbenarez
VCID-swyu-Tyhiadev
B Licenses
VoD Bkhezst en
© copyrights VEIDbETh a2 sm
1 ORTissues
VoD bThuasétaTgs
U VeiDestésingans
© mport VD g7 avskpler

VOID-suan S3wy-saae
VOID-6pidvahsaaed

VoD ok asas
VeID pasd o3 aasb
VoD anzs inasah
VoD qakuese? kb7
[T —

VeID-tbxpbgctlaft

i

VEX data x
o
- . a
bd | Timestamp 04/23/2026 11:55:3
A Voo
In Title
« <
BOM format + Spec version - Serial number - Version «
Risk score
BOM format required Spec version required Seral number requied Version required |
[
- Metadata
Type
Select type v
Component version +
2192
Component name +
jackson-core
|
+ Save & download Q Close
. Severity = Exploitability + Riskscore & Source URL ¢
GHSATZI253 5700 Medium 0s . hppublc vlerabecode o/ vunerbies VOID 0866 blophycT
CVE2025 66418, GHSAgmE212i4wS3 Medium 05 4 hippublcuerablecade o/vunersbiiies NCID obw tb2n 87cz
OVE2026.21441, GHSA BV 5275 w038 Medium 05 4 htppublculnerablecade o/ vuinersbiities VOID-swy Tybvaer
CVE 202566471, GHSA Zxpw wégo 137 Wetium 05 4 g public vuerabecode ol vulnerbites VCID Bk <251 tea
VE2024-5569, GHSAfm Svdg 7637 Low 05 a hppublcvunersblecade o/winersilties VCID b67h zeuz soam
202821 Low 05 a5
OVE2024-56201, GHSA gmi6-1676698 Metium 0s 4 htppublc.unerablecade jo/vunerbiiies NGID b7he 094708
OVE2024:34064, GHSAHTSY-3n S Low 05 a g public vulerabecode o/ vunerabiles VOID <5fé 2 aae)
CVE2024-56326, GHSA Q2T B a7h Low 0s 35 huppublcunersblecade o/ vinersilies VOID s6g7 sk fev
20252751 Low 0s a3 hitppublculnerablecade o/ vuinersbiities VOID 38z vabh
OVE20Z348795, GHSA4SIT-pri6atns criea 2 10 htp:publculnerablecade jo/vulnerbiiies VOID sue: 53wy saea
CVE 20186594, GHSA 6528Vl fo, PYSEC 201897 Metium 0s 4 hppublic vulnerabecode olvulnerbites VCID pid k3 aad
CVE20137459, GHSA a2 Txpe3s6, PYSEC 201794 Medium 05 a5 hppublculnersblecade ojvunersbities VCID 24 frk anoe
OVE2023.52323, GHSAT225 o7 and, PYSEC 20243 Metium 05 4 hitppublculnerablecade o/ vuinersbiities VOID pas® spa¥-aach
OVE202014343 GHSASa59-q68h 6hnd, PYSEC 2021142 Metium 0s s htp:publc.ulnerablecadejo/vunerabiiies VGID-qnz3 dntr-ach
CVE 202447081, GHSASHiGSrm 7 Low 0s a hppublic vlnerabecode olvunerbites VCID qzkuese 47
VE2024-35195, GHSAIwcb478v-ms6 Low 05 a hippublcunersblecade o/ vinersbilies VD wstkwaz sock
OVE2025 50181, GHSApa6T Gmémize Low 0s 3 hitppublculnerablecade o/ vuinersbiities VOID-1bxp 6acé Taft

Manually creted =

False
False
Faise
False
False
False
False
Faise
False
False
False
False
False
False
False
False

False

BB e

tem ¥ & Files# @
o fastenan jackson coeiacksoncare 2. (X1}
com festenmjockson coreocksoncore 2 28 @O
o fastenan jackson coeiecksoncore 2. 100
1ie2:303 (8503 Cluse) 000
i82:30.3soure-rtfoct (8503 louse) 100
1ie2:30 34cs (8503 Cluse) 500
poramiko2.106 (LGPL2 Doreter ANDL.. 100
paramike2 106 sourcertfact(LGPL-20-. 100
poamiko2 10.6vcs ((GPL20arlster AN 71 @@
Byerypio26.1 (LicenseRef scancade pui 000
pronpio26 1 soucearifct (leensefef-. 170 @@
pyerypiodome 39,8 (UcenseRe scancode.. 000
propiodome 9 Bsouceartfoct (Loen. 259 @O
pyyemi3.1 () 000
pyvomkS 3 Tsource-arfect (MIT) 100
Pyyamks 3. 1-vcs (MIT) 500
> requests231.0 (Apache20) 100
requests 231 Dsourcearifact (Apache 20) 000
requests 231, 0vcs (Apache 20) LX)
31,26 20 source-rifect (MIT) 000
3126 20 vcs (M) " 00
Zpp1.20 (M) 000
2p1.2 b source rifect (MIT) (XY}
212 bvcs (M) 200

18

fows
Last update

04/07/2026 08575675

041372026 123506178

041372026 123506217

0471372026 123506258
0471772026 142635258
0472372026 115109347
0472372026 115109450
0472372026 115109548
0472372026 115109508
0472372026 115109551
0472372026 115713406
0472372026 115116150
0472372026 115116202
0472372026 115116758
042372026 115120125
0472372026 115122041
042372026 115122121
0472372026 115126506
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4.17.3 Python projects

4.17.3.1 Type-extensions 4.13.2
https://github.com/python/typing_extensions

'Dccm Curator = SBOM Mgmt

SBOM Mgmt type-extensions - 4.13.2 v

> Copyrights (0)

8 Vulnerabilities
AV v a - -
. Q Search files. > Licenses (0) [ Y Files# ()
Show all v > Vulnerabilities (0) ~ typingextensions-main-ded748 (NOA. LK 7N
B3 =0 checkout-6.-75c9466.* * (NOAS_ LK 7N
Files =
[ software components codecov-action-671740ac38009_ YN
download-artifact-8..-75c9468.* . LK 7N
B Inventory
gh-action-pypi-publish-ed0c5393.. 0 0A
B Licenses github-Script 8. 75C3468.4.* (N LEYN
© Copyrights Setup python-6..-75c9466.4.* (N [N
‘sh-setup-uv-1e862dfacbd1d6a8 _ L 7N
! ORTIssues
: upload-artifact-7..-759467.4.* (. 0 0a
U ORT Violation
@ Import
@ Help

> Administration

[curator-admin] [+

'ome« Curator = Vulnerabilities

@ Dashboard

Choose project
SBOM Mgmt

type-extensions - 4.13.. v
Vulnerabilties

VEX listing D+ Aliases + Severity & Exploitability + Risk score Source URL Manually created Lastupdate +

Projects

Software components
Inventory

Licenses

O W m J

Copyrights

ORT Issues.

U ORT Violation
© mport
@

Help

> Administration

mroton | B sson
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'Dnclel Curator = Software components

@ Dashboard

SBOM Mgmt Choose project
& Vulnerablites type-extensions - 4.13. v
@ VExlisting
> Filter 9
& Projects L
[ software components Name ¥ ¢ Version ¢ PURL ¢ Licenses + Curated + License controlled by Al +
B Inventory pypalgh-action pypipubish Faise
actons/setppython 6 PR githbactions/actons/setUpPYNON@S K24 %2 Faise
B Licenses
actons/checkout 62 PRggithubactions/actions/checkou@6. K24 524 faise
© copyights actons/gitnubscript [ PR githbacions/actons/github-SCIDtG 524 %24 Faise
T codecon/codecoracion Fatse
: actions/upload-artifact 7% PRggithubactions/actions/upload-arifaci@?. 52A%2A False
' ORT Violation actions/download-antitact 8ar kg:githubactions/actions/downoagatfact@8. %24. False
© import astalshisetupav faise
com github python/typing_extensions main BHgthuD/python/typing_extensions@main Faise
o Help
> Administration
+ Create
[curator-admin] [+
'Dccm Curator. SBOM Mgmt
@ Dashboard Choose project Overview + Create
SBOM Mgmt idna-3.10.0 v
Vulnerabilities > Coyrights (0)
AN [ y
VEX listing QT ~ Licenses (1) em ¥ Files: (D
Show all v Loense -+ Number i softwar companents v idna master217542 (8803 Clause) 00a
Frojects acton pload-sai-17573ee1ccTb9A061T60T3a006 cAzackT_ 004
Files
[ Software components BSD3 Clause ! o Checkout110d71901bbeSb1630ceea73d27507364c9af683-7. XN
g e CheckoUL69297 36345371 290Ch A0S 2326 Thecr33275.. 004
nventory
downloadartfact 43186a106a0bacASb5742628836300b01 (XN
B Licenses ghaction pypipubish-T61SZ0cBBA2316209a034cbfe1 2641 004
© Copyrights ghvactionsigstoe pyhon-{514¢46b907ebcdSbedc0S 1453 004
scorecartacton-a46b904cacate2298ccAa0bAAcI0TadTe 004
1 ORTIssues
g setup python a26a169be9S1a2130495adcleded022e1 60870 (XN
0 ORT Violation upoadarfact 83431 44eed95450mated12a21cS6b36a5e. 004
O e upoacatfact ea16518A6S06e7 50404490 S2DAEBSHATT. (XN
o Help
> Administration
> Vulnerabilities (0)
[curator-admin]
https:/c >
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& O | O nttpsy//occtetbitseade/boc/vulnerabilties

Vulnerabilities

@ Dashboard
Choose project
SBOM Mgmt
idna - 3.10.9 v
& Vulnerablities
() VElisting [ Aliases + Severity ¢ Exploitabiity + Risk score =
& Projects
[ software components
[ mnventory
B Licenses
© Copyrights
! ORTIssues
' ORT Violation
@ Import
D Help
> Ad
& C | O hitps//occtetbitsea.de/boc/software-components
'occm Curator Software components
@ Dashboard
SBOM Mgmt Choose project
& Vulnerabilities idna - 3.10.0 v
VEX listing
> Filter
& Projects
[ Software components Name ¥ Version + PURL ¢ Licenses &
8 Inventory actions/setup-python -
actons/cownloag-antact
B Licenses
sigstore/gh-action-sigstore-python
© Copyrights actions/checkout 1 -
N G PYpalgh-action pypipublish -
N ‘actions/upload-artifact
U ORT Violation github/codeqkaction/uploat:sart T -
© Import actons/checkout
, osst/scorecartaction
Hel
m J ‘actions/upload-artifact
S T com.github Kiidna master Phggthub/K/idnagmaster 88D Clause

[curator-admin] [+

Source URL +

B A7) 7= @ (Updete o

Manually created = Lastupdate

oo

B A )t @ Upsster

11
Tows
Curated + License controlled by Al
faise
Fatse
Faise
Fatse
Faise
faise
Faise
faise
Faise
faise

False
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4.17.3.3 Certifi 2025.4.26

'Dccm Curator = SBOM Mgmt

SBOM Mgmt Certifi - 2025.4.6 > —

> Copyrights (0)

B Vunerabiies
A Vo v - "
[ VEXlisting ST > Licenses (0) fem ¥ = Files# (D
Show all v « Vulnerabiliies (0) ~ python cerimasterca370 (NOASS.. 004
S Broec checkout-de0fac2ed500dabe00... L 7N
0 softwarecomponemss 15 © Vulnerability Risk score of vulnerability + Number in software components et 0 CYN
‘evans-create-pull-request-5f697_. L 7Y
[ nventory
ghaction pypipublish-cef22109. 004
B Lcenses lockireads 7266a7ceSel 01 XN
© Copyights Setup-python-a309MMEA26DSec. 004
' upload-artifact-043fbd6d1a93c7. L 7Y
1 ORTIssues
U ORT Violation
@ Import
(Q Help
> Administration
[curator-admin] [
« —
'occm Curator = Vulnerabilities
@ Dashboard
Choose project
SBOM Mgmt
Certifi - 2025.4. v
Vulnerabiliies
VEX listing D Aliases + Severity + Exploitability + Risk score & Source URL + Manually created + Lastupdate &

Projects
Software components
Inventory

Licenses

a
2l
B
©

Copyrights

ORTIssues
0 ORT Violation
@ Import
[a1]

Help

> Administration
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@ Dashboard

Software components

SBOM Mgmt Choose project

Vulnerabilities Certifi - 2025.4.6] v

VEX listing
> Filter
Projects
[ Software components Name ¥
B inventory actions/checkout
peter-evans/create pullrequest
[@ Licenses
actons/setppython
© Copyrights Gessant/lock theads
1 o PYPa/gh-acion pypipublsh
) actons/downloac-artfact
U ORT Violation actions/uploadartitac
© import com.githucertit/python certn
m Help

> Administration

[curator-admin]

4.17.3.4 Six-1.17.0

Licenses +

Version PURL +
o552
master phggithub/certit/python certfigmaster

https://github.com/benjaminp/s

& C | O https//occtetbitsea.de/boc/audit-view/602

Qoo =

SBOM Mgmt

@ Dashboard Choose project

SBOM Mgmt Six-1.17.0 N
Vulnerabiliies

Q searchfiles...
VEX listing

Show all v

Projects

Files
Software components
Inventory

Licenses

a
&
B
©

Copyrights

ORT Issues
U ORT Violation
© Import
m Help

> Administration

[curator-admin] [

Overview

> Copyrights (0)
~ Licenses (1)
License &

T

> Vulnerabilities (0)

Number in software components

8
rows

Curated + License controlled by Al
False
Fase
Fase
Fase
Fase
Fase
Fase

False

B A Yt @ Upde

tem ¥ ¢

v sicmain 43353 (M)
75¢346 (NOASSERTION)
Checkout5.-7569465.4.5 (NOAS_
SEUpDyINOnS. 5C3466.4+ (N
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& G | ® hips//occtetbitseade/boc/winerabilties B A %) fE @ Updsteo ) ) Chat

'Occlel Curator Vulnerabilties

@ Dashboard
Choose project
SBOM Mgmt
Six-1.17.0 v
Vulnerabiliies

VEXlisting D Aliases & Severity Exploitabiliy + Risk score ¢ Source URL + Manually created = Lastupdate

Projects

Software components
Inventory

Licenses

0O @ = J

Copyrights

ORT Issues
U ORT Violation
© Import
m Help

> Administration

[curator-admin]

& C (O httpsy/occtetbitseade/boc/software-components B At t= @ Update ) W chat
'0::(:« Curator Software components
@ Dashboard
SBOM Mgmt Choose project
Vulnerabilities Six-1.17.0 v
VEX listing
> Filter 4
& Projects Tows
[ software components Name ¥ ¢ Version + PURL + Licenses + Curated + License controlled by Al +
B inventory prest sroypipytest faise
actons/setppython [ PHGthubactions/actons/Seup pyIhon@6 24424 Fatse
B Licenses
com.githb erjaming/six main PRgthuD/benjaming/sixgmain mr Faise
© Ccopyrights actons/checkout v PHGthubactionsactons/checkoui@s 24 524 Fatse
1 ORTissues
U ORT Violation
© Import
m Help

> Administration

[curator-admin]
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4 .17.3.5 Charset-normalizer-3.4.1
https://qgithub.com/jawah/charset normalizer
Vulnerabilities: 4

'occ(emumm =

@ Dashboard

SBOM Mgmt

Choose project Overview

SBOM Mgmt charset-normalizer - 3.4.1 v
Vulnerabilties > Copyrights (5)
Search files... AV

VEX sting Q > Licenses (11)

e Show all e  Vulnerabilities (4)
S e cnerer i © Vulnerability Risk score of vulnerability & Number in software components &
0] VeiDalytadispTex a 3
B Lienses VOIDT30eigbS ety £ 1
© Copyrights VCID-82kr-1br9-Tyhu 31 3
1 ORTissues VCID-b67h-zau2-33am 3 1
U ORT Violation
@ Import
@ Help
> Ad
[curator-admin] 3

« — >

'Dcclelcumnv = SBOM Mgmt
O e Choose project Overview  Inventory items

SBOM Mgmt charset-normalizer - 3.4.1 v

3.12.2-75c946 (Unlicense) X 20.26.6-75c946 (MIT) X 3.15.0-75c946 (MIT) X
& Vulnerabilities
Q Searchfiles... A Vo —
[ Vexlisting Inventoryitem  Vulnerabilities ~ Files ~ Auditnotes Licenses ~ Copyrights
Show all v
& Projects
Files =

Software components
a g > Filter 2
Inventory rows.
[ Licenses Resolved + LI Aliases Severity + Exploitability + Risk score &
© Copyrights o VoD atytatvsares CVE 202622701, Sk amge Sz miw tow 0s a1
1 ORTIssues

o . Low 0s a

U ORT Violation
@ Import
@ Help

> Administration

G Update vulnerabilities Create VEX

[curator-admin] >

]

em ¥ & Files# (D

~ charsetnormalizer master 62111 (- (XN
0.4075c46 (PSF-20 AND XN
046750946 (8803 Cause (XN
11.175¢34 (MIT) KN
12075c34 (MIT) (XN
1.22p0s11-75c946 (MIT) LN
131756346 ((MIT AND Pyth. XN
140756346 (NOASSERTION) LN
15075946 (MIT) 0ea
1.6.0-75c46 (MIT) KN
20075c346 (MIT) 004
201750946 (MIT) LN
2024.4.1575c346 (Apache 2. 004
202629750946 (NOASSERT. LEN
2026,675c346 (MIT) 0 ea0
21.0.75c346 (MIT) LN
212075346 (MIT) 004
220075346 (85D-2Clause) LX N
23075346 (MIT) (XN
24075946 (8502 Clause. LN
241750346 (MIT) 0ea
253075346 (MIT) (XN
260750046 ((B5D-2Clause. 004
26.1.0750346 (MIT) LN
3.122:75c346 (Unicense) 0 040
3.1.275c346 (Apache 2.0) (XN
315075346 (MIT) 0 0a0
3.16.175c346 (Unicense) 0 020
3.19.1:75c346 (Unicense) 0es0

20.26.6-75946 (MIT) 0 ss0
3.12.2:75c946 (Unlicense) 0 040
3.15.0-75¢946 (WIT) 0 040
3.16.1-75c946 (Unlicense) 0 ®s0
3.19.1-75¢946 (Unlicense) 0 ®a0
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'Dnclel Curator = Vulnerabilities

@ Dashboard

Choose project
SBOM Mgmt

charset-normalizer - 3. ~

& Vulnerabilities
[ VEXlisting > Filter 4
Tows

& Projects

D Aliases 2 Severity + Exploitability Risk score Source URL & Manually created Lastupdate *
Clf software components . Low 05 a Fase 0471672026 132850046
B inventory . Low os a1 Fise 0471612026 1285103

. Low os u Fase 0471772026 142630332

B Licenses

VeDO§Thzazssam CVE2026.556,GHSA i Sdg 7637 Low os a1 Fise 0u/171202 2635258
© Copyrights
1 ORTIssues
U ORT Violation
@ Import
M Help

> Administration

ot | 6 D sson

'o:em Curator Software components
@ Dashboard
SBOM Mgmt Choose project
= . h i
[8 VEXlisting
> Filter 7
Projects fows
Software components Name ¥ & Version # PURL + Licenses & Curated + License controlled by Al =
Inventory ping-extensions 4150 proypifyping extensions@4 150 0850, BSD-3 Clause, GPL1.0-orlate, Pytnon2.0 False
actons/checkout Faise
s ‘actions/setup-python False
Copyrights actons/download-rifact . Faise
0 e actons/uploadarfact Fatse
github/codegtaction/iit Faise
' ORT Violation github/codeqraction/analyze False
© mpont github/cosekacton/autobuld Faise
PYpalgh-action pypipublish Fatse
(D Help
distib 040 PRGPYDIisivg0.4.0 PSF2.0,Prinon-20 Faise
> Administration dependencygroups 131 g ypi/dependency groups @l 3.1 r Fatse
‘pyproject-hooks 120 Pkgpypi/pyproject-hooks@1.2.0 T False
inconfiy 210 PHgPyDIniconog2.1.0 r Fatse
ziop 3230 PkgDYDI/Zipp@3.23.0 T False
caoriog 6101 PhgyDicoloriog@6.10.1 i False
pluggy 160 PkgDypi/pluggy@1.6.0 Unknown, MIT False
colorama 046 Phgpypilcolorama@n A6 850:3.Clause, BSD2Clause Fatse
osst/scorecat-acion Faise
gthub/codeakacton/upload sarif Faise
humanize 4150 PRgpyDi/MUmanize@4 15.0 M Pyinon2.0 Faise
coverage 727 Phgpypi/corerageg?.27 Apache20 Faise

nox 02415 PROPYDI/NOXE2024 4,15 Apsche20 False

[curator-admin] [+
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4.17.3.6 Requests-2.32.3

https://qgithub.com/psf/requests
Vulnerabilities: 4

& C | O https//occtetbitsea.de/boc/audit-view/604 B A7) v @ (Updster ) B chat
'occm Curator SBOM Mgmt
& otiont Chaseprofs overview

SBOM Mgmt requests - 2.32.3 ~

> Copyrights (0)

Q search fles. AV enses () fem ¥ Fies# (D

Sowal v  aneraies () voa

Vulnerabilities

VEX listing

Blokcts 72.6.75c946 (8303 Clause AN_ XN
0 sofwarecomponams | ¢ Vulnerability Risk score of vulnerability Number in software components & 75346~ 0.10.0 (NOASSERTION) 04
P [ — a4 1 o 75694652 126, 3 (NOASSERTI. 0 020
756346>= 2023.5.7 (NOASSERTL. 0 00
[ Licenses Vepsegsm ez ! ! o 75694652 25+ 4 (NOASSERTION) 0 020
© Copyights VCIDA221-d2ag-20a9 " 1 o 75084652 28,0, 10 (NOASSER.. (XN
750946 (NOASSERTION) 0 00
1 o6t e Vs ¢ ! o acton analyze 10080646149 (XN
U ORT Violation acton autobuid-c10080640E514.. (XN
© inpont actonintc10080640e6149fea._ (XN
checkout efac2e4S000abe00.. (XN
D Help commitaction 646cE31ca002 (XN
S T €0v75¢346 (NOASSERTION) (XN
downloacartitact 70c10cteSe.. (XYY
ahaction pypkoubish e00c5393.. (XN
HUpbin2.1.0.75¢946 (MIT) (XN
lockhreads 7266a7cescrafoln (XN
nomalizer 75c946>= 2 4 (NOA_ (XN
Setup pyhon-a309MBLAZEDSec.. (XN
uploat atfact bobca2ddaasder_ XN
zmor acton 71321a20a00ed1.. (XN
[curator-admin] [+
>
& C O https//occtetbitsea.de/boc/audit-view/604 B A ) 7= @ Updater ) M Chat
'D:cm Curator = SBOM Mgmt
OEEET Choose project Overview

SBOM Mgmt requests - 2.32.3 ~

> Copyrights (0)

Q_ Search files... A Vo « Licenses (4) em ¥+ Files# (D

Vulnerabilities

VEX listing
Projects. Show all e License & Number in software components & 7 LA e (L 5E0) 004
I 7.2.6:75c046 (BSD-3 Clause AN [N
Files = I 1
[ Software components M o 756946-> 0.10.0 (NOASSERTION) (XN
75c946>=1.26,< 3 (NOASSERTI 0 ®a0
0 e spache20 1 ()
75¢946>= 2023.5.7 (NOASSERTI. 0 ®a0
B Licenses 8503 lause ! o 75:946>= 25,4 (NOASSERTION) 0 00
© Copyrights 850.2Clavse | o 75¢946>= 28,0, 10 (NOASSER XN
752945 (NOASSERTION) 0 0s0
1 ORTIssues
L3 ‘action-analyze-c1008064de6149.. 00A
U ORT Violation action-autobuid c1068064de6d.. (XN
foninict 1t
O actionintc10b80AdEE1A e (XN
checkoutdelfaczedS00dabe00.. XN
@ Help commitaction 646633004002 (XYY
o 0175946 (NOASSERTION) [N
> Administration
download anifac T0kc1cteSe. XN
shactionpyipbisheddcS3 . 0 @4
> Vulnerabilties (4) hpbin21.075c946 () 00
lockireads T266a7ceSc 10 Tb-. XN
nomalizer75c546>= 2. 4 (NOA (XN
seuppyhonadSHEBLC. 0 @A
‘upload-artifact-bbbca2ddaasdsf ... 00a
samoraction T1321220a0ded 1 XN

[curator-admin] [+
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& C O httpsy//occtetbitsea.de/boc/audit-view/604

-

@ Dashboard

SBOM Mgmt

Choose project

SBOM Mgmt requests - 2.32.3

Vulnerabilties

Q search files...
VEX listing

Show all v
Projects

Files =

Software components
Inventory

Licenses

Copyrights
1 ORTIssues
U ORT Violation
© Import

@ Help

> Administration

[curator-admin]

& G O ntipsy/occtetbitseade/boc/vulnerabilties

Qoo =

@ Dashboard

Vulnerabilities

Choose project

SBOM Mgmt

requests-232.3 v

]

Vulnerabilities

[ VEXlisting > Filter

Projects
D= Aliases ¢
Software components [ r—

Inventory

Overview  Inventory items

75c946:

26,<3 (NOASSERTION) X 75c946>= 2023.5.7 (NOASSERTION) X

Inventoryitem  Vulnerabilities ~ Files  Auditnotes Licenses ~ Copyrights

> Filter

Resolved D+ Aliases &

| PYSEC2023135

O Update vulnerabilities Create VEX

Severity + Exploitability <

CVE2024:3651, GHSAjg7-2v4vx38h, PYSEC202460 Low 05 34

3  PYSEC 2023212 Low 05 31
 PYSEC 2023135 Medium 05 44

Licenses

Copyrights

ORT Issues.

U ORT Violation
© Import
@ Help

> Administration

—

https;//occtet bitsea.de/boc/copyrights

3 3 Megium 05 4

Risk score &

Severity Explitabiliy +

Medium 05

Source URL &

1
row

Risk score ¢

44

B At @ Updee o

L

+ Create

26,23 (NOASSERTION) 0 00
750946>= 2023.5.7 (NOASSERTION) 0 es0
75946>= 2.5« 4 (NOASSERTION) 0 es0
75c946 (NOASSERTION) 0 es0

B At ¢= @ Update - ) W Chat
4
Tows

Manually created ¢ Lastupdate =

Fase 047161206 132510087
Faise 0471712026 120804313
Faise 04171200 120907875
lse 0471772026 12091404
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<« C 6

L [

@ Dashboard

SBOM Mgmt
Vulnerabilties

VEX listing

a
8

Projects

[m]

Software components

mw

Inventory

Licenses

e

Copyrights

ORT Issues.

0 ORT Violation
@ Import
m Help

> Administration

[curator-admin]

= Software components

Choose project

requests - 2.32.3 v
> Filter

Name & Version ¢

actions/checkout

PURL ¢ Licenses ¢

actions/setup-python

dessantlockthreads

actions/upload-artfact

github/codeqraction/init

github/codeqlaction/analyze

github/codeqkaction/autobuilg

pypa/gh-action-pypipublish

& C O nttpsy//occtetbitsea.de/boc/software-components

L -

@ Dashboard

SBOM Mgmt
Vulnerabilties

VEX listing

Projects

Software components
Inventory

Licenses

a
8
a
B
B
©

Copyrights

ORT Issues.

U ORT Violation
© Import
m Help

> Administration

[curator-admin] [+

sonin 726 PHGDYPI/sphini@? 2.6 853 Clause, BSD-2Clause
w3 512643 ProBypi/urib3
charsetnomalizer [ Dkgoypi/charset nomalizer
cenit 2202357 prgpypfcert
itna 2544 phgpypifidna
pre commit/zction -
actions/downloag-anifact .
zzmorcore/zizmoraction .
hpbin 0100 Pgpypi/MDBin
Dytestmpbin 210 DKGDYpi/pYteSthTpbing2.1.0 mr
prtest 5228010 Praypipytest
wheel prgpypilwnee
pytestcor Popypi/pytestcov
comgithub.psfrequests main DRggithub/pstirequests@main Apache20
+ Create
Software components
Choose project
requests - 2.32.3 v
~ Filter
PR——
Name ¥+ Version ¢ PURL + Licenses &
actons/checkout

actions/setup-python

dessant/lock threads

actions/upload-artifact

github/codeqraction/init

github/codeqractionanalyze

github/codeqraction/autobuild

Bypa/gh-action-pypipubiish

sahinx 726
wiiv3

eharsetnomalizer

PkapyDi/Sphin@?.26 8503 Clause, BSD2 Clause
Pkapypi/urli3

pkgpypi/charsetnomalizer

cont 22357 Papicert
idna 2504 segoypiions

precommiaciion

actons/Gownloadariact .
zamorcore/zizmoracion

hin 0100 Papypi/pbin

pyesthpbin 210 BRGDDpYEStNTPbiNG21.0 wr
prest »-280¢10 Begpmilprest

wheel seappinest

Curated ¢
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False

False

Curated +
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False

False

BAY @

License controlled by Al

B A Y 7=

License controlled by Al
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4.17.3.7 Urllib3-2.4.0
https://github.com/urllib3/urllib3

Vulnerabilities: 17

'Occm Curator = SBOM Mgmt

@ Dashboard Choose project

SBOM Mgmt

Overview

Risk score of vulnerability

urlib - 2.4.0 v
Vulnerabilties > Copyrights (168)
Q Search fles... Av
BT > Licenses (20)
G Show all e  Vulnerabilities (17)
Files T
[ Software components Vulnerability
R VEID-adbpStad ua1 21
VD ez Tahy 1
B ticenses
© Copights VD atytagvspce a1
1 ORTIssues VCID-T3ncighS-whdu a1
U ORT Violation VCID-Smab-Sh-fybr 4
© Import VCID-17f5 3213-pah 31
0 Help VCID-vbaw-7w8p-1ghm 31
> Administration VEID-Iwsdnt1-aaak 4
VOID4qg8 0t 3030 .
[curator-admin] (>
 ——
'o::m Curator = SBOM Mgmt
& Dashboard Choose project Overview
SBOM Mgmt urlib - 2.4.0 v
Vulnerabilties ~ Coyrights (168)
Search fils... Av .
Ve Q Copyrightname ¢
Show all - Copyrins (019911955
& Projects Copyrins (6 2015 ek stk
Files
[ Software components (©)N Revealed
— Copyrih: 20072019 by h Spinetesm
Copyright (c) 2013-2025, Kim Davies and contributors
B ticenses Copyrin € Do st il contitors
© Copyights Copyright(c) 2017:resent Ok Lv <ossgotek devs
. copyignt 2016, olger ek
ORT Issues
: u Copyrigh () 2015 holger krekel rather uses bitbucket/npkd2)
U ORT Violation Copyrignt (c) Curve F, 2020-2023
e \mport Copyright (c) 2009 Benjamin Kowarsch
Copyright (c) 20052007 Terence Parr
@ Help

> Administration

[curator-admin] [+

Copyright 19992011 (W/ )

> Licenses (20)

> Vulnerabilities (17)

Numberin software components &

Number in files

LI I T N I B

fem ¥+

v urllib3-main-784bed (MIT)
0.12.1-75¢946 (MPL-2.0)
0.1.2:75c346 (MIT)
0.16,0.75c346 (MIT)
0.20.075c546 (MIT)
0.21.2:75¢946 (8SD-2-Clause)
0.2.2:75c346 (MIT)
0.26.1:75346 (8503 Clause)
0.31.0.75c346 (MIT AND Apache 20))
04075045 (PSF2.0 AND Pynon2.0))
0.4675c046 (BSD3 Clause AND BSD2Ciause))
07075946 150)
0.9.0.75c846 ((MIT AND Apache 20 OR (B8D-3--
10075946 (BSD-3Clause AND BSD-2.Clause)
1.075c846 (B5D-3 Clause AND BSD2Ciause))
1.17.0.75c346 (M)

. 1.18.2.75c346 (MIT AND Pyihon-2.0.1)
119.1:75c946 ((icenseRet scancode-unknown.
1.20,075c94 (MITAND Apacte2.0))
12075346 (M)
1.2:175c946 (MIT AND Apache2.0))
130075346 (M)

130750346 (MIT)

13075946 (MIT AND Python 2.0))
1.3.0.p0st0-75c946 (((MIT AND Apache-2.0) OR .
131756346 (MIT AND Apache2.0))
141750346 (MIT)

142075945 (MIT)

15175346 (MIT)

s tem

~ utlibz main784ved (MIT)
012.175c946 (MPL2.0)
012750946 (MIT)
0.16.075c946 (MIT)
020075346 (MIT)
021.275946 (8502 Cluse)
022750946 (MIT)
026,175946 (850-3Ciuse)
0.31.0.75c346 (MIT AND Apache 2.0))
0.4.0-75c946 ((PSF-2.0 AND Python-2.0))
0.4,675¢946 (BSD3-Clause AND ESD-2 Clause))
0.7.0-75c946 (1C)
0.9.075¢946 (MIT AND Apache 2.0) OR (ESD3...
1.0,075¢946 (BSD-3 Glause AND BSD-2 Clause))
1.0.975¢946 (853 Clause AND BSD-2Clause))
1.17.0-75c946 (MIT)
1.18.275c545 (MIT AND Pyihon2..1)
1.19.1:75c946 (LicenseRef scancode-unkaowni_
1.20.075c346 (M AND Apache 2.))
120750946 (MIT)
121756546 ((MIT AND Apache2.0))
130.075c346 (MIT)
13.075c346 (MIT)
1.3.075¢946 (MIT AND Python20))
1.30,00510:75c946 ((MIT AND Apache2.0) OR
131750946 (MIT AND Apache2.0))
141756346 (MIT)
142.075c346 (MIT)
151756946 (MIT)
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https://github.com/urllib3/urllib3
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'o:cm Curator = Vulnerabilities

@ Dashboard
Choose project

5 SBOM Mgmt
urllib- 2.4.0 v
& Vulnerabiities
[ VExlisting > Filter 17
Tows
& Projects
D Aliases + Severity ¢ Exploitability + Risk score < Source URL & Manually created ¢ Lastupdate +
0 software components VCID-adbp-9dad-zual CVE-2026-4539, GHSA-5239-wwwm-4pmq. Low 05 21 03/30/2026 13:52:17:122.
e 3 Low 05 19 Flse 047162026 1328:48387
) Low 0s a Fase 041612026 132850046
B Licenses
. Low 05 3 False 047162026 1328510%
© Copyrights . Medium 05 4 False 04/16/2026 13:28:52166.
0 GG . Low 05 3 Flse 047162026 132901044
Low 0s a Fase 041612026 132901144
U ORT Violation
4 PYSEC-2021-62 Medium 05 4 ‘http://public. vulnerablecode io/vulnerabilities/VCID-1vvs-dn11-aaak False 04/16/2026 1329:02.217
© Import VCID-4g68-rt-3aah (GHSA-Scpa BuiT-hi2y, GMS 20231778 Medium 05 4 False 04/16/2026 13:29:02.299
oD VED9WtxS5tn-zzam CVE 20230286, GHSA1dr 21 3mrS criica 2 10 False 0471672026 132902430
. Megium 05 s Fase 047162026 132902505
> ) Medium 05 s False 041672026 132902576
.  PYSEC2021.63 Medium 05 45 False 047162026 132902639
VCIDm31-c3d3-aaap CVE-2024-0727, GHSA-9v9h-cgjé-h64p Low 05 31 False 04/16/2026 13:29:02:706.
. 2 , PYSEC 202311 Vedium 05 s False 047162026 132902773
VEIDW66t S2kssar GHSAImT7-GohtcAns, GMS 20231898 Vedium 0s 4 Fase 041612026 132902837
VoD {3avusaz-azag CVE2024-3651, GHSAGG7-2v4v2381, PYSEC 202460 Low 05 34 Fase 047162026 1329:10087

[cuatoradmin] G [ JsoN

'o:cm Curator Software components
@ Dashboard
SBOM Mgmt Choose project
Vulnerabilities urllib - 2.4.0 v
VEX listing
> Filter H"D( (LRSI
Projects fows of
[ Software components Name ¥ Version + PURL ¢ Licenses + Curated + License controlled by Al + =
B inventory babel 2170 PHOPYDIDIDEIG217.0 Unknown, BSD-3 Clause, BSD-2 Clause LicenseResc_ False
beautiuisoupd 4142 PRgDypi/beautiisoup4gA 142 Unknown, MIT GPL. G ater Faise
Licenses.
B centif 2025105 PkgDYDi/Cenifi@2025.10.5 MPL2.0, Unknown False
© Copyrights imagesize 141 kg pypi/imagesize@1.4.1 Unknown, MIT False
o g oypilin 2 % Fal
s a2 216 PPRIia283.1.6 803 Clause, BSD 2 Clause ase
markupsate 303 RGPy markupsateg3 03 803 Clause Fatse
U ORT Violation mditpy-plgins 050 PHGPYDIMGtpylUGINSE0.5.0 Unknown, MIT Faise
© import maun 012 PhgpyDIMANIEO.1.2 r False
, packaging 20 PHGPYDIpaCkaging@25.0 Unknown, Apache:20, 8803 Clause, BSD2Clause False
Hel
@ Help pygments 2192 PkgDypi/pygmeNts@2.19.2 Unknown, BSD 3 Clause, BSD-2-Clause: False
> Administration requests 2325 PHgPYpi/requests@2 325 Unknown, MIT, Apache 2.0 False
snowbalistemmer 201 PHgyDiSnowbalstemmer@3.0.1 803 Cause Faise
soupsieve 28 DRgPyDSoupSieve@28 Unknown, MIT False
sphinxbasicng 10002 PHGYDSphinK basicng@1.0.002 Unknown, MIT Fatse
sphinccopybutton 052 PRGPYDISphinX COpybUTOng0 5.2 i False
sphinscontib-applehelp 200 Phgaypi/sphinscontib pplehelp@2.0.0 8503 Clause, BSD 2 Clause Fatse
sphinscontit devnelp 200 DRGRYDISPhICOTb Geinelp@2 0.0 802 Cause Faise
sphinacontb himihelp 210 PHGDYDISphCONTbHheIp@2.1.0 BsD2lause Fatse
sphimcontibismah 101 PRGPYDISphinCONTbsTath@ 0.1 8503 Clause, BSD 2 lause False
soninccontib help 200 PHGPYDI/SphinKCOnTb-athep@2.0.0 8503 Clause, BSD 2 Clause Fatse
sphinscontiseriaizinghtml 200 DRGYDSphinACONTIb sralzinghtmiG2.0.0 8503 Clause, BSD 2 lause False
tping-exensions 4150 DRgDypifyBgexensions@A 150 08SD, BSD-3 Cause, GPL1 0arlate, Pyhon 20 False

[curator-admin] 3
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'Occm Curator = SBOM Mgmt
& vutiont ovenien et s
SBOM Mgt urlib - 2.4.0 v
20353750946 (MIT) X [ v JREE=
& Vulnerabilities
Q_ Search files... A Vo — Item N Filess (@
[ VEXlisting Inventoryitem  Vulnerabilities  Files  Auditnotes  Licenses  Copyrights
Show all v — 2035375094 (M) o 0a0
0 (s 2.19.2-75¢946 (BSD-2-Clause) 0 ®a0
Files &
O software components fles S iter T 2375346 (830-3 Clause AND Pyh. 0 010
8 men ow 2875046 (BSD3 Clause) 0 es0
g inventory
3.1.2-75¢946 (8SD-3-Clause) 0 ss0
B Licenses Resolved + I Aliases ¢ Severity + Exploiabily + Riskscore ¢ 31.4750346 8503 lause) 0 0s0
© copyights ° . . . 3202750545 Unicense) 0 0s0
4603750045 (3503 Clause OR Ap- o 0s0
1 ORTIssues
U ORT Violation
@ Import
@ Help
> Administration
O Update vunerabiities [N
[curator-admin] [+
 —— )
'o::m Curator = SBOM Mgmt
SBOM Mgt Pythin-dateutil- 2.9.0-post0 =
Copyrights (0)
Vulnerabilties > Copyrights (0)
A VD ¥ » =
. ST > Licenses (5) tem ¥ s Fest @
v © Gaenimasteroalsy (OASSER. 0
G Showall « Vulnerabities (15) ettt master 521537 N
i 031075346 (Apache2.0) 1 0a
[ Software components Files ¢ Vulnerability + Risk score of vulnerability + Number in software components & 2 03.9-75c946 (BSD-3 Cause 0ea
B ertory VR Tancgns s a1 2 o 05275946 (MT) 1 0a
100.175c34 (M1 0 0a0
B Licenses Vel et Imaiute ” ! ° 1.12.075c346 (MIT) X'V
© copyrighs [P o | ° 11675034 (8502 Clause) 0ea
143475346 () 0 es0
1 oRr Shykasan
1 ORTIssues VCID4aK7-Shyk-aaar 35 1 i) T R
U ORT Violation [, 4 f ) 18.2.0.75¢346 (MIT) XN
2.9.1-75c946 (MIT) 0 ®a
© Import Ve 288 ang s . 1 o
325750946 (MIT) XS
@ Help VCID2vtyyhibasas 31 1 o 330475346 (MPL2.0) 004
S [ 39.2.0:75c946 (MIT) 0 040
iministration VCID-52y5-29fc 4 1
25291033 ° 453750346 (Apacne20) 0ea
VCID-1e93.0901-2ask 4 1 o 75¢946>= 0.3.0 (NOASSERTI (XN
. . T5coH6 160 (OASSERTON) 0 @40
75c946>=17.3<1.80(|>1. 0 ®a
7546211015 2110(N 004
75c946>= 3.0 (NOASSERTION) 0®a
756346>= 330 (NOASSERTIO 004
75c946< 3.8.0 (NOASSERTIO. 0 ®a
75c946< 40.0 (NOASSERTION) 0 ®a0
75c545 (NOASSERTION) 1 ea
checkout3. T5co463.+ (N 004
checkout 75c9464* (N 0 @4
codecoracton . 7463 004
purorass] 3 con25.1756346 (85020, 1 0a
corTses86-20.0 (NOASS- 004
 —— -
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'O:cm(:umnv = SBOM Mgmt
SBOM Mgmt Pythin-dateutil - 2. v -

> Copyrights (0)

B Vulnerabities
(8 VElisting et ANV Licenses (5) tem ¥ ¢ Files# (D o
. Show all v License & Number in software components 2 v dateutitmasterba1537 (NOASSER_. 0 ®a
031075094 (Apache20) 'EN
0 sofwarecomponarts | © VeLzo ! ° 03875c846 (8503 Ciause (XN
o r 1 ° 05275346 (M) LEYN
10.01.75¢946 (M) 0 040
B Licenses oscte20 z o 112075034 (M) 1 ea
© copyights S50 Cuse | ° 11675545 (8502 Clause) 004
1434750046 (M) 1 0a0
1 ORTIssues BSD-2:Clause 3 [i] 152075346 (MIT) ars)
U ORT Violation 1820750046 (M) 1ea
O 2917594 (M) 00a
32575946 (M) 1ea
@ Help 3304750946 (MPL2.0) KN
3 Adminstation 3920750046 (M) 1 0a0
4537546 (Apsche20) (XN
75c0460.3.0 (NOASSERTL 1ea
» Vulnerabiliies (15) 75c346< 16.0 (NOASSERTION) 0 00
7501731801151 1 ea
756 2110]1> 210N 004
75¢946>= 3.0 (NOASSERTION) 1 ea
75:946>=3.30 (NOASSERTIO. (XN
75c045¢3.8.0 (NOASSERTIO tea
7546 400 (NOASSERTION) 0 00
75c045 (NOASSERTION) tea
checkoun 3 T5cO463.1 (. (XN
checkoutd. T5co464 - (1 1 ea
codecovacion 3. 75c9463.- (XN
e | cor2.51.7534 (€021 1 ea
. . ConT5C46>=20.0 (NOASS.. cea

'o:cm Curator = Vulnerabilities

@ Dashboard
Choose project

Pythin-dateutil - 2.9.0-f

SBOM Mgmt

& Vuherabilities
[ VExlisting > Filter s
& Projects
[ Aliases + Severity ¢ Exploitability + Riskscore ¢ SourceURL Manuallycre.. + Last update +
O S Teemn Low os a Faise 04161205 13285103
Inventory cvE2261703, Low os 13 Faise 0416/2006 133522411
B Uoonses CVE20253869, Low 0s a1 Fase 04/16/2026 133522676
VOB Stykazan  CVE2018:20225 Low os 3s Fase 04/16/2026 133522821
© Copyrights 8IT20213572, , CVE 2021 3 Medium 05 4 False 04/16/2026 133523121
| oRissues . , PYSEC 2020192 Medm 05 4 Faise 04/16/2006 133523392
BT20235752,  CVE20235752, 3 Low 0s 2 faise 04/16/2026 1335235649
U'on v P Wesim 05 . ase oune/2s 133526165
© Import ) . PYSEC2020.92 Medum 05 4 Fase 04/16/2026 133526336
) ) ) 3 Megum 05 4 fase 0471672026 133527366
BT 202240897, 2 X P Medm 05 4 Faise 04/16/2026 133528710
> Administrati X X ( PYSEC202549 Medum 05 4 Faise 04/16/2026 133528520
CvE2024.345, Megum 05 4 Fase 04/16/2026 133528890
VODexaitaaad  CVEZ0131633, GHSA2TIATO S, PYSEC 201322 Medum 05 4 Faise 04/16/2026 133544415
VODmadeswhazaap  CVEZ0T14617, GHSAShwiatS12c, PYSEC-2011-23 Low 0s a1 fase 04/16/2026 133552881

[curatoradmin] G [ JsoN
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'o:cm Curator = SBOM Mgmt
O Bz Choose project Overview  Inventory items + Create
SBOM Mgmt Pythin-dateutil - 2. v
750046< 40.0 (NOASSERTION) X Vulnerable x
Vulnerabilities
Q_ Search files... A Vo - tem ¥ 2 Files# (D
VEX listing Inventoryitem  Vulnerabilities  Files ~ Auditnotes Licenses  Copyrights m
Show all v — 100175546 (W) (X%
Projects 1.4.3475¢946 (MIT) 0040
Files &
[ software components . N 15.2.0-75¢946 (MIT) 0 040
39.2.0-75c946 (MIT) 0 ®a0
B invemory rows ¢
75c346<16.0 (NOASSERTION) 0 010
Licenses Resolved ¢ 1D ¢ Aliases ¢ Severity ¢ Exploitat 750946+ 40,0 (NOASSERTION) 0 ea0
© Ccopyrights () { PYSEC202549 Mesum 05
1 ORTIssues
o BT2022.40857, 2 2 X Mesum 05
U ORT Violation
© o VeIDcqzticitaaad  CVE2DT3-16, GHSA2TXAAT6 0S, PYSEC 201322 Mesim 05
mpor
o Help () VEIDper2 k302202 CVE2024-6345, GHSACI632mw6 S Mesim 05
> Administration
« >
G Update vulnerabilities  [EEAAT4
[curator-admin] [+
>
'o::m Curator = Software components
@ Dashboard
SBOM Mgmt Choose project
Vulnerabilities Pythin-dateutil -2.9.0-¢ ~
VEX listing
> Filter
& Projects rows
[ Software components Name ¥ & Version # PURL + Licenses & Curated + License controlled by Al =
B invensary actons/checkout 4 kg gihubactons/acions/checkoutgd 524 524 False
nypotresis »=330 DhgpyDimypotnests Faise
Licenses.
Cl s =030 ool Fase
© copyights coverage Papypi/corerage Faise
1 ORTIssues Ppytest >230 Pkgpypi/pytest False
i Ppytest-cov »2200 Dkg:Dypi/pytest-cov False
U ORT Violation atrs <211.0]1>21.10 pkgpypi/atrs. False
© Impont sphinx 52173<180]/>180 Pkgypi/sphin False
" readmeenderer Dhgoypiteatme rendere faise
ol
@ J ‘sphinx-td-theme »2030 Pkg:pypi/sphinx-rid-theme False
> Administration oip 1001 PRaPIDi/pIp@10.0.1 it False
pluggy 052 Pkg:ypi/pluggy@0.5.2 T False
enmas 116 DgDypi/enm34@1.16 802Clase faise
st 1120 HOPYDISE1.120 wr Faise
colorama 039 Pkg:pypi/colorama@0.3.9 BSD-3-Clause, BSD-2-Clause False
ptest-cov 251 PkgDypi/pytestcov@2. 5.1 MIT, BSD2Clause. False
pytest 325 PkgDYDi/pytest@3.25 T False
oy 1434 DkgDYDi/pY@1.4.34 T False
freezegun 0310 Pkg:Dypi/freezequn@0.3.10 Apache-2.0 False
coverage 1453 Phgaypi/corerage@ 53 Apache20 Faise
virtualenv 1520 Pkg:Dypi/virtualenv@15.2.0 T False
aws 1820 PRgPpi/ars@18.20 wr Faise

[curator-admin] £3
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4.17.3.9 Numpy-2.2.5

https://github.com/num

/num

Vulnerabilities: 1

-

@ Dashboard

SBOM Mgmt

a

Vulnerabilities

a

VEX listing

Projects

[ Software components
Inventory

[@ Licenses

© Copyrights

1 ORTIssues

U ORT Violation
© Import
m

Help

> Administration

[curator-admin] [+

'o::m Curator

@ Dashboard

SBOM Mgmt

Vulnerabilities

VEX listing

a
=]

Projects

[m]

Software components

m

Inventory

Licenses

e ®

Copyrights

ORT Issues.

U ORT Violation
© Import
m Help

> Administration

[curator-admin] [+

SBOM Mgmt

Choose project

numpy - 2.2.5

Q Search files...
Showall ~

Files +
~ numpy
~ main
~ benchmarks
benchmarkpy
casting.py
creating py
simpleindex.py
sorting py
~ branding
~ icons
numpylogoicon.svg
numpyiogo.svg
v doc
~ cdoc
Donyle
Matefie
numpyfiterpy
READVE
~ cyton
c.numpy.pd
_python pxd
Matefie
MANIFEST
numpyEpyx
README D

run_testpy

= SBOM Mgmt

Choose project

numpy -2.2.5

Q searchfiles...
Show all v

Files +
~ mumpy
~ main
- benchmarks
benchmarkpy
casting.py
creating py
simpleindex.py
sorting py
~ branding
v icons
numpyiogoicon.svg
numpyiogo.svg
v doc
v odoc
Doxyle
Matefle
numpyfiterpy
README
~ cython
c.numpy.pxd
python pxd
Matefie
MANIFEST
numpyxpyx
README D

run_testpy

Overview  Inventory items
> Copyrights (4)
ANV Licenses (3)
« Vulnerabilties (1)
a Vulnerability Risk score of vulnerability Numberin software components
[ S—— 5 !
,
Overview  Inventory items
75c946>= 3.1.30 (NOASSERTION) X
A VD _—
Inventoryitem  Vulnerabilities  Files ~Auditnotes  Licenses  Copyrights
> Filter
Resolved ¢ 1D & Aliases & Severity &
o  PISECOZ161 Medum
° . PrSEo 203 165 Vedum
° ! Medum
° prsecanss Vedum
[i] . Medium

G Update vulnerabilities  [REStSY34

Exploitability +

05

05

5
rows

Risk score &

fem ¥+

~ numpy-main 361bed (NOASSERTIO.
0.15.10:75c346 (NOASSERTI
0.60.0750946 (NOASSERTIO
1.10.075c946 (8502 Clus.
1.12.0.750946 (NOASSERTIO
1.20.075¢346 (NOASSERTIO,
2.51,post1 750946 (NOASSE..
6151975545 (NOASSERTL
726750946 (8503 Clause
75634652 3.0.6 (NOASSERT.
75c946<3.106 1> 3106 (N
7565462 3.1.30 (NOASSERT.
7569465 4.33.0 (NOSSERTI
75c046<8.1.0]1>8.1.0 (NO.
750346 (NOASSERTION)
90275946 (MIT)
acton analyze1058064det,
acton autobui.C1008064ce.
acton e640ac8743173asTce
actonnic1008064e60491..
acton upload sari 1008064
arttact merge bhbca2adaas..
cache 6682284222e6300¢4a
checkout defac2e4sD0dabe..
ciuidhee 8420080684552
cicectartacts ediector..
COPYDUTION 75946 (NOASSE.
0710756346 (M)
Gependency evew-action20.

Vulnerable X

75046>= 3.1.30 (NOASSERTION)

750946<8.1.011>8.1.0 (NOASSERTI..
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'o:em Curator = Vulnerabilities

@ Dashboard
Choose project

SBOM Mgmt
numpy - 2.2.5 M
Vulnerabilties
VEX listing > Filter :
Tows
& Projects
[ Aliases = Severity Exploitability + Risk score ¢ Source URL + Manually created ¢ Lastupdate ¢
(o] SRR VoDayszgabazap CVE2015-4707, GHSA-660w-SKDt-01pS, PYSEC2017-46 Low 0s a1 Faise 04/16/2026 13:4438:637
[ inventory . PY: Medium 0s 15 Faise 04/16/2026 13:4500:153
, PYSEC 20244 Medium 0s 4 Fatse 04/16/2026 13:4500:204
B Licenses
PYSEC2023165 Medium 0s . Faise 04/16/2026 13:4500:247
© Copyrights ), P ), PYSEC 2023161 Megium 05 4 False 04/16/2026 134500291
1 ORTissucs | PYSEC2023:137 Medium 0s 15 Faise 04/16/2026 134500361
U ORT Violation
© Import
m Help

> Administration

[cuatoradmin] G [ JsoN

'o:cm Curator = Software components

@ Dashboard

SBOM Mgmt Choose project
B Vulnerabilities numpy - 2.2.5 v
[B) VEXlisting
> Filter 53
Projects fows
[ Software components Name ¥ & Version # PURL + Licenses & Curated + License controlled by Al =
e actons/checkout @ faise
actons/setppytion Faise
2 U ‘actions/upload-artifact False
© copyights astalstsetupay 100 Faise
0 =T github/coseqhaction/init Faise
github/codeqtaction/anayze Faise
() eirtnm ithub/codeql-action/autobuild False
© mpont osst/scorecad-acion Faise
github/codeqacton/upload sarif Faise
0 Help
mypy 1200 DkgDypi/mypy@1.20.0 False
> Administration ety 0600 PRGPYDIpYTENyG0 600 Faise
scipyopenblas3? 03311880 PRgDypi/scippopenblasi2@0.3 311880 Faise
scipy-openblass4 03311880 kg Dypi/scipy-openblass4@0.3.31.188.0 False
sphndesign phgpypilsphin design Faise
Towncrier Pkg:pypi/towncrier False
marpotio <310511>2.105 Degpypi/matiotit Fatse
sphinx 726 PkgDypi/SphinK@7.2.6 8SD-3-Clause, BSD-2Clause False
soninccopybution PhgyDiSphinx copybutton Fatse
iopperitegyodice-kemel 052 PPypiupyeite prodide kemelg0 52 8503Clause Faise
Jupyterlite-sphinx »20.18.0 ‘pkg:pypi/jupyteriite-sphinx False
numpydoc 1100 PPypi/numPydoce1 100 M BSD2Clause Faise
ipython <8.1011>810 Pkgoypi/ipython False

[curator-admin] [+
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4.17.3.10 Packaging-25.0

https://qgithub.com/

a/packagin

& C | O https//occtetbitsea.de/boc/audit-view/603

L -

@ Dashboard

SBOM Mgmt

Vulnerabilities

a

m

VEX listing

& Projects

Software components
Inventory

Licenses

O ® =m 0

Copyrights

ORT Issues
U ORT Violation
© Import

@ Help

> Administration

[curator-admin] [+

& G | O https//occtetbitsea.de/boc/vulnerabilities

'D:cm Curator

@ Dashboard

SBOM Mgmt

Vulnerabilities

a
=]

VEX listing

Projects

B

Software components
Inventory

Licenses

O W m J

Copyrights

ORT Issues
U ORT Violation
© Import
m Help

> Administration

[curator-admin]

= SBOM Mgmt

Choose project

PyPa-25.0

Q Search files...

Show all v

Files +

= Vulnerabilities

Choose project

PyPa-25.0

L3

Overview

~ Copyrights (0)

AL Copyrightname

> Licenses (0)

> Vulnerabilities (0)

Aliases Severity &

Exploitabiiy +

Number in fles

Risk score ¢

Source URL &

Manually created +

B A ) fE @ Updsteo ) I chat

[

Files# (D)
packaging main-10a87 (NOASSERTI (XN

75¢946 (NOASSERTION) [N
action-analyze 8339348598263 [N
action-autobuid 892392465982, 0 @4
actioninit 83a39a4e598263500_ (X 7N
actors-als green-05ac93880ae. 04
Checkoutdedfac2e4500dabe00._ (X 7N
download-artifact 3est4s2cfts. 0 @4
ghvaction-pypkpublish2d0cs393_ (7N
setup python-a309{f8b426b58ec. 04
Shsewp uv-37802a0c941370d6 [ 7N
upload-artifact bobca2ddaasd8t 0 @4

B AN @ Updter) M crat

Lastupdate
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«cle B A fr) ¢= @ Updste ) M chat
'ocuemumm = Software components

@ Dashboard

SBOM Mgmt Choose project
A Vulnerabilities PyPa-25.0 v
[ VElisting
> Filter 12
& Projects fows
[ software components Name ¥ ¢ Version ¢ PURL # Licenses + Curated + License controlled by Al +
(e actons/checkout - Faise
actons/setppython Fatse
B Licenses
actons/downioag-aifact Sestasozctoor Faise
© Copyrights actions/uploadartact Fatse
s
N @ ByPalgh-action pypipublish . Faise
github/codeqtaction/anayze Fatse
U ORT Violation github/codeqtactionint Faise
© Impont github/codeqkaction/autobuig Fatse
astalshisetupav . Faise
@ Help
reactos/als green Fatse
> Administration Imoke pkgpypifinvoke False
com.githu pypa/packaging main Bggitblpypa/packsgingemain Fatse
+ Create
[curator-admin]
'lmm Curator = Software components
@& Dashboard
SBOM Mgmt Choose project
Vulnerabilities Alamofire
VEX listing @
> Filter
Projects fows
[ software components Name ¥ & Version # PURL + Licenses + Curated + License controlled by Al + a
B inventory CrPropertylist 208 PHOgeM/CEPrOperList@3 08 faise
actons/checkout % PRGthuD/action/checkout@ye False
[ Licenses
activesupport 7231 PROgem/activesuppont@7 231 Faise
© Copyrights adressavle 200 Phggem/adtressable@29.0 Fatse
aigoiasearch 1215 Kggem/aigoiasearch@1 27.5 Fatse
1 ORTIssues o Prggemyaigoiasearchey
atomos 013 PHOgem/atomos@0.1.3 faise
U ORT Violation basesd 030 Dhggem/base6 @030 False
© Import benchmark 050 PHggem/benchmark@0 5.0 Faise
bigdecimal 411 Phggem/bigecimalgd 1.1 False
m Help
caite 110 Phggem/claite1.1.0 False
3 Administration cocoapads 1162 PHGgem/cocoapods . 16.2 Faise
cocoapods.core 1162 phggem/cocospods core@1 16.2 Fatse
cocoapods deintegrate 105 PHggem/cocoapods deimegiate@l 0.5 False
cocoapads dounloader 21 PHggem/cocospods downloader@2.1 Faise
cocoapods plugins 100 phggem/cocozpods plugins@! 0.0 Fatse
cocoapads search 101 PRGgem/cocoapods search@1.0.1 False
cocoapods tunk 160 PHGGEM/COc03pOSS TUNKE1 6.0 Fatse
cocoapods-try 120 Phggem/cocoapods @1 20 Fatse
colorea? 312 Phogem/colore2@31 2 faise
compnera/gha setpswitt main PHggthub/compnera/gha-setu switgmain Fatse
concurentudy 136 PRGgem/concurtent uby@1.3.6 Faise
connection_pool 202 Phggem/comection_pool@3.02 Fatse
v

[admin] [
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'Occm Curator SBOM Mgmt
@ Dashboard Choose project Overview  Files
SBOM Mgmt Alamofire - 1.0 v
. N .
B Vulnerabiities Copyrights (0)
Q Search files... A Voo
) Vxiising > Licenses (0)
Show all v .
& Projcts ~ Vulnerabilities (1)
Files = a il s i lity =
13 sofware components Vulnerability + Risk score of vulnerability &
v dependencies
venton VeIDsfts2b btz 24
2l Y ~ checkout
[ Licenses v
v licenses
© Copyrights
~ mm
1 ORTIssues ~ @actions
U ORT Violation e T
exec.depyml
® zn Qithub.dep.yml
@ Help hutp-client dep.ymi
io depymi
» LIS tookcache depymi
v efastty
busboy dep ymi
 @octokit
authioken.depymi
core epymi
endpaint.dep yml
arapha dep ymi
‘openapi-types-20.0.0.dep.ym!
‘openapi-types-22.1.0.dep.ym!
pluginpaginate-estdep ymi
pluginestendpoint methods.dep.ymi
requesterrordepym
tequest dep.yml
[admin] o9 4. am i Y
4 [ 4
'occm Curator Vulnerabilities
@ Dashboard
Choose project
SBOM Mgmt
Alamofire - 1.0 v
8 Vunerabiies
[ Vexlisting > Filter
& Projects
D Aliases = Severity ¢ Exploitabiliy + Risk score
[ software components. Low s 2
Inventory
B Licenses
© Ccopyights
1 ORTIssues
U ORT Violation
@ Import
M Help
> Admi

+ Create

ard

Numberin software compon..

Source URL &

(]

tem ¥ ¢ Files #
\gitb\workows\ciymi 1
\Gemflelock 1
v " 0
acton actons-checkout2600e245114daavt (NOASSERTION) 0
0
NOASSER 0
0
0
actvesupport4204c7dchasaa0747.2.3.1 (NOASSERTION) [}
adressable €10120c1C2827cH02.9.0 (NOASSERTION) 0
algolasearch.7b75edse8S59abes1 275 (NOASSERTION) o
‘atomos-385981add68136870.1.3 (NOASSERTION) 0
Dase64-d7h45a470282ac70.3.0 (NOASSERTION) o
‘benchmark-31bc7f3a8e3363d30.5.0 (NOASSERTION) 0
bigdecimal-920af01c1b386cccd 1.1 (NOASSERTION) 0
CFPrOpertyLIst7208a00db16716803.0. (NOASSERTION) 0
Claide 9c5754d2efcTS0801.1.0 (NOASSERTION) 0
cocoapods-4a0BETLTBCDBAT. 6.2 (NOASSERTION) 0
COCoapods-core 726085606€71d101.16.2 (NOASSERTION) 0
169509010, 0
cocoapods downloader afSct10922034052.1 (NOASSERTION) 0
cocoapods pugins S1ce74b0120490091.0.0 (NOASSERTION) 0
cocoapods search-c40945207439ca8S1 0.1 (NOASSERTION) 0
COCoapods 1Tk 2b349148398079a01.6.0 (NOASSERTION) 0
cocoapods 1y-45ebSOSBTATHICT1 2.0 (NOASSERTION) 0
colored?-33d2b2c3cd6019543.1.2 (NOASSERTION) 0
concurentuby-30091c513c2ededc. 3.6 (NOASSERTION) o
CONneCton-pook acTAD6CISCE21TS03.0.2 (NOASSERTION) 0
b.C15201148SS5816032.2.3 (NOASSERTION) o
1
Tow
Manually created & Lastupdate ¢
False 04/157202613:39:18:659
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'occm Curator

Dashboard

SBOM Mgmt
Vulnerabilities

VEX listing

B oD

Projects
Software components
Inventory

Licenses

O W m J

Copyrights

ORT Issues
U ORT Violation
@ Import

m Help

> Administration

[admin] »

= SBOM Mgmt

Choose project

Alamofire - 1.0

Q Search files...
Show all v

Files &
~ dependencies
v checkout
v

> licenses

> _tes_
> adrs
> dist
> images
> s
esintignore
esintrcjson
licensed yml
pretirignore
pretetc json
actionymi
CHANGELOG.md
CODEOWNERS
CONTRIBUTING.mg
estconfigs
License
package-ockison
packagejson
READMEmd
tsconfigjson
> codeghaction

<

4.17.4.2 Vapor
https://qithub.com/vapor/vapor

A Vo

Overview  Inventory items  Files

rexml-535f55c83196705¢3.4.4 (NOASSERTION)

Vulnerabilities ~ Files

Inventory item

> Filter

Resolved + D

x

Audit notes  Licenses  Copyrights

Aliases +

G Update vuinerabilities [ 24 TeN )

[~ ——

@ Dashboard

SBOM Mgmt

Vulnerabilities.

VEX listing

BB

Projects
Software components
Inventory

Licenses

O W m J

Copyrights

ORT Issues

]

ORT Violation

©

Import

B

Help

> Adminis

[admin] G

= SBOM Mgmt
Choose project

vapor- 1.0

Q Search files.
Show all v
Files &

4 G
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Overview

Inventory items  Files

> Copyrights (0)
~ Licenses (1)
License ¢

ur

> Vulnerabilities (0)

Number in software components

1

Severity +

Explotability +

05

tem ¥
Save

fexmS3(55c8319670563.4.4 (NOAS.

Risk score +

24

fem ¢ 2

- vapormain-8afd02 (MIT)

actonanalyze-4 759464 -+ (NOASSERTION)
acton-nita. 75c3464.%.* (NOASSERTION)
a5y0CAit1.22.0-560491 (NOASSERTION)

Checkout6. -75c9466.4* (NOASSERTION)
console-t-4.16.0-48e55e (NOASSERTION)

create-github-app-token3.75c9463.4.* (NOASSERTION)

Vuinerable X

evans create-pullrequest-8.75c3468.%* (NOASSERTION)
githu sponsorsreadme-action-1. 759461, * (NOASSERTION)
MUltpartt47.1:3cc27b (NOASSERTION)

outngit4 9.3a0af2 (NOASSERTION)

Nt tests YHTaIN 756346 (NOASSERTION)
Serverasynctp clent1.33.148207 (NOASSERTION)
serverswittsenvicedifecycle2.11.0-7cbdcc (NOASSERTION)
subimit-deps ymk-main-75c946 (NOASSERTION)
swiftagorithms-1.2.1-5c7775 (NOASSERTION)
Swiftasn1-1.6.0-060fe4 (NOASSERTION)
Swiftasyncaigorthms-1.1.3.5¢7724 (NOASSERTION)
Swiftatomics 130914491 (NOASSERTION)
swiftcetificates-1.18.0-9c4af7 (NOASSERTION)
swiftcollctions-1.4.1-03¢2e (NOASSERTION)
Swiftconfiguration-1.2.0429259 (NOASSERTION)
SWitcrypto-4 31733067 (NOASSERTION)

swiftdistributed racing:1.4.1-e2cefe (NOASSERTION)
SWifthTD structured-headers1 6 0-cie6 (NOASSERTION)
SWifLhTpypes-1.5.1-056c90 (NOASSERTION)
Swiftlog-1.11.0:809709 (NOASSERTION)

Swiftmetics 2.8 0efaa12 (NOASSERTION)

Files 2 (D

0 a0

Files #

o 4
(]
L]
(]
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@ Dashboard

Vulnerabilities

Choose project

'SBOM Mgmt
vapor-1.0 v
Vulnerabilities
VEX listing D Aliases Severity & Exploitability + Risk score & Source URL + Manually created + Lastupdate &
Projects.
[ Software components
{8 inventory
B Licenses
© Copyights
1 ORTIssues
U ORT Violation
@ Import
@ Help
[admin] & + Create @ Excel @ JSON
'Dccm Curator Software components
@ Dashboard
SBOM Mgmt Choose project
Vulnerabilities vapor-1.0] v
VEX listing
> Filter 8
Projects. fows
‘Software components. Name ¥ ¢ Version & PURL ¢ Licenses ¢ Curated ¢ License controlled by Al + a
Reverocy] githu.com/apple/swifhtpstuctred-headers 160 BRSWiTgthub com/appl/SWIthTp Structured hea Faise
ithu.com/appl/swit distributed-racing 141 SgWi/github com/appl/swiftdistrted tacing faise
Licenses
gitub.comyapple/swittlgorthms 121 Shg:wiflgithub com/appleswiftagortms@1.2.1 Faise
Copyrights github com/apple/swifo-vansport senvices 1260 Sg:Wilgithub com/appl/ it ansportsevc Faise
e githu.com/apple/switconfguation 120 Skg:wiflgithub comappleswiftconfguration@1.2.0 Faise
° github.com/vapor/mutipartKit a7 kg:sWif/github.com) vapor/multpartit@4.7.1 False
U ORT Violation qithud.com/apple/swifecentificates. 1180 Dkg:swi/github.com/apple/swiftcertificates@1.18.0 False
@ Import github.com/apple/swift-io-ss! 2361 pkg:swit/github.com/apple/swift-nio-ssI@2.36.1 False
o el Qithub.com/swift-server/async-http-client 1331 pkg:swift/github.com/swift-server/async-http-client@. False
o
" githud com/apple/swifcolections 141 Skg:wiflgithub comappl/swiftcolections 4.1 Faise
> Administration github.com/vapor/consoleit 4160 pkg:swift/github.com/vapor/consoleit@4.16.0 False
githu.com/apple/swifio-exas 1330 Skg:witi/github comappl/sift o extasg 330 Faise
githu.com/switeservr/swifsenic ifecycle 2110 Sgwilgithub com/swifserver/switsenvicedifecy. Faise
ithu.con/apple/swift-og 110 PR SWiNgthub.com/appl/swiftIog@n.11.0 Fatse
githud com/apple/switnumerics 11 Sgwiflgithub com/appleswiftumercs 11,1 Faise
github.com/apple/switt-metrics 280 ‘pkg:SWift/github.com/apple/swift-metrics@2.8.0 False
gitub.com)apple/switt o2 1420 PRSWiUgihub com/appleswit o121 420 Faise
github.com/vapor/routing-kit 493 kg:SWift/github.com/vapor/fouting it@4.9.3 False
githud com/apple/swifasni 160 PgSWItUgihuD com/appleswiftasn1@1 6.0 Fatse
githu com/apple/switsenvicecontext 130 BRGSWiRgthub com/apple/Swiftsenice context@1. Faise
github.com/apple/swift-crypto 431 Dkg:swift/github.com/apple/swift-crypto@4.3.1 False
gt com/apple/swittomics 130 Sgwiflgithub com/apple/swiftatomics1.3.0 Faise
v

[admin]
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4.17.4.3 ReactiveX

https://qithub.com/Reactive X/RxSwift
Vulnerabilities: 5

'Occm Curator ‘SBOM Mgmt
& Dasod — Overview  Inventory tems
Hi SBOM Mgmt ReactiveX_RxSwift - e5acc1 v
. >
& Vulnerabiities Copyrights (0)
Search files... A Vo .
[ VEXlisting 3 v Licenses (5) LU Y Files# (D)
1 s S e License + Number in software components [V Rafemae 534378 (W) 000
L Jlide 0.0.475¢546 ((BSD-2-Clause O — LN
Files & it n
[ software components o 0.1.275¢946 (MIT) LN
& inventory BSD2Clause 2 o 03075346 (M) XN
° 08275346 (M) (XN
Apache20 2
B Lcenses 103750345 (um) 0 oa
© Copyrights Ruby 2 (i) 1.1.075¢946 (MIT) 0 ®a
1 ORTIssues LGPL2.1-orlater 1 [ 113175046 () o oa
13.475c346 (Ruty) (XN
A OAT Violation 141750946 (MIT) 0 eagf
© Import 1.8075c346 (6PL2.Torater) (XN
@ Help 2.3.175c946 (MIT) 0 eag
280750946 (Apache2.0) 0 oa
v Administration 3.1.275¢946 (MIT) 0 0a
Configuration 3.4.475¢946 ((8SD-2-Clause AN_.. 0 @A
4.0.675c946 (MIT) 0 ®a
Organizations 421.0.75c946 (MIT) 0 ®ac
Services 8.2.375c946 (MIT) 0 ®a
heckout 3. 75cO453.4* (NOAS.. 0
Users checkou ¢ oA
eheckout, 7569464 (NOAS.. (XN
Racand ge displaywidth-1.7.0-75c946 (MIT) YN
excon1.1.075c346 (MIT) (XN
i cache2.2.075c046 (Apach (XN
nethp-1.0.175c946 (MIT) (XN
netppersstent1.1.075¢346 (- 00a
parsrgim-1.1.0.75946 (M) (XN
— plugins-0.9.2:75c946 (MIT) YN
[admin)
post21.175c346 (MIT) (XN
'o-:cm Curator = SBOM Mgmt
@ outboxd Choose pre Overview  Inventory items
ReactiveX_RxSwift - eSaccl v
8 Vulnerabilities > Copyrights (0)
Search files... A Vo . o .
@ Vexlisting 2 > Licenses (5) em ¥ o Files# (D
Show all v . - ReSwiftmain93497a (M1 004
) G “ Vulnerabilites (5) o)
B 0.0.475c346 (B5D2.lause OR - LY
Files - ;i . . R
13 software components Vulnerability + Risk score of vulnerability + Number n software components + PR o
VeDsiftis2é btz 24 1 03075346 (M 0 0a
B inventory ¢ o.
o W , ° 082750346 (MIT) 004
. haty25390eg
[ Licenses 1.0.375c946 (MIT) LY
© Copyrights VCID-mdk-nedv-azam 4“4 1 [i] 1.1.0-75c946 (MIT) [N
1 ORTIssues VCID-nwe-akiv-aazh 4 1 [ T131756346 (WIm) o OA
1.3.475c946 (Ruby) 0 0a
U ORT Violation VeIDa3sk232aa) 15 1 (] 141750946 (MIT) 0 ead]
© Impont 180756346 (L6PL2.Torater) LN
o Hep 23.1:75c346 (MIT) 0 0aq|
280750346 (Apache2.0) 0 ea
v Administration 3.1.275c946 (MIT) L 7N
244756346 (8502 Clause AN 0 ea
Configuration
40.675c546 (MIT) [XYN
CTIED 4210756946 (MIT) 0 @A
Services 8.2.375c946 (MIT) L 7N
heckout 3. 75cS4634 %
sers checkout3. 75c3463.4* (NOAS. LN
checkout4.-75c9464. * (NOAS .. 004a
Bectendloge displaywidin1.7.0.75¢346 (M) LN
excon-1.1.0-75c946 (MIT) [X°YN
hitpcache2.2.075c846 (Apach LN
nethiip-1.0.175¢346 (MIT) [XYN
nepersistent11.0.75c346 LN
parsergfm-1.1.0.75c346 (MIT) 004
plugins 09275546 (MIT) LN
[admin]
Post-2.1.1-75c946 (MIT) XN
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'Occm Curator = SBOM Mgmt

p— Oveniew  nvetorytems

ReactiveX Reswift- eSaccl v -

@ Dashboard

1.4.1-75¢946 (MIT) X Vulnerable X

@ Vulnerabilities :

Q_ Search files. A VO —_ em ¥ & Files# (D
[ Vexlisting Inventory item  Vulnerabilities  Files ~ Auditnotes  Licenses ~ Copyrights

Show all v 1.4.1:75c946 (MIT]
& Projects 2.3.1-75c946 (MIT)

Files &

[ Software components 280750946 (Apache2.0)

Inventory name 34475946 ((BSD-2-Clause AND M1

g mmventory
1.4.1-75¢946 (MIT) 4210750346 ()

B Licenses

© Copyrights

! ORTIssues Parent inventory item Software component

U ORT Violation RxSwift-main-93497a (IT) v @ faraday ®
@ Import

Download URL
m Help

NOASSERTION

|+

~ Administration
Configuration Linking Priority Number of files
Organizations @ 0 Curated
Services
Users

Backend logs

[admin] G Created at:  04/16/2026 11:18:31:067

'ome( Curator

() EEE Choose project Overview  Inventory items

SBOM Mgmt

i SBOM Mgmt ReactiveX_RxSwift - eSacc1 e

Vulnerable X

1.41-75c946 (MIT) X
@ Vulnerabilities

Q Search files... AV — fem ¥+ Files# (D
B VExiisiing Inventory item  Vulnerabilities  Files  Auditnotes  Licenses  Copyrights

Show all v 1.4:175c346 (MIT] (XY
0 5 231750946 (M) 0 eac

Files +

[ software components 28.0.750946 (Apache2.0) 0 ®ac

> Filter 1

8 invenory row 34475095 (8502 Clause ANO M 0 eac

421.0-75c946 (MIT) 0 ®a¢
B Licenses Resolved 0 Aliases & Severity + Exploitability + Risk score

© Copyights ° ‘ Lo s n

1 ORTissues

U ORT Violation

@ Import

m Help

~ Administration
Configuration
Organizations
Services
Users

Backend logs

G Update vulnerabilities Create VEX

[admin] G
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'nmet Curator = Vulnerabilities

@ Dashboard

Choose project

stiveX_RxSwift - eSacc1
@ Vulnerabilities

VEX listing > Fi 5
8 Filter fows
& Projects
LI Aliases + Severity Exploitability + Riskscore < Source URL + Manuall created Lastupdate
EISs i Snpco 7, Low 05 2 alse 0471672026 103100624
& inventory . Low 0s a Fatse 0411672026 10:32:19:998
X Medium 0s 44 Fatse 04/16/2026 11:18:35:524
[ Licenses
X Medium 0s 4 Fatse 04/16/2026 11:18:45:586
© Copyrights 31072, GH Low 05 15 False 04/16/2026 11:18:48:159
1 ORTIssues

U ORT Violation
@ Import
m Help

Configuration

Organizations
Services
users

Backend logs

[admin]
'Or:cmcnmnv = Software components
& Dashboard
SBOM Mgmt Choose project
& Vuerabilities tiveX_RxSwift - eSacc1 v
[ Vexiisting
> Filter
& Projects Tows
[ software components Name ¥ Version & PURL + Licenses + Curated & License controlled by Al +
B inventory colored? 312 Dkggem/colored2@3 12 T False
el 344 phogem/remig3 4.4 I BS02Clause Faise
Licenses
Cl nap 110 Pggem/nap@1.1.0 it False
© Copyrights faradayexcon 110 phggem/faraday-excong 1.0 s Faise
N emeTs actons/checkout s PHgihubactons/actions/checkoutgd 24 %2 False
° mutipart-post 211 phg:gem/mulipartposi@2.1.1 s False
U’ ORT Violation n0_prory._fx 012 PHGGeM/00_proxy_1X0.1.2 it False
© import faraday 141 phggem/fara0ay@1.4.1 mr Faise
kramdown 231 Do gem/kramdown@23.1 mr False
D Help
ot 1131 Pggem/gii@1. 131 it Faise
& [y faraday hip<ache 220 pggem/faraday-hip cache@2.2.0 Apache20 False
faradaynet_htp 101 Dig gem/faraday-net htp@1 0.1 mr False
Coubgeration unicode-display_width 170 pkg:gem/unicode-display_width@1.7.0 T False
Organizations sanyer 082 phggem/sanyer@0 32 mr Faise
chaideplugins 092 ph.gem/claide pugins@0.9.2 it Faise
Services
cork 030 Pogem/cork@0 30 mr False
Users ehartet 180 Diggem/rchardet@1 8.0 L6PL 1ortater Faise
Packemelloge claide 103 Do gem/claide@1 03 mr False
danger 823 pggem/canger@s 2.3 Mt Faise
addressavle 280 phggem/addressabiea28.0 Apache20 False
opend 134 piggem/opend@1 34 Ruby Faise
faraday et hp_persistent 110 Dk gem/faraday-net htp_persistent@. 1.0 T False
+ Create
[admin] [£3
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4.17.4.4 Kingdfisher

https://qithub.com/onevcat/Kingfisher

Vulnerabilities: 1

'O:cm Curator = SBOM Mgmt

@ Dashboard Choose project

SBOM Mgmt

Onevcat_Kingfisher - 483094 v

& Vunerabilities

Q Search files... A Vo
[ Vexlisting

Show all v
& Projects

O Sofwerecomponems |7 *
B inventory

B Licenses

© Copyrights

1 ORTlissues

U ORT Violation

© impont

@ Help

~ Administration

Configuration
Organizations
Services
Users

Backend logs

[admin]

'Occm Curator = SBOM Mgmt

@ Dashboard

Choose project

Onevcat_Kingfisher - 483094 v

@ Vulnerabilities

Q Search files... AV
{8 Velisting

Show all v
& Projects

Files &

[ software components
[ imventory
[ Licenses

© Copyrights

1 ORTIssues
U ORT Violation
@ Import

m Help

~ Ad

istration
Configuration
Organizations
Services

Users

Backend logs

[admin] (g

Overview  Inventory items

> Copyrights (0)
~ Licenses (10)
License
BSD2Cluse
GPL20only
PL20

aby

1sc

Unkaown

08

e

Apache2.0

> Vulnerabilities (1)

Overview Inventory items

> Copyrights (0)

> Licenses (10)

~ Vulnerabilities (1)
Vulnerability &

VCIDfas24tbiz

Risk score of vulnerability +

24

Number in software components &

”

Number in software components &

LT N I O N - )

[

~ Kingfisher-master-bed703 (MIT)
002075545 (MT)
004750946 (8503 Clause)
00575946 (BSD-2Clause O
0.1.0-75c946 (MIT)
0.1.275c946 (BSD-2Clause O
01375946 (MIT)
0.1.575c946 (M)
0.11.075c546 ()
01120750946 (MIT)
0180750546 (M)
020750946 (8502 Clause A_
02.0750946 (BS0-2Clause OR .
021.0.75c946 (Apache 2.0)
03.075c946 (83D-2-Cause A
04075946 (M)
0.4175c946 ((85D2Clause A
04175946 (M)
050750346 (8802 Cluse A
06.2024010775c946 (88031
063750346 (8802 Cluse A
08.075c946 (W)
081750346 (8802 Cluse A
100750946 (W)
1.0.475c946 (M)
1.0.575c946 (1SC)
1.1.075c946 (M)
1.1.375¢946 (MIT)

lem ¥ &

~ Kingfisher masterbed703 (MIT)
0.0.2075c946 (MIT)
0.0.475c346 (BSD3 Clause)
005750946 (8502 Clause OR
0.1.075c946 (M)
0.1.275c946 ((8D:2Clause OR
0.1.375¢946 (MIT)
0.1.575c946 (M)
01107594 (M)
0112075545 (M)
01807594 (M)
02.075c546 ((830-2Clause A
02.075c946 (8502 Clause OR -
0.21.075c946 (Apache 2.)
03.075c946 (8502 Clause A
0.4.075c946 (M)
04175946 ((850-2Clause A
0.4.175c946 (MIT)
05075946 ((850-2Clause A
0.6.20240107-75946 (BSD3CL
0.6.3:75c946 (((BSD-2-Clause A.
0.5.075c946 (MIT)
0.8.1-75c946 (((BSD-2-Clause A.
1.0.075c946 (M)
1.0.475¢946 (MIT)
1.0.575c946 1C)
1.1.0.75¢946 (MIT)
113750946 (MIT)
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'Occm Curator SBOM Mgmt
() i Choose project Overview  Inventory items
i SBOM Mgmt Oneveat_Kingfisher - 483094 I
3.44-75c946 (BSD-2-Clause AND MIT)) X
& Vuherabilities
Q Search files... A VO — Item ¥+ Files# (D
[ Vexlisting Inventory item  Vulnerabilities ~ Files ~ Auditnotes Licenses  Copyrights
Show all v _ 3.4.4750946 (8502 Clause AND I 0 0s0
& Projects
Files &
[ software components
Inventory name
& inventory
3.4.4-75c946 ((BSD-2-Clause AND MIT))
B Licenses
© Copyrights
! ORTIssues Parent inventory item Software component
U ORT Violation Kingfisher-master-bed703 (MIT) v ® el (0]
© mport
load UR
o Download URL
NOASSERTION i
~ Administration
Configuration Linking Priority Number of files
Organizations e 0 Curated
Services
Users
Backend logs
[admin] [c3 Created at:  04/16/2026 11:11:04:762
'DccmCm:mr = SBOM Mgmt
() B Choose project Overview  Inventory items
Onevcat Kingfisher - 483094 anerstie %
3.44-75c946 (BSD-2-Clause AND MIT)) X
@ Vulnerabilities
. Q Search files... A Vo — em ¥ = Files# (D
[B) VEXlisting Inventory item  Vulnerabilities ~ Files ~ Auditnotes  Licenses  Copyrights
Show all v — 34475946 (BSD2Clause AND ML 0 00
& Projects
Files &
Soft '
[ Software components > Filter 1
g mventory row
[ Licenses Resolved & D s Aliases + Severity Exploitability + Risk score &
© Copyrights Iy Low 0s 24

1 ORTissues

U ORT Violation

@ Import

m Help

~ Administration
Configuration
Organizations
Services
Users

Backend logs

[admin]

G Update vulnerabilities Create VEX
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'omet Curator = Software components

@ Dashboard

Choose project
& Vulnerabilities sat_Kingfisher - 483094 ~
[ Vexlisting
> Filter Moo 0,
& Projcts Tows of
O software components Name ¥ 3 Version PURL % Licenses + Curated + License controlled by Al +
[ inventory oninspector 13 phggem/ch_inspector@1.1.3 mr False
. artactory 3017 phggem/arifactony@3.0.17 Apache2.0 False
B Licenses excon 01120 Pogem/excon@0. 1120 mr Faise
© Copyrights googleauth 12 phggem/googleauth@1. 112 Apache2.0 Faise
1 oxesaee o 335 PROEM/csI@3 L5 Ruby, BSD-2 Clause, MIT Faise
htp-cookie 108 PGgem/NIp cooKie@1.0.8 [ faise
U ORT Violation colorea 312 Dogem/colored2q3.12 [ False
© import xcodeproj 1220 pHOgem/XCodepr@127.0 mr Faise
faraday-em_synchrony 101 Dk gem/faraday-em_synchrony@1.0.1 [ Faise
e exmi 344 pogem/rexmia3 4.4 MITBSD2Clause Faise
. atomos 013 Do gem/atomos@0.1.3 [ Faise
commander 460 Do gem/commander@4 6.0 mr False
I nap 110 Pkggem/nap@1.1.0 M False
Organizations domain_name 0620240107 pHg:gem/domain_name0.6 20240107 8303 Clause, MPL2.0, BSD-2Clause Faise
J— nanaimo 040 PO gem/nanzimo@0 4.0 mr Faise
publc_suff 407 phggem/public_SUM@40.7 [ Faise
Users ‘cocoapodsplugins 100 pkg:gem/cocoapods plugins@1.0.0 T False
Backend logs systandom 105 phogen/sysrandom@1.0.5 s False
bigtecimal 410 phgem/bigecinalga 1.0 8302 Clause, Ruby False
emojregex 323 phggem/emoj_regex@3 23 mr Faise
antre 012 Do gem/abbrev@0.1 2 8302 Clause, Ruby Faise
naturaly 230 phOgem/natualy@230 [ Faise
[admin]
'o:cm Curator = Vulnerabilities

@ Dashboard
Choose project

SBOM Mgmt

:at_Kingfisher - 483094
@ Vulnerabilities

VEXlisting > Filter fow
& Projects
D Aliases Severity ¢ Exploitabiity & Risk score & Source URL + Manually created + Last update +
[ Software compenents ) Low 0s 2 Fase o8 0sto0ss
B inventory
B Licenses

© Copyrights

1 ORTIssues

U ORT Violation

@ Import

m Help

~ Administration
Configuration
Organizations
services
Users

Backend logs

[admin]
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4.17.4.5 SwiftyJSON
https://qithub.com/SwiftyJSON/SwiftyJSON

Vulnerabilities

'omu Curator

@ Dashboard
Choose project

SwiftyJSON - 6ea996

‘SBOM Mgmt

Vulnerabiliies

VEXlisting 0 Aliases ¢ severty + Explitabilty
Projects

Software components

Inventory

Licenses

[m]
B
B
©

Copyrights

ORT Issues

U oRT Violation
© import
m Help

> Administration

[curator-admin] [

'omex Curator

@ Dashboard

SBOM Mgmt

Choose project Overview

SwiftyJSON - 6ea996 ~

Inventory items
SB0M Mgmt -

checkout-4.-75c9464.".* (NOASSERTION) X
Vulnerabilities

Q search files ANV —_—

Inventory item  Vulnerabilities ~ Files

VEX lsting Audit notes  Licenses

Show all ~

B

Projects

Files +
Software companents

Inventory name

checkout-4..-75c9464.".* (NOASSERTION)

Inventory

Licenses

O ®m =m J

Copyrights

ORT Issues Parent inventory item
U AT Violation

© Import
m Help

SwiftyJSON-master-bb5245 (MIT) v

Download URL
NOASSERTION

> Administration

Linking Priority Number of fles

v 0

[curator-admin] [ Created at:  04/16/2026 10:03:49:301

Copyrights

Risk score Source URL Manually created + Lastupdate ¢

]

tem ¥ Fiest @D

v SwiftyJsONmaster b225 (MIT) cea
(XN

checkout 4. 7569464.. (NOASSERTI

Software component

@ actions/checkout 0]

Je

Curated
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4.17.4.6 Snapkit
https://qithub.com/SnapKit/SnapK:it

@ ot cumtor = Vulnerabi

@ Dashboard
Choose project

SnapKit_Snapkit - 8e6a

‘SBOM Mgmt

Vulnerabilities

Ve listing ®: Aliases + severty + Expoitabiity + Risk score ¢ Source URL ¢ Manually created ¢ Lastupdate +

a
B

Projects
Software companents
Inventory

Licenses

6o ® m

Copyrights

ORT Issues
U ORT Violation
© import

o Help

> Administration

curator-admin] B> B JSON

'ocmmram = SBOM Mgmt
@ Dashboard Choose project Overview  Inventory items
SBOM Mgmt SnapKit_SnapKit - 8e6afd v
oy SnapKit-develop-1aeb3f (MIT) X
Vulnerabltes
Q Search fles... A Voo — tem P s
Vexisting Inventory item  Vulnerabilities  Files Auditnotes  Licenses  Copyrights [ sae ]
Showall ~ — SR develop-1aehf ()
& Projects
Files ¢
[ Software components
Inventory name
B inventory §
SnapKit-develop-Taeb3f (MIT)
[ Licenses
© Ccopyrights
1 ORTissues Parent inventory em Software component
U ORT Violation v com.github.SnapKit/Snapkit
© Import
Download URL
@ Help

git#https://github. com/SnapKit/SnapKit

S

> Administration

Linking Priority Number of fles

v 0 Curated

[curator-admin) i Created at:  04/16/2026 09:57:27:200
»
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4.17.4.7 Moya

https://github.com/Moya/Moya
Vulnerabilities: 14

@ Dashboard

SBOM Mgmt

Choose project

Moya - 418d53

& Vulnerabilities
Q Search files...
[ VEXlisting

Show all v

& Projects
Bohmorrs gl
B inventory

B Licenses

© Ccopyights

1 ORTIssues

U ORT Violation

© impont

m Help

~ Administration
Configuration
Organizations
services
Users

Backend logs

[admin] G

SBOM Mgmt

'oum Curator

@ Dashboard Choose project

Moya - 418d53

SBOM Mgmt

@ Vulnerabilities

Q Search files...
[ VEXlisting

Showall v

Projects
Files &

[ Software components
[ tnventory
B Licenses

© Copyrights

1 ORTissues

U ORT Violation

© Import

@ Help

~ Administration
Configuration
Organizations
Services
Users

Backend logs

[admin] G

Overview  Inventory items

> Copyrights (0)
> Licenses (5)
~ Vulnerabilities (14)
Vulnerability &
VDSt asu9 haes
VoD-trs2a iz
VoDt yg3 020
VOID 9vcq3kw-aaak
VCID-fnw8-akjv-aaah
VD caw-citkaaas
VOID-ehdncgwe aaan
VCID-xpw5-fy7b-aaaq

VeID 6ua29nty7gq

Overview  Inventory items

205-75¢946 (MIT) X

Inventory item  Vulnerabilities ~ Files.

Inventory name

2.0,5-75c946 (MIT)
Parent inventory item

Moya-master-ea82d4 (MIT)

Download URL

NOASSERTION

Linking Priority

Created at: 04/16/2026 11:26:22:983

Risk score of vulnerability +

Audit notes ~ Licenses

Number of files

0

Number in software components &

Copyrights

0]

Curated

Software component

tzinfo

|e=

lem ¥ &

~ Moya-master-€a82d4 (MIT)
00.475c346 (8803 Clause)
005750546 ((830-2Clause A
0.1.375c546 (MIT)
0.11.0.75c946 (M)
015075946 (MIT)
03.075c54 (MIT)
0.8.0-75¢946 (MIT)
09.275c345 (MIT)
1.1.075c946 (M)
1.1.375c546 (MIT)
1.11.375c946 (MT)
1.12.075946 (M)
1.15.5750946 (85D-3 Clause A
1220750946 (M)
1.27.575c946 (M)
1.4.0.75c946 (MIT)
13.0675c946 (M)
204750946 (M)
2.0.575c946 (MIT)
207750946 (BSD-2-Clause OR _
2.3.1-75¢946 (MIT)
252750946 (M)
260750946 (MIT)
2.6.275c546 ((Ruby OR (B5D-2-
28.075946 (Apache 20)
28.3750946 (Ruby)
3.0.575c946 (MIT)

Vulnerable X

tem ¥ &

20.575c946 (W]
25275346 (M)
26275946 (Ruby OR (BSD-2-Claus..
280750946 (Apache2.0)
32.5750946 (8502 Cluse)
6.1.6.1.75c946 (MIT)

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 116

Files# (D
LN
o
LN
o
0 ®a
LK N
0 ®a
L7
oa
LN
oa
LN
0ea
®4a
LN
0ea
[N
oa
0 ®a

)
0 @4



https://github.com/Moya/Moya

EUROPEAN CYBERSECURITY

the European Union COMPETENCE CENTRE

Co-funded by '_U_' ECCCm

'OchCumm = SBOM Mgmt
@ Dashboard Choose project Overview  Inventory items + Create
Moya - 418d53 v
Vulnerable X
. 205-75c946 (MIT) X ulnerable
& Vuherabilities
Q Searchfiles... A Vo — fem ¥ Files #
[ Vexlisting Inventory item  Vulnerabilities  Files  Auditnotes Licenses  Copyrights Save
Show all v 20575946 (M) 0
L b 252750346 (M) 0
Files +
[ Software components - B 26275946 (Ruby OR (BSD-2Clas - 0
ilter
B imvemory row 26.075c346 (Agache 20)
325750946 (8302 Clause)
[ Licenses Resolved + [l Aliases & Severity + Exploitability + Risk score 6161756946 ()
© Copyights o Medum 05 4
1 ORTIssues
U ORT Violation
© Import
m Help
~ Administration
Configuration
Organizations
Services
Users
Backend logs
G Update vulnerabilities Create VEX
[admin] 3
'Dccm Curator = Vulnerabilities
@ Dashboard
Choose project
Moya - 418d53 v
@ Vulnerabilities
VEX lsting > i 1
8 Filter fows
& Projects
D Aliases Severity ¢ Exploitabiliy Risk score Source URL & Manually created & Lastupdate
[B) e ! Medum 0s s Fase 047162026 100339082
& inventory . Low 0s 2 Faise 0411672026 103100624
B , Low 0s 31 False 04/16/2026 10:3219:998
icenses
X Medium 0s 4 Faise 0411672026 10:33:48:506
© Copyrights 3 Medium 0s 4 False 04/16/2026 11:18:45:586
1 ORT Issuee ,  GMS 202361 Low 0s as False 0411672026 1126:45755
. Low 0s 31 Faise 04/16/2026 1126:46:121
U oR Vidaton oS 2023765 low 0s u e 0412028 12646475
© Import . Low 0s 34 Faise 04/16/2026 1126:49745
e , Low 0s as Faise 0411672026 1126:50063
X Low 0s 34 Faise 04/16/2026 1126:50:405
~ Administration X Low 0s as Faise 0411672026 112650758
X Medium 0s 4 Faise 0471672026 112651116
Cafivmon Low 0s as False 0411672026 1126:51:479
Organizations
Services
Users

Backend logs
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'Omet Curator = Software components

@ Dashboard

Choose project

@ Vuerabilities Moya - 418453 -
[ Vexiisting
B > Filter s
[ software components Name ¥ 3 Version & PURL & Licenses + Curated & License controlled by Al +
[ Inventory ghinspector 113 PR gem/oh_inspector@1.1.3 mr False
colorec? 312 phogem/colored2@3.1.2 mr False
B Licenses atomos 013 phogem/atomos@0 1.3 mr False
Copyrights nap 110 POEM/nap@1.1.0 mr False
| ORIssues publc_suffc 407 P gem/public_Suffx@4 0.7 [ False
cocoapods plugins 100 phg:gem/cocoapods plugins@1.0.0 [ False
U ORT Violation cocoapods trunk 160 Pkg:gem/cocoapods-Tnk@1.6.0 M False
@ import cocoapods-search 101 pKgem/cocoapods search@ 0.1 mr Faise
fuzzy.match 204 P gem/fuzzy_match@2.0.4 [ False
D Help
fourfusher 231 phogem/fourfusher@2.3.1 [ Faise
@ [ netrc 0110 PO gem/netc@0.11.0 mr Faise
algliasearch 1215 phggen/algoliasearch@1.27.5 [ False
CoskRaiy cocoapods deintegrate 105 Pk gem/cocoapods deintegiate 0.5 [ False
Organizations by macho 251 phggem/ruby-macho@2.5.1 mr False
S uby2_keywords 005 PROQE/Iuby2_keywords@0.0.5 Ruby, 85D-2-Cause False
molinlo 080 phggem/molinilo@0 8.0 [ False
Users escape 004 phOgem/escape@0 0.4 BSD3 Clause False
Backend logs cocoapodsy 120 phogem/cocoapods 1y@t 2.0 mr Faise
adtressable 280 Dk gem/addressable@2.8.0 Apache2.0 False
rouge 207 phggem/iouge@20.7 BSD2 Clause, MIT Fase
zeitwerk 260 PO gem/zeitnerk@2.6.0 mr Faise
faraday 252 phggem/taraday@2.5.2 [ False
[admin] [c3

4.17.4.8 Promisekit

https://qithub.com/mxcl/PromiseK:it
Vulnerabilities: 104

'ome( Curator = Software components
@ Dashboard
SBOM Mgmt Choose project
3 Vulnerabilities mxcl_PromiseKit - 285¢ ~
) VXisting
> Filter LU
& Projects fows of
[ software components. Name Version PURL ¢ Licenses ¢ Curated + License controled by Al
B inventory wiappy. 102 pkg:npm/wrappy@1.0.2 Isc False
decanelze 120 Plgnpm/decamelize@.20 r Faise
B (s has-flag 300 phgpM/Mas 1ag@3.00 wr False
© copyrights stipison comments 201 pkgnpm/stipison-conmentsg2.0.1 r Faise
0 amres iseagop 211 phgmpm/isexglobg2 1.1 i Faise
hasvalue 03 Dlgnpm/has alueg031 r Faise
U ORT Violation staicextend 012 phgnpm/staticextend@0.1 2 T False
© import isexendabie 101 Dlgnpmis exendable@. 0.1 r Faise
restorecusor 101 plgnpmestore cursor@1.0.1 r Faise
B gy 0 phgnpm/iobby@4 10 r Faise
© Administration serialzefovascpt 140 Dlgnpmseialze avascr@1 40 8503 Clause Faise
antescapes 200 pgnpmansescapes. 0.0 r Faise
Configuration harvaldsor 21 Dlgnpm/harvaldaor@42 1 ¢ Faise
Organizations ssi s24 Dlgnamissigs 24 ¢ Faise
) stipeot 100 phgmpmistipeol@l.00 r Faise
Services
sateregex 110 Dgnpmsae egexl.10 i Faise
Users deconpressesponse 330 kg pm/decompress fesponse@d 3.0 r False
e requie directoy 211 Plgnpmiequiedrectong2.1.1 ur Faise
escapesuingregerp 105 plgnpescape sting egexp@1.05 wr False
once 140 Dlgnpmionce@1 40 ¢ False
colorname 113 Pgnamicoornameg1.1.3 r Faise
imumunesh o1 PgmBmmumunasGO.14 r Faise
[admin] G

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 118


https://github.com/mxcl/PromiseKit

Co-funded by '_U_' ECCCm

EUROPEAN CYBERSECURITY

the European Union COMPETENCE CENTRE

Vulnerabilities

'ume\ Curator

@ Dashboard
Choose project

nxcl_PromiseKit - 2859

SBOM Mgmt

@ Vulnerabilities

[ Vexlisting > Filter PR
& Projects
[ Aliases + Severity Exploitability + Riskscore Source URL & Manuall created Lastupdate
B e oD Low 0s a1 False 041672025 100148837
@ inventory VED1V1-pwi7-3aaa GHSAECHYBAP W69, GHS 201921 Medium 0s 4 False 0411672026 113442731
B Lionses , Low 0s N False 04116/2026 102455623
. Medium 0s 4 False 04116/2026 102435760
© Copyrights VCIDwmrtgs-7az CVE2026:2391, GHSA-WTw-mjWx w883 Low 05 29 Pl False 04/16/2026 102440572
N Coe— , Low 0s a1 False 04/16/2026 10:24:46:893
) . Low 0s 37 False 0411672026 102537:021
() G VoD ghme-twavssse OVE2024.4068, GHSA 75 i Medum os s False 041672028 1027:16:404
© Import VOID-gevr8-3unt GHSA-ScsfragEmug Medium 0s 4 Fase 0411672026 102725019
e Medium 0s a4 i False 0411672026 102731:587
. Low 0s 34 False 04116/2026 10:27:49:857
e e VOID 6ma3esp akey CVE 20257783, GHSA 071007804 Medium 0s a5 Fase 0411672026 102829:426
Medium 05 4 Faise 04/16/2026 1028:56.606.
Cotoumos . Medium 0s 4 False 0411672026 1028:57:031
gani . Medium 0s 4 False 0411672026 1028:57:462
—— VoIDbse Ame21ab CVE 2025 5859, GHSAVGR2 pBN-ciw Low 0s 4 False 04116/202610:2916:649
VoD cam TSN 571t CVE2025.9268, GHSA 95m3 7498 8115 Medium 0s 15 False 0411672026 11:34:45.034
ns VOID 827t aaak CVE2022:0144, GHSA G432 6Wp6 Medium 0s 4 False 04116/2026 113917:548
Backend logs Low 0s a4 False 0411672026 113443083
VOID Ytk 533 22ad GHSA6g7 MG Y9G, GHS 202211 Medium 0s 4 False 0411672026 11:3918.008
. Medium 0s 4 False 04116/202611:3259:589
VOID-ahd-207-azem CVE2020.7660, GHSA TXCE1520-We94 Medium 0s 4 Fase 0411672026 113259241
Medium 0s 4 il False 04116/2026 113302788
VCI0-Tmih 3bax-aas) GHSA6CW 6113755, GMS 2020702 Medium 0s 4 False 0411672026 11:3322:591

- B 2 50

'Occm Curator = SBOM Mgmt

@ osiboxi Choosepojce Overview

mxcl_PromiseKit - 2859 v

> Copyrights (0)

A VD F_—
Q search files. < lenses () fem ¥ 5 Fies# @

@ Vulnerabiliies

(8] Velisting
B Show all o Leense - Number i software companents - PromiseKitmaster 890307 (WIT) (XN
= Proj 401224565 (M) 0 eac
Files ¢ BSD2.CK 8
[ Software components fause. ° 1.0.0-5taldf (MIT) LK 7N
B inventory Aristic 2.0 1 (i} ~ 1.5.040a210 (MIT) (XS
° 202542091 (W) 0ea
Unknown 2
[ Licenses 1.0.42¢688 (M) XN
© Copyrights coavan 1 [ - 1.1.3450361 (M) 0 eac
1 ORTIssues r 64 L] B on
v pregys.. (XN
U ORT Violation Unicense 2 [i] v 1213 KN
@ Import cooto 3 o (= eac
i i (XN
AfL21 1 o v 4015, (XN
~ Administration zib 1 [ ° o oa
1 0ea
Configuration . - -
v a1ge (XN
. N -
Organizations Vulnerabilities (104) ) 0 ea
Services 0ea
0
Users £
(XN
Backend logs
g > (XN
c (XN
vw (XN
(XN
v (XN
. oea
0ea
[admin] G
(XN
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‘SBOM Mgmt

-

@ Dashboard Choose project

‘mxcl_PromiseKit - 2859

SBOM Mgmt
& Vulnerabilities

Q Search files...
[ VEXlisting

Show all v
& Projects

O Softwarecomponems | *
ivertory

B Licenses

© Copyrights

1 ORTIssues

U ORT Violation

© impont

m Help

~ Administration
Configuration
Organizations
services
Users

Backend logs

[admin] G

SBOM Mgt

'nmet Curator =

@ Dashboard Choose project

SBOM Mgmt mxcl_PromiseKit - 2859

& Vulnerabilities
Q Searchfiles...

[ Vexlisting
Show all v
& Projects
Files +
[ Software components
& mventory
[ Licenses

© Copyrights

1 ORTissues

U ORT Violation

© Import

m Help

~ Administration
Configuration
Organizations
Services
Users

Backend logs

[admin] c3

Overview

> Copyrights (0)
> Licenses (14)

~ Vulneral

ies (104)
Vulnerability =
VOIDtcx3ikn-byde
VoID2wsudgazam
VEID-Ghee-1ifazae
VOID amuneahaaas
VoD ez ckptazar
VeID-zhe? 2mz-aaac
VOID 6ma3 bep-akey
[ e—"
VOID 22728t 2aad

Overview  Inventory items

40.1-2a4565 (MIT) X
AV —

Inventory item  Vulnerabilities ~ Files

Inventory name

4.0.1-224565 (MIT)

Parentinventory item

PromiseKit-master-89d907 (MIT)

Download URL

NOASSERTION
Linking Priorty
Created at: 04/16/2026 11:32:30:296

(1]

em ¥ & Files# (D
v PromiseKit-master-894907 (MIT) 0 0a
401224565 (M) 0 0s0
Risk score of vulnerability & Number in software components & o) QO
a5 1 (i} ~ 15.04da210 (MIT) 004
B B o v 2.0.2-50ae9f (MIT) LK 7Y
1.0.4ee688 (M) LN
4 4 [i] 113452361 (MIT) 000
» , ° 29240605 LY
~ pregyp06... 0 ®a
4 1 (] V1213 004
B s ° 1 0 ea0
i LY
4 ! ° < 4018 00a
4 1 () o (XN
1 (XN
“ ’ ° v 410 00a
.- . - Vo (XN
L 7Y
(XN
L 7Y
> 0®a
. LN
~ow. 0 ®a
LY
v L7
- 1ea
L 7Y
L 7Y
Vulerable X
em ¥ & Files# (D
Audit notes  Licenses  Copyrights Save

0.0.29-0e6779 (MIT)

00339479 (MT)

0.0.846a80c (MIT)

010205025 (M)

0.10.3-1301ba (MIT)

05.16e631c (W)

07.89b6ab (BSD3 Clause)
Software component 100 (5)
1.1.0-5¢9987 (MIT).
v ®  webpack @

1.1.345a36f (MIT)

<

1.1.7988807 (MIT)
014001580 (MIT)
1130381086 (M)
1.13.1:03157b (M)
12.018997 (MT)

Number of iles
1.3.430a6c8 (1S0)

0 Curated
135241419 (10)
140428093 (B5D-3Clause)
1.5.2390f (MIT)
1.6.056te7d (MIT)
183811098 (M)
1.9.23074c2 (MIT)
203832003 ((WIT OR (MIT AND Apa._
2.163:41a27 (8503 Clause)

22053619 (M)
071417610 (M)

221480766 1SC)
1.0.11-500980 (50)
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& ostvourt — Ovenvew  Inventoryitems

mxcl_Promisekit - 2859 v T .
& Vulnerabi 4.0.1-2a4565 (MIT) X
ulnerabilties
Q search files. A Vo — em ¥ & Files# (D
[ Vexlisting Inventory item Files Auditnotes Licenses Copyrights
Show all v 0029066779 (MIT)
& Projects
0.0.339475ca (M)
Files +
[ software components - 1 0.0.846a80c (MIT)
ilter
B menory row 01005025 (M)
0.10.3-1301ba (MIT)
[ Licenses Resolved & Dz Aliases ¢ Severity + Exploitability + Risk score 05.166631c (M)
© Copyrights Iy ) Lo 05 31 07.8:9eb6ib (850-3-Clause)
1 ORTIssues 1.0.1-40d084 (15C)
1.1.06c9987 (MIT)
U ORT Violation o
© Impont 107988807 (M)

m Help 01-4.0.0:158de (MIT)
1130381086 (W)

~ Administration 1.13.1:0a157b (MIT)
12.0468997 (MiT)

Configuration
1.3.4306c8 (50)

Organizations 135241419 150)

S—— 140628093 (8803 Clause)
1523901 (M

Users S
1.6.056te7d (MIT)

Backend logs 18381109 (MIT)

1.9.2:3074c2 (MIT)
2.0.38320d3 (MIT OR (MIT AND Apa_

216324127 (BSD-3 Clause)

~ 22052619 (MIT)

07 117618 o
O Update vuinerabities [ EERCR a8 v
© 22148076650

[admin] G
1.0.11-50098 (1SC)

4.17.4.9 Perfect

https://github.com/PerfectlySoft/Perfect
Vulnerabilities: 104
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Vulnerabilities

'uccm Curator

@ Dashboard
Choose project

PerfectlySoft_Perfect - +

SBOM Mgmt
B Vulnerabilities

) VEXlisting I Aliases ¢
& Projects

[ Software components

B inventory

[ Licenses

© Ccopyrights.

1 ORTissues

U ORT Violation

© import

@ Help

~ Administration

Configuration

Organizations

Services

Users

Backend logs.

[curator-admin]  [»

SBOM Mgmt

'mm Curator

@ Dashboard Choose project

B SBOM Mgmt

PerfectlySoft_Perfect - 4c8349 -

Vulnerabilities

Q Search files... A VoD
VEX listing

Showall v

|-

Projects
Files &

Software companents

Inventory

Licenses

o ®m = J

Copyrights

ORT ssues
U ORT Violation
© import
@

Help

> Administration

[curator-admin] c3

4 G >

severity ¢ Exploitability + Risk score Source URL & Manuallycreated Lastupdate ¢

Overview  Inventory items

Perfect-master-a60e65 (Apache-2.0) X

fem ¥ ¢ Fiest D
Inventory item  Vulnerabilities  Files Auditnotes  Licenses  Copyrights [ soe ]
— peicc masiraless (Apache:2.0) 104
B

Inventory name

Perfect-master-a60e65 (Apache-2.0)

Parent inventory item Software component

- com.github.PerfectlySoft/Perfect ®

Download URL

git#https://github.comPerfectlySoft/Perfect

Linking Priority Number of files

v 0 Curated

Created

04/16/2026 09:53:20:146
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https://github.com/Kitura/Kitura

'Dmelcumor = SBOM Mgmt
@ Dashboard Choose project Overview  Inventory items
£ SBOM Mgmt Kitura - 07e0ea N

& Vulnerabilities > Copyrights (0)

Q_ Search files... A VO
[ Vexlisting ~ Licenses (1)

il e License
& Projects

0 sofware componemss | Apache20

B inventory

B ticenses

© copyrights

! ORT Issues

U ORT Vioktion

e Import

m Help

v Administration
Configuration
Organizations > Vulnerabilities (0)
Services
Users.

Backend logs

[admin] G

Number in software components

1

em ¥+

Kituramaster6(6b2 (Apache-2.0)
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() ] Choose project Overview  Inventory items
Kitura - 07e0ea v

Kitura-master-d6f6b2 (Apache-2.0) X

£ Vulnerabilities
B vex

& Projects

Q Search files... A Vo - Iem ¥ 2 Files# (D

ing Inventory item  Vulnerabilities ~ Files  Audit notes Licenses  Copyrights
Show all v — Kiura master ST Apache 2.0)

[N

Files &
[ software components !
Inventory name.
@ inventory
Kitura-master-d6f6b2 (Apache-2.0)
B Licenses

© Copyrights

1 ORT Issues Parent inventory item Software component

U ORT Violation v ‘com.github.Kitura/Kitura (0]
@ Import

Download URL
0 Help

|e=

git+https://github.com/Kitura/Kitura
v Administration

Configuration Linking Pririty Number of files
Organizations. i 0 Curated
Services

Users

Backend logs

[admin] Created at:  04/16/2026 11:23:03:110

'Occm Curator = Vulnerabilities

@ Dashboard

Choose project

Kitura - 07e0ea v
& Vulnerabilities

) Vexlisting [ Alisses Severity + Exploitability + Risk score Source URL + Manually created & Lastupdate &

& Projects

[ Software components
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[ Licenses

© Copyrights
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@ Import

@ Help
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Configuration
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& inventory
B Licenses
© Copyrights
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U ORT Violation
© Import

m Help

~ Administration
Configuration
Organizations
Services

Users

Backend logs

[admin]

Software components

Choose project

Kitura - 07e0ea

> Filter
Name ¥+ Version +
com.github Kiura/Kiura master

S

ow

PURL & Licenses + Curated + License controlled by Al +

Pkggithub/Kitura/Kitragmaster Apache2.0 False

4.17.5 Go projects

4.17.5.1 errors 0.9.1
https://github.com/pkg/errors

'omex Curator

SBOM Mgmt

SBOM Mgmt emors-09.1 v
c 1 x
Vulnerabilities ! v
Q Search files... A Voo — tem ¥ Flest (D
VX isting Inventory item  Vulnerabilities  Files Audit notes  Licenses  Copyrights
Showall v e C-Usersfosoh sbeh Documents Anchre 104
Projects
Files +
[ software components fles
nventory name
B inventon
a Y C--Users-josiah.abah-D Anch ip
B Licenses (NOASSERTION)
© copyrights
! ORTIssues Parent inventory item Software component
U ORT Violation v Ci\Users\josiah.abah\Documents\Anchore\errors-0.9.1.zip ®
© import
. Download URL
NOASSERTION s
> Administration
Linking Priority Number of files
v 0 Curated
ladmin] Created at: 04/23/2026 14:3524747
4 G >
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4.17.5.2 Go_spew
https://github.com/davecgh/go-spew

'omex Curator
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Copyrights
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Choose project

davecgh_go-spew - 1.1.1 v

Q search files... A V0o
Show all ~

Files +

4 GEEEEEEENED >

Severity ¢

Overview  Inventory items

go-spew-master-0b279a (ISC) X

Inventory item  Vulnerabilities ~ Files

Inventory name

go-spew-master-0b279a (ISC)

Parent inventory item

Download URL

gitehtips:/github.com/davecgh/go-spew

Linking Priority

Created at:  04/16/2026 13:36:30:457

Exploitability

Audit notes

Number of fles

0

Risk score

Copyrights

Software component

v com.github.davecgh/go-spew

Curated

‘Source URL

Manually created ¢

|~

Lastupdate ¢

tem ¥+ Fiest @

sospenmstedharss (s0) cea
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4.17.5.3 Go-yaml-3.0.1

htt ith m ml/yvaml/tr
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SBOM Mgmt goyami -3.0.1 v
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Search files... N — tem ¥ < Flest @
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yaml-yaml-v3-8b5457 (NOASSERTION)
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© copyrights
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4.17.5.4 Modern-go-concurrent
https://github.com/modern-go/concurrent
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4.17.5.5 Modern-go-reflect2
https://github.com/modern-go/reflect2
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4.17.5.6 Pflag-1.0.5
https://github.com/spf13/pflag
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VEX listing e Aliases + Severity ¢ Exploitability + Risk score Source URL + Manuall created + Lastupdate

a
B

Projects
Software components.
Inventory.

Licenses

o ® = [

Copyrights

ORT Issues

q

ORT Violation
© import
@ Help

> Administration

{admin] B JSON

'Oocletmmlor = SBOM Mgmt
O b Choose project Overview  Inventory items
SBOM Mgmt spf13_pflag - 1.0.5 )
x &2
B Vuinerabities
Q Search file A Voo — tem g+ Y
B VExlisting Inventory item  Vulnerabilities  Files Audit notes Licenses Copyrights m
Showall < e < g mesterdccadd (5SD3 louse) PN
e TSRS schcdsidhesbibeeSBbeocs (XN
Files + B

[ Software components golan B actonteresternicseno. 104

Inventory name setupgo-4dc6199c7b1a012772edbd. ®a
B inventory

e 94 N)

B icenses
© Copyrights
! ORTissues Parent inventory item Software component
U AT Violation pflag-master-dccad9 (BSD-3-Clause) ~  ®  actions/checkout (0]
© mport

Download URL
m Help

NOASSERTION 1
> Administration

Linking priorty Number of fles

~ 0 Curated
[admin] Created at: 04/16/2026 13:52:30:553

4.17.5.7 Pmezard-go-difflib
https://qgithub.com/pmezard/go-difflib
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'Uccm Curator = SBOMMgmt

@ Dashboard Choose project Overview  Inventory items

SBOM Mgmt pmezard_go-difflib - 1.0.0 v

go-difflib-master-332f43 (NOASSERTION) X
Vulnerabiltes

Q Search fles... Avoo — tem ¢+ Flest
VEX iting inventoi® em  Vulnerabilities Files  Auditnotes  Licenses  Copyrights [ soe ]

Showall v _ oG master 32143 (NDASSERTION e

Files

Projects

Software components.
Inventory name

Inventory
go-difflib-master-332f43 (NOASSERTION)

Licenses

0w = O

Copyrights

ORT ssues Parent inventory item Software component
U ORT Violation v com.github.pmezard/go-diffib ®
© Import
@

Download URL
Help

gitthtips:/github.com/pmezard/go-diffib

|-

> Administration

Linking Priority Number of files

- 0 Curated

[curatoradmin] (> - Created at:  04/16/2026 13:33:48:200

'Omet Curator = Vunerabilties

@& pashboard
Choose project

S80M Mgt
pmezard_go-diffb - 1.
B Vulnerabilities
) Vexiisting ® Aliases ¢ Severity ¢ Explitabilty + Risk score ¢ Source URL ¢ Manually created ¢ Last upcate
Projects
Software components

Licenses

a
B inventory
B
©

Copyrights

ORTIssties
U ORT Violation
© Import
m Help

> Administration

ouratoradmin] B> B JSoN

4.17.5.8 Stretchr_testify
https://github.com/stretchr/testify
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'omm Curator = SBOM Mgmt

Q= Choose project

SBOM Mgmt stretchr_testify - 1.10.0 v

Vunerabiltes
Q Searchfiles... A Voo
Vexlisting
Show all ~

Projects
Files +

Software components.

Inventory.

Licenses

a
B
B
©

Copyrights

ORT Issues

U ORT violation

© import

[admin] [cd

'Ocn:lel Curator

@ Dashboard

Vulnerabilities

Choose project
SBOM Mgmt

stretchr_testify - 1.10.

Vulnerabiliies

5]

VEX lsting [ Aliases +

Projects
Software components
Inventory

Licenses

0 ® =m0

Copyrights

ORT Issues
0 oRT Violation
© import
@ Help

> Ad

[admin] [t

Overview  Inventory items

action-gh-release-

75c9462.%* (NOASSERTION) X

Inventory item  Vulnerabilities  Files  Audit notes

Inventory name

jh-release-2..-75c9462.".*

Parent inventory item

testify-master-038a44 (MIT)

Download URL
NOASSERTION

Linking priority

v 0

Created at:  04/16/2026 13:53:26:288

Severity ¢ Exploitability

Number of fles

Licenses  Copyrights

Software component

vy 0

softprops/action-gh-release

Curated

Risk score ¢ Source URL +

Manually created ¢

fem ¥ Fiest @
© testtymaste 36044 (uT) o ea
ccionghidesse2 T2 (NO. 0 @A
checout. 75Co465 .+ (NOASSERTL oa
ez gogen0.0.0 2016012522123 oa
oix0.5275c546 (W) 104
seupoos TRSHEEAH NOASERTL. 0 @A
yaml.v3-3.0.1-75c946 (Apache-2.0) (7Y

Lastupdate ¢
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4.17.5.9 Text-0.21.0

https://cs.opensource.google/go/x/text

'omex Curator

= SBOMMgmt

® oastious Chose poject Overview  Inventorytems
S3OM Mgmt gotext-0.21.0 2
¢ . ' archiv 210gomod X golingorg x
Vulnerabilities
Q search fles... Ao — pr—— [
VEXlisting Inventory item  Vulnerabilities  Files  Audit notes Licenses  Copyrights m
Show all v — C:AUsers\osish.abah\ AppData\Local\Tem. 104
Eety v C-Usersjosish.sbah-Documents-Anchore-1. 0®a
[ software components | ** * ol olan o xmod Sef6046T0. 104
R Inventory name ot 0 @A
‘module-golang.org-x-mod-5ef6046c70b2c760v0.17.0 (NOASSERTION) ‘module golang.org-x-tools-aBasf06ds. X 7N
) Licenses
© Copyrights
1 oRrissues Parent inventory tem sftwarecampnent
U ORT Violation josiah.abah h .21.0.2ip 10112~ @  golang.org/x/mod [0}
© import
- p—
NOASSERTION 1
Linking Priority Number of files
v [] Curated
(admin} Created at: 04/23/2026 14:35:00:185
'Ocmelmmlor = Vunerabilties
@ Dashboard
Choose prject
-
gotext-0.21.0 -
8 Vulnerabilities
@ Velisting D+ Aliases ¢ severity ¢ Exploitability + Risk score ¢ Source URL + Manually reated Last update
& Projects

[ Software components
Inventory

B Licenses

© copyrights

1 ORTissues

U ORT Violation

© mport

@ Help

> Administration

[admin] [t
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4.17.5.10 Yaml-2.4.0

https://qithub.com/go-yaml/yaml

'omex Curator

@ Dashboard

SBOM Mgmt

Vulnerabilities

= P

VEX listing

[

Projects
Software companents
Inventory

Licenses

O ®m = J

Copyrights

ORT Issues
U ORT Violation
© Import
m Help

> Administration

[admin]

'omet Curator

@ Dashboard

SBOM Mgmt
Vulnerabiliies

VEX listing

|-

Projects

o

Software components

=

Inventory

Licenses

(o)

Copyrights

ORT Issues
U ORT Vilation
© Import
@ Help

> Administration

[admin] e

= SBOMMgmt

Choose project

go-yaml_yam - 2.4.0 v
Q search files... A Voo
Show all v

Files ¢

> youl

Vulnerabilities

Choose project

goyamlyaml-2.40

D+ Aliases ¢

Overview  Inventory items

yaml-yami-v3-8b5457 (NOASSERTION) X
Audit notes

Inventory item  Vulnerabilities ~ Files Licenses

Inventory name

yaml-yaml-v3-8b5457 (NOASSERTION)

Parent inventory item

Download URL
git+https:/github.com/go-yaml/yam!
Linking Priority Number of fles
- [] Curated

Created at:  04/16/2026 13:

Severity ¢ Exploitabilty +

Copyrights

Software component

com.github.go-yaml/yaml

Risk score ¢

Source URL

Je

Manually created +

fem ¥ ¢ Fiest (D

yamhyam+3 8bs457 (NOASSERTION) e

Lastupdate
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4.17.6 Ruby Projects

4 .17.6.1 Rails
https://qithub.com/rails/rails

'OccmCuumr = Software components
@ Dashboard
: SBOM Mgmt Choose project
@ Vulnerabilities Rails - 407952 v
listing
0 verte > Filter Moo 1
& Projects Tows of
[ software components Name ¥ 3 Version & PURL & Licenses + Curated & License controlled by Al 3
B inventory destroy 120 PgnPTdestioy@1.20 Mt Faise
onacetubts a2n PgnpMgracetub15@4 211 s Fatse
B Lcenses has g 00 PgnpTNas Tag@4.0.0 mr Faise
© Copyrights oidentfer 101 PhgnpTtoidentfr@1.0.1 Mt Faise
0 G setprotoiypeof 120 PgnpTYSetpototypeof@l 20 s Faise
debug 134 PGNP Cebug@A 34 it Faise
U 0RT Violation wiappy 102 DgnpmIwrapDy@1.02 s Faise
© import comnect 370 PG PM/coMect@3.7.0 Mt Faise
colorconvert 193 phgnpmcolorconvert@ 9.3 it Faise
By 6= getcaller i 205 PHgnpTgetcaller f1eg2.0.5 s Faise
0 [y rangeparser 121 phgnpm/range parser@1 2.1 [ Faise
escapeiml 103 prgnpm/escape nmi@1 03 Mt Faise
Configuration suipansi 601 PHGAOMStipans@6.0.1 it False
Organizations dept 200 PgTpT/Cepd@20.0 Mt Faise
— has g 300 kg Pm/as 1ag@3.0.0 it Faise
encodeurt 102 Pgnpmencodeuri@ 0.2 mr Faise
Users isexgiob 211 PgnpTIis exgiob@2.1.1 mr Faise
Backend logs minimist 128 pgnpm/minimisi@ 28 [ Faise
universaiy 012 Pgnpmuniversalty@0.1.2 [ Faise
eetist 1 Pgnpmee frsi@n.1.1 [ Faise
oninished 230 PgnpT/On-inished@23.0 mr Faise
unpipe 100 PgnpM/unpipe@1 0.0 mr Faise
[admin]
'occtet Curator Vulnerabilities
@ Dashboard
Choose project
Rails - 4c0f7952| ~
& Vuherabilities
B Vexlisting > Filter 2
& Projects
D Aliases Severity & Exploitabiliy Risk score + Source URL Manually created Lastupdate +
B ShimoenEs VoD-ekibtelgasas CVE2021.3807, GHSA 9308 9a69-wamw Medium 05 4 faise 0471612026 100314510
& inventory 3 Low 05 14 Faise 04116/2026 102455623
B Uoanses Megium 05 4 Faise 04/16/2026 102439760
Medium 05 4 False 04/16/2026 102440159
© copyrights eID-mrtgs-7az (CVE20262391, GHSAWTfw-miwx w383 Low 05 29 False 04/16/2026 10:24:40572
0 G 3 Low 05 31 False 04/16/2026 102446853
) Low 05 31 Faise 0411672026 10:2508:481
) G ! Low 05 u Flse o4/t2028 10250892
© Import Low 05 14 Fase 04716/2026 10:2509235
e VOIDcusbcytheuhg GHSAQIIGWBIM-9T6Y Low 05 a1 Faise 04116/206 102509626
X Low 05 31 Faise 0411672026 102510022
~ Administrati . Low 05 a1 Faise 04/16/206 102510388
3 Low 05 37 False 04/16/202610:2537:021
Configuration VOID-1rkkcxpb-aaac CVE2022:0613, GHSA-GCVB g 25%6. Megium 05 4 Faise 04116/2026 102543723
Organizations VOID 9602 81e8 2aan CVE2022:1233, GHSA-QS94mBVa 0v9h Medium 05 4 False 04/16/2026 102544103
- VCID-baiyeTs aaar CVE2071:3647, GHSA 890V hBwT Low 05 31 Faise 041167206 10:25:44:489
X Medium 05 4 False 04/16/202610:25448%
= X Medium 05 4 Faise 04116/206 10:25:45327
Backend logs VOID19uv 86k 223 CVE2022:1243, GHSA 31821 pAr3 Medium 05 4 Faise 04116/2026 102545659
Low 05 31 Faise 04/16/2026 10:25:46:027
VoD waetn6xdaaaq CVE2022.0868, GHSA 8h21 Tjca Tmam Megium 05 4 Faise 04116/2026 102546477

{admin] S [ JsoN
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'o-:cm Curator = SBOM Mgmt

& ostoout Chooserfect Overview  Inventory kems

Rails - 4c0f7952 v

> Copyrights (0)

Q Search files... A VD « Licenses (23) tem ¥ Files# ()

B Vulnerabilities

VEX listing
) G Sz el b License + Number in software components & v i main 761619 (MT) 00
002075346 (M) ‘e
[ Software components Files = BsD2Clause @ (] 0.0.575c946 ((BSD-2-Clause OR _ X
B ventory GPL3Darater 1 [y 01.075¢345 (M) ve
0.1.0-75c946 (Unlicense) ‘e
By coanesan ! ° 01.16:75346 (M) LN
© Copyrights OFLL1 2 o 0.12.0:75c946 (MIT) (XN
1 ORTissues LoeL210ny 1 o 016117 04T oo
0.19.0.75c946 (Apache-2.0) (XN
' ORT Violation AFL30 1 [i] 0.2.0:75¢946 (((BSD-2-Clause A. YN
@ Import f— B o 02075946 (MIT)
0227546 (Apache20)
el i 53 L] 02.27:75c946 (MIT)
v Administration Unlicense 9 Iy 025756546 ((MIT AND Apache .
Configuration P . - CECIL)
03075346 (88D 2ause A
Organizations > Vulnerabilities (21) O )
Services 04175346 (B5D2.Clause OR -
sers 04275946 ((B5D-2-Clause OR _
0437546 (8302 Cause A
EEETnT: 046750946 (MIT)
0567546 (M) 0o
06175946 (((BSD-2-Crause A_ e
06.1-75c946 ((85D-3 Clause AN (XN
0.6.275c946 (((BSD-2-Clause A_ e
09.175¢46 (M) 0 oa
) 10075346 (MIT) 0 @A
[admin]
103756546 (B502Clause A 0 oa
'o-:cm Curator = SBOM Mgmt
() i Choose project Overview  Inventory items
; SBOM Mgmt Rails - 4c077952 v -
B Vulnerabiities > Copyrights (0)
- Q search files... ANVE o enses 23) flest @
& Projects Showall e v Vulnerabilities (21) ~ railsmain761819 (MIT) e
- 002075346 (M) ‘e
O] sofvvarscomponers | ¢ Vnerability + Risk score of vulnerabilty & Number in software components & e (T
B nventory VOIDKTSh g 339 4 1 [y 01.075¢546 (W)
0.1.075¢946 (Unlicense)
Bl VeD-extvchgnazam 4 1 [ srrerssts s
© Copyrights VeID-eaam Tr55-43ev 37 1 i) 0.12.075c946 (M) 0 ea
1 ORTIssues VCDwzetnrdaaa 4 1 o 016.11:75c546 (M) °e
0.19.075c946 (Apache-2.0) 004
() G VOIDSap 774 4 ! o 020750346 (8802 Clause A 0o
© mpon PES— . \ ° o2075cs4s
e : ‘ o ssmiomin
~ Administration VoDcusbeyihesng 3. Y P 02575346 (M AND Apsche
) 02675945 (U
Configuration VeiD1Ga239302ah 3 1 o
03075946 (((BSD2Clause A_
Organizations e o N - 0.3.0-75c946 (NOASSERTION)
Services 0.4.1-75c946 ((BSD-2-Clause OR .
Jears 04275946 (BSD2Clause OR
04375946 (((BSD-2Clause A_
Beckendloos 04675945 (M)
05675346 (MIT)
06175346 (8502 Clause A
06175946 ((BSD-3 Clause AN_
06275346 (8502 Clause A
08.1-75¢346 (MIT) (XN
— o 1.0075¢546 (U (XN
1.0.375¢946 (((BSD2-Clause A (XN
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'Ocmwuram = SBOM Mgmt
@ oxtboxd Chooseproec Ovenvew  Inventory items
SBOM Mgmt Rails - 4c07952 v P
1.17.1-94fad0 (MIT) X
& Vulnerabilities
. Q Search files... A VO — tem ¥+ Files# (D
[ Vexlisting Inventory item  Vulnerabilities  Files ~ Audit notes  Licenses  Copyrights m
Show all v _ 023171123 (M) 0 ea0
B3 =0 1.17.1-94fad0 (MIT) 1 40
Files +
[ software components 20500450 (MIT) )
Inventory name
0 Cry > 288058839 (Apache20) 0 es0
1.17.1-94fad0 (MIT) 302:8425% (M) 0 ea0
B == 4.17.21-00091 ((MIT AND CGO-1.0) 0 ea0
© Copyrights 6.11.0-6a9449 (88D-3-Clause) 0 ®a0
6.12.6746ce3 (MIT) 0 040
! ORTIssues Parent inventory item Software component
Javascript4.0.0-1bbbct (88D-3 Cause) )
) ORT Violation socket-2.0.0-bb47c2 (MIT) v 0] urijs 0] {ediecis 1152233362 (IT) 0 oso
@ Import egex5.0.1-c03931 (MIT) 0 00
Download URL
(@D Help
NOASSERTION
v Administration
Configuration Linking Priority Number of fles
Organizations B 0 Curated
Services
Users
Backend logs
[admin] e Created at: 04/16/2026 10:23:
'O:cm Curator SBOM Mgmt
@ ouibox Choose proec Ovenvew  Inventory items
i SBOM Mgmt Rails - 4c07952 v
Inerable X
1.17.1-94fad0 (MIT) X Vulnerable
& Vuherabilities
Q Search files... Avo — fem ¢ - Fies#
[ Vexlisting Inventory item Files Auditnotes Licenses Copyrights
Show all v 023171123 (M) 0 ea0
& Projects . 1.17.1-94fad0 (MIT)
Files &
[ Software components - 3 2.0.5c00454 (MIT)
ilter
B entory rows > 2.80.0:58839 (Apache20)
3.0.2842536 (MIT)
[ Licenses Resolved + LI Aliases ¢ Severity + Exploitability & Risk score 41721516091 ((MIT AND CCO-1.0)
© Copyrights Iy Low 05 31 6.11.0-29449 (BSD-3-Clause)
1 onT sswee 6126746023 (MT)
(i} VCID-t9uv-86mk-azaa (CVE2022-1243, GHSA 318211 p4r3 Medium 0s 4 Jovascript4.0.0-1bbbe (BSD-3 Clause)
' ORT Violation
redirects 1.15.2.2333¢ (MIT)
[ VeIDbatjeTsaar CVE2021:3647, GHSA890v-hBwtcg8r Low 0s a
@ Import fegex:5.0.1c03931 (MIT)
(0 Help (i} VCID-wzet-hbxd-aaaq (CVE-2022-0868, GHSA-Sh21 7jcd-7m3m Medium 05 4
 Administration () VOID-1kkcxpb-aaac CVE2022.0613, GHSAGEVBghAT 2516 Medium 0s 4
Configuration o VD rek CVE2022.1233, GHSA QSO MBNG 9 Vedum 05 B
Organizations.
[ , Medium 0s 4
Services
[ , Medum 0s 4
Users

Backend logs

‘G Update vulnerabilities Create VEX

[admin]

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 137



Co-funded by '_U_' ECCCm

EUROPEAN CYBERSECURITY

the European Union COMPETENCE CENTRE

4.17.6.2 Nokogiri

https://qgithub.com/sparklemotion/nokogqiri
'Ocmmnmor

@ Dashboard

Vulnerabilities

Choose project

SBOM Mgmt

stion_Nokogiri - 391244 ~
& Vunerablities
[ Vexlisting > 4
Filter Tows
& Projects
[ Aliases + Severity Exploitability + Riskscore Source URL & Manually created Lastupdate
(B ST ! Medum 0s 4 false 041672025 105542887
& inventory Low 0s 32 False 04716/2026 10:5543251
B VO goww 143330 CVE2017:5946, GHSAGoqa Wegr1Si9 Medium 0s 45 Faise 04/16/2026 105543674
icenses
VCID-yns n8ti-zazd GHSA 305790 T2 Medium 0s s False 04716/2026 10:5544:107

© Copyrights

1 ORTIissues

U ORT Violation

@ Import

m Help

~ Administration
Configuration
Organizations
Services
Users

Backend logs

- B 2 son

'Ocr.m Curator = Software components

@ Dashboard

Choose project

& Vulnerabilities ition_Nokogiri - 391244 ~
{8 Velisting
& Projects 7 fier fows
[ software components Name ¥ 3 Version ¢ PURL & Licenses ¢ Curated & License controlled by Al +
B inventory nby/setupudy 1o PG githubactons/uby/seupTUbY@ 524524 Faise
actions/checkout [ PR githubactons/actions/checkout@6 524,424 Faise
B Liosnses Tuby/selup by phgs [ PHGQihubaCtons/1Uby/SEUUDTUDY PHOSE1 20524 Faise
© Copyrights rubocop-packaging 060 phggem/ubocop packaging@0.6.0 Mt Faise
0 Coi e 1330 Do ge/iake@!33.0 Unknown, MIT False
minitest mock 5270 Dkg gem/minitestmockgs 27.0 Mt Faise
W i reical 108 Prggem/rexcale1 0.8 L6pL2 1 only Fase
© import ruby_memcheck 301 kg gem/ruby_memcheckg3.0.1 mr Fatse
standarg 1500 Pkggem/standard@1.50.0 Mt Faise
m Help
fubocop-miitest 0382 pg gem/rubocop minitest@0 38.2 mr Faise
© o by 310 Dkggem/rbyzip Faise
fake compler dock [RIR) Py gem/rake-compilerdock@1 1.1 mr Faise
Couiuration minitest paralel_fork 211 ‘phg:gem/minitest-paralel_fork@2.1.1 mr False
Organizations rubocopake 071 Pkggem/rubocop-ake@0.7.1 Mt Faise
ake compiler 131 Dhg gem/rake compier@1 3.1 mr Faise
Services
minitest 601 pkggem/minitest@s 0.1 Mt Faise
Users simplecov 0220 PHggem/Simplecou@0.22.0 mr Faise
Backend logs mini_porte2 282 Dkggem/mini_porte2 Faise
ace 14 prggem/race Faise
nbysetupaudy Faise
actons/cache an PG githubactons/actions/cache@ 324 %24 Faise
vmactions/freebsdvm 10y Dkggithubactions ymactions/freebst-Am@1. K24 524 Faise
[admin]
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'Occm Curator = SBOM Mgmt

@ Dashboard

Choose project

Spraklemotion_Nokogiri - 391244 ~
& Vunerabilities

Q Search files... A Vo
[ Velisting

Show all v
& Projects

Files &

[ Software components
{§ mmventory
B Licenses
© Copyrights
1 ORTIssues
0 ORT Violation

© Import

m Help

~ Administration
Configuration
Organizations
Services
Users

Backend logs

[admin] G

'ome( Curator = SBOM Mgmt

@ Dashboard Choose project

Spraklemotion_Nokogiri - 391244 ~

SBOM Mgmt

@ Vulnerabiliies

Q Search files... A Vo
e Show all v
& Projects
0 software componemss | *
& mventory
[ Licenses

© Copyrights

1 ORTissues
U ORT Violation
@ Import

m Help

Configuration

Organizations
Services
users

Backend logs

[admin] c3

Overview  Inventory items

> Copyrights (0)
~ Licenses (3)
License

wr

L6°L2.1only

Unknown

> Vulnerabilities (4)

Overview  Inventory items

> Copyrights (0)

> Licenses (3)

Vv Vulnerabilities (4)
Vulnerability ¢
VOID-17wuTatc azae
VCIDa81mup?-aaas
VCIDgowww14-azad

VeIDynSn8t1-aaad

Risk score of vulnerability &

Number in software components &

13

Number in software components &

1

[ B I

em ¥ &

~ nokogitmain b60e39 (MIT)
022075946 (M)
1.0.875c946 (LGPL:2.1-0nly)
1.50.0:75¢946 (M)
13.3.0-75946 (MIT AND Licens
3.0.175c346 (MIT)
6.0.175c946 (MIT)
75c346-> 1.4 (NOASSERTION)
75c346->2.8.2 (NOASSERTION)
75c946->3.1.0 (NOASSERTION)
buipush-action7.75c9467._
cached. 75c9464.4* (NOASSE
checkouts.75c9466..* (NOAS..
compiler-1.3.1-75c946 (MIT)
‘compiler-dock-1.11.1-75c946 (M_
download-arifact3. 75c9468.*
freebsm-1.75c9461..* (NO_
instalnixacton 31, -75c94631._.
login acton 4. 75cH464.4.* (NO_.
miritest0.38.2:75c946 (MIT)
Mock§.27.0-75c946 (MIT)
packaging-0.6.0-75c346 (MIT)
paralefork2.1.1-75c346 (MIT)
ake 0.7.1-75c946 (MIT)
Setupbulxaction4. 75c9464.
Setupiavas.75c3465.4* (NOA_
SENUpUDY-1. 75C9461.4 (NOA.
Setup by 3e3ba032a0222228

em ¥

~ nokogir-main-b6be3s (MIT)
0.22.0-75c946 (MIT)
1.0.875c946 (L6PL2.1-0nh)
1.50.075c946 (MIT)
13.3.075046 (MIT AND Licens..
3.0.1-75c946 (MIT)
6.0.175c946 (M)
75c946-> 1.4 (NOASSERTION)
75c546-> 282 (NOASSERTION)
75c946->3.1.0 (NOASSERTION)
buld pushacton 7. 75c9467.%
cached. 7509464+ * (NOASSE .
Checkout..75c9466.4+ (NOAS..
compier1.3.1-75¢946 (MIT)
compier dock-1.11.1-75c346 (M.
dowTioad artfact 8. T5c468 ..
freebsdm-1.75c3461.%. (NO.
install i acton 31, 75c94631._.
login-action-4.-75c9464:.* (NO,
minitest0.38.275c346 (W)
M0ck:5.27.075¢946 (MIT)
packaging0.6.075c346 (MT)
paralelork2.1.175c946 (MIT)
12Ke0.7175¢946 (MIT)
setupuilaction-4. 75c9464
Setupjave5. 75094654 * (NOA_
SetUpUby-1. 75C9461.4.* (NOA
Setup ruby-d3e3bd03220222228
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0ea
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0ea
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0 ®a
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0®a
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004
XN
0 @4
XN

Files# (D
LN
0ea
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0ea
LN
0 ea
0ea
LN
0ea
0 0s0
LICIN
0®a
0ea
LN
0ea
LN
0ea
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LN
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'Occm Curator = SBOM Mgmt

@ Dashboard

Choose project

Spraklemotion_Nokogiri - 391244

@ Vulnerabilities

Q Searchfiles. A Vo

[ Vexlisting
" Show all -

& Projects
1 software componenss | ¢
8 Inventory
B Licenses
© Copyrights
1 ORTissues
0 ORT Violation
© Import
m Help
~ Administration

Configuration

Organizations

Services

Users

Backend logs

[admin] g

'Ocmt Curator = SBOM Mgmt

@ Dashboard Choose project

SBOM Mgmt Spraklemotion_Nokogiri - 391244 ~

@ Vulnerabilities

Q Search files... A VO
[ Vexlisting

Show all v
& Projects

Files &

[ Software components
[ inventory
B icenses

© Copyrights

1 ORTissues

U ORT Violation

© Import

@ Help

~ Administration
Configuration
Organizations
services
Users

Backend logs

[admin] G

Overview  Inventory items

75c946~> 3.1.0 (NOASSERTION) X

Inventory item  Vulnerabilities  Files  Audit notes  Licenses  Copyrights

Inventory name

75c946~> 3.1.0 (NOASSERTION)

Parentinventory item

nokogiri-main-b6be39 (MIT) v ©  nbyip

Download URL
NOASSERTION
Linking priority Number of files

v 0 Curated

Created at:  04/16/2026 10:55:35:256

Overview  Inventory items

75c946~> 3.1.0 (NOASSERTION)

x

Vulnerabilities ~ Files ~ Audit notes

Inventory item Licenses ~ Copyrights

> Filter
Resalved < [ Aliases +
[ CVE2017-5946,
[ VCIDynSa811 aaad GHSA35G 7902
L]
L]

G Update vulnerabilities Create VEX

Software component

Severity ¢
Medum

Medum

Megium

Exploitabiity +

Vulnerable X

em ¥+ Files#

Save

75c946~> 3.0 (NOASSERTION) 0

|e=

wex [l
lem ¥+ Files# (D
Save
750946~ 3.1.0 (NOASSERTION)

0

4
rows

Risk score ¢

45

a4

32

45

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 140



Co-funded by '_L'J_' ECCCm

EUROPEAN CYBERSECURITY

the European Union COMPETENCE CENTRE

4.17.6.3 Ruby/JSON
https://qithub.com/ruby/json

'umel Curator = Software components
& Dashboard
g SBOM Mgmt Choose project
@ Vulnerabilities Ruby_Json - 3946e5 v
[ Vexlisting -
> Filter
& Projects Tows
[ Software components Name ¥ ¢ Version ¢ PURL ¢ Licenses + Curated & License controlled by Al
B inventory actions/checkout 2 PR githubactions/actions/checkoul@6. 524 %24 Faise
uby/setupuby plgs PHGhubaCtionSruby/Setupuby-PhOSE1 X2A%24 Faise
[ Licenses
benchmarkips phggem/benchmarkips Faise
© Copyrights rapidson phggem/tapidison Faise
o power_assert phggem/power_assert Faise
) nettp =0 phggem/nethitp Faise
U ORT Violation rake compiler 20 phg gem/rake-compiler Faise
© import testanit =0 progem/testunit Faise
testunitruby-core >0 pHggem/testunitauby core False
@ Help
uby/actions/github/worklows/uby_versionsyml  master pHgithubactions/ruby/actons/ gthub/workfowsru. Faise
& [P convictionalftigger workflow-and-wait 165 pHggithubactions/convictonal/igger workfow .. Faise
actions/create-github-appoken 3 PR gthubactions/actions/create gthub appoken@3. Faise
Configuration ‘com.github.ruby/json master PRggithub/ruby/json@master False
Organizations
Services
Users
Backend logs
+ Create
[admin]
'Occm Curator Vulnerabilities
& Dashboard
. Choose project
SBOM Mgmt
Ruby_Json - 3946e5
& Vuherabilities
[ Vexlisting LI Aliases & Severity + Exploitability + Risk score Source URL + Manually created + Lastupdate <

& Projects

[ Software components

& imventory

[ Licenses

© Copyrighs

1 ORTIssues

U ORT Violation

© Import

@ Help

~ Administration
Configuration
Organizations
Services
Users

Backend logs

[admin]
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SBOM Mgmt

@ Dashboard Choose project

SBOM Mgmt Ruby_Json - 3946e5

& Vulnerabilties

Q Search files...
VEX listing

Show all v

& Projects

11 sofware compnents. | ¥

& mventory

[ Licenses

© Copyrights

1 ORTIssues

U ORT Violation

© Import

m Help

~ Administration
Configuration
Organizations
services
Users

Backend logs

[admin]

'Occtet Curator = SBOM Mgmt

@ Dashboard

Choose project

Ruby_Json - 3946e5

8 Vulnerabilities
Q Search files...
[ VEXI

) Show all v
& Projects

[0 Software components bl

& inventory

B Licenses

© Copyrights
1 ORTIssues
U ORT Violation
@ Import

m Help

~ Ad

istration
Configuration
Organizations
Services

Users

Backend logs

[admin] G

Overview

> Copyrights (0)
> Licenses (0)

> Vulnerabilites (0)

Overview  Inventory items

75c946>= 0 (NOASSERTION) X

Inventory item  Vulnerabilities ~ Files

Inventory name

75c946>= 0 (NOASSERTION)

Parent inventory item

json-master-3fef18 (NOASSERTION)

Download URL
NOASSERTION

Linking Priority

Created at:  04/16/2026 10:45:00:156

Audit notes  Licenses  Copyrights

Software component

v @  rapidison

Number of files

0 Curated

Save

em ¥ &

v ison-master 3fef18 (NOASSERTION)
75c946< 3.0.0 (NOASSERTION)
750946>= 0 (NOASSERTION)
checkout.75¢9466.4. (NOAS.
‘compiler75c946>= 0 (NOASSER..
create.github-appoken-3.75c3.
Hi1p75c946>= 0 (NOASSERTION)
p575¢946>= 0 (NOASSERTION)
rubyversions ymi-master-75¢346._
SelpTuby-phgs 1. 7594614+
rigger-workfow-and wait1.6.5-_
UNit756946>= 0 (NOASSERTION)

unit by core 75co46>= 0 (NOA—

lem ¥ &

iSO master3fef13 (NOASSERTION)
75946+ 3.0.0 (NOASSERTION)
75c346>= 0 (NOASSERTION)
checkout6.-75c9466.4.* (NOAS..
‘compiler-75c946>= 0 (NOASSER..
create gihub-app-tken-3.7509
h1p75c946>= 0 (NOASSERTION)
i9s75c346>= 0 (NOASSERTION)
fubyversions ymbmaster 75¢346 .
SEtUpTUbY-gS 1. 75C9461 4+
rigger workflow angwat-1.6.5-_
UNiE75c946>= 0 (NOASSERTION)
unituby-Core 75c946>= 0 (NOA.
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4.17.6.4 Httparty
https://qithub.com/inunemaker/httparty

& O [ O localhost:3090/boc/audit-vi

SBOM Mgmt

@ 8 AW O o=

Choose project Overview
inunemaker_httparty - 383521 v
> Copyrights (0)
A Voo - . " .
Q_ Search files. « Licenses (3) Item ¥+ Files# (D)
Show all e License + Number in software components & e Ss1 7 (A7) 0L
1.2.0 2750946 (Rudy ORGPL2 0o 000
Files =
ur ! ° 75c045-> 2.3 (NOASSERTION) ‘e
Ruty f ) 75¢946> 3.4 (NOASSERTION) (YN
75946>= 0 (NOASSERTION) 0ea
GPL2Oonly ! o 75c946>= 0.5.2 (NOASSERTION) LN 1}
75¢946>= 1.0 (NOASSERTION) e

bundier-75c346>= 0 (NOASSERTION)
checkout4. 75c9464.1* (NOASSERTIO.
15pec75c346>= 0 (NOASSERTION)

Selup1uby-1.75c9461.4.* (NOASSERTI

> Vulnerabilties (0)

@ B A CEM 0y crat

& C | @ localhost8090/boc/vulnerabilities

= Vulnerabil

Choose project
jnunemaker_httparty
> Filter 2
Tows
D s Aliases 2 Severity + Exploitability + Risk score & Source URL & Manually created Last update +
VeDsiftdcmuasse CVE20076612, GHSAMTISA2A9M Medum 05 s o Faise 0471572026 154707013
VOID61-Tor-aaaf CVEZ0130175, GHSApehc 9451.53mS, OSV-69148 Wedium 05 4 i public vuersblecodeifvunerabiies VCID6/1 76 aat False 0471572026 154708239
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€& G (O localhost:8090/boc/software-components @ B Ay

Software components

Choose project

jnunemaker_httparty - ¢

> Filter n
fows

Name ¥ 2 Version # PURL + Licenses + Curated License controlled by Al

pry >0 pkg:gem/pry False

quardispec 0 kg gem/guardspec Faise

quardbunder =0 kg gem/guard bunder Faise

rspec 34 plagemispec Faise

cucumber 23 kg gem/cucumber Faise

mongel 12002 kg gem/mongrelg 20.pre2 Ruby, GPL2 Oanly Faise

it i 052 kg gem/mult_xml. Faise

i mime 100 kg gem/min mime Faise

actons/checkout an kg githubactons/actions/checkouigd 524524 False

byisetpruby T Pggitubacionsuby/sep bY@ 524 524 Faise

com gt nunemsier/hpary man kg gt nunemaker/hpary@main r Faise

€& C (@ localhost:8090/boc/inventory-items @ B A ) ¢= (Anmelden 0y chat
= Inventory
Choose project

jnunemaker_httparty - ¢ v

> Filter s
Inventory name ¥ & Software component & Size ¥ ¢ Linking ¥ = Curated F &
bundler-75c946>= 0 (NOASSERTION) ‘guard-bundler 0 False

75c946~> 3.4 (NOASSERTION) Tspec 0 False

75c46-> 23 (NOASSERTION) cucumber 0 False
rspec-75c946>= 0 (NOASSERTION) guard-rspec. 0 False
1.2.0.pre2-75¢946 ((Ruby OR GPL-2.0-0nly)) ‘mongrel 0 False

75c946>= 0.5.2 (NOASSERTION) ‘muiti_xm| 0 False

75¢946>= 100 (NOASSERTION) mininime 0 False
checkout4..75¢9464.4.* (NOASSERTION) actions/checkout 0 False
Setupuby-1.75c9461.+.* (NOASSERTION) rubysetup-ruby 0 False
hepartymain 891710 (M) com.ithubinunemake/hiary 0 false

75c946>= 0 (NOASSERTION) ory 0 False
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4.17.6.5 Faraday

https://qithub.com/lostisland/faraday

@ Dashboard

SBOM Mgmt
Vulnerabilities

VEX listing

Projects

Software components
Inventory

Licenses

Copyrights
1 ORTIssues
U ORT Violation
@ Import

Help

B

> Administration

[admin] G

[~ ——"

@ Dashboard

SBOM Mgmt

& Vunerabilities

[ Vexlisting

& Projects

[ Software components

Inventory

B Licenses

© Copyrights

1 ORTIssues

U ORT Violation

@ Import

m Help

~ Administration
Configuration
Organizations
Services
Users

Backend logs

[admin]

= SBOM Mgmt
Choose project
Faraday - 378
Q Search files...
Show all v
Files ¢
SBOM Mgmt

Choose project

Faraday - 378

Q Search files...

Show all v

Files &

Overview

> Copyrights (0)

~ Licenses (6)

License Number in software components <
150 7

wr 168

coo1o 1

8503 Ciause 1

Apache2.0 2

BSD2.Cluse 6

> Vulnerabilities (0)

Overview

> Copyrights (0)
> Licenses (6)
~ Vulnerabilities (9)

Vulnerability ¢ Risk score of vulnerability

VeID-ekjb-elg-asss 4
VCID23ze¥Im1-aaan 31
VeID9imm-q5ud-nges 4
VeID-dvbndg3w-aaap 4
VCID Shzs-haht-azat 4
VEID-6190-04b3-2aak 4
VeID-cvahuwus aaan 34
VCID-g5t4-ud36-asac 4
VCID-15p8.75v9-333p. 4

em ¥ &

Files# (D
- faraday main-<203ac (MIT) e
232007051 (MIT) e
75c946-> 0.4 (NOASSERTION) e
75c946->1.7 (NOASSERTION) e
756346-> 3.0 (NOASSERTION) e
75c946-> 3.4 (NOASSERTION) e
75c346-> 3.7 (NOASSERTION) e
75c946>= 0 (NOASSERTION) e
checkout6.75c9466.4 * (NOASSERTION) e
v cli4.4.479716c (MT) e
093021812 (M) e
20.2211a21 (8502 Clause) e
~ 3539af1e (M) e
303100479 (M) 004
v ange7.1.1:54ebas (M) e
“ regerange-5.0.1:520006 (MIT) e

e o e e oo

number7.0.0097c38 (MIT) e
313070504 16) e
232065506 (MIT) 0
path-3.0.0c43600 (M) e
366930604 (MIT) e

- binarypatt2.1.0-50601 (MIT) e

extensions22.0-292291 (MIT) e
v parents1 223111 (0) e
~ glob4.0.34354fa (MIT) e
exglob2.1.1-360933 (MIT) e
7.5.10:50887c (M) e
Is3412243ce (MIT) re

] ]
tem ¥ & Files#
~ faradaymainc203ac (MIT) 0 ®a
232067051 (MIT) XN
750946-~> 0.4 (NOASSERTION) 0 @4
75c546-> 1.7 (NOASSERTION) LN
75¢946-> 3.0 (NOASSERTION) 0 ®a
75¢946-> 3.4 (NOASSERTION) LN
75¢946-> 3.7 (NOASSERTION) 0 @4

Number in software components &

1

756946>= 0 (NOASSERTION) 0 040
checkaut75c9466.4* (NOAS._ (XN
v clia4 4797f6c (M) XN
093021812 () (XN
202211221 80201 XN
 3539%11e (M) (XN

~ 303100479 (a1 XN

v rnger11 (XN

20 T I I I

~ regexi. (XN
n LN

313071504 (0) (XN
23206550 LN
path3.0.0c. (X 7N
36.0.93604 (ML 0ea
 binarypath21.0-.. (X 7N
extensions-_. 0ea

v parent:51.2¢f31.. (X 7N
~ glob4.034. 0ea
exglob... (X 7N
7.5.10-50887c (MIT) 0ea
I53.4.1:2243ce (M) (X 7N

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 145


https://github.com/lostisland/faraday

Co-funded by '_U_' ECCCm

EUROPEAN CYBERSECURITY

the European Union COMPETENCE CENTRE

'Ocmt Curator SBOM Mgmt
@ Dashboard Choose project Overview  Inventory items + Create
Faatay 978 v a2 B
75c946>= 0 (NOASSERTION) X
& Vulnerabi
- Q Searchfiles... A Vo — fem ¥+ Flest (D
[ Vexlisting Inventoryitem  Vulnerabilities  Files ~ Auditnotes  Licenses  Copyrights Save
Show all v i 12945740 (M) 0 eac
[efz 750946>= 0 (NOASSERTION) 0 ®ac
Files &
Software components ~ 9.6.05ebed2 (MIT) 0 ®ac
3
B vertory rows equest.1.0:375037 (MIT) 0 eac
openssi75c046~> 0.11.0 (NOASSERT. 0 ®ac
2 s Resolved ' Aliases & Severty ¢ itabilty s
+ + + ity & Exploitability + Risk score ¢ fegex-5.0.1-465793 (MIT) 0 eac
Copyrights
© Copyrig Medium 05 4
1 ORTssues
CVE130269, 0sv101137 Megium 0s 4
U ORT Violation
@ Import i} X Megium 05 4
M Help
~ Administration
Configuration
Organizations
Services
Users
Backend logs
G Update vunerabilities VRN LeRI LY
[admin] c3
'o:cm Curator = Vulnerabi
@ Dashboard
Choose project
Faraday - 378 v
@ Vulnerabi
B VEXlisting > Fi 1
Filter Tows
& Projects
L Aliases + Severity & Exploitability + Riskscore Source URL + Manually created + Lastupdate +
B ExmentEmTD VEID has bt azaf GHSA B cvdvant, GMS 2023285 Medum 0s . Faise 04161202 100132432
§ Inventory 2 Low 0s 31 Faise 04716/2026 100148837
i Megium 0s 4 faise 04/16/2026 100247774
B Licenses
X Low 0s 34 Faise 04716/2026 100248108
© Ccopyrights Megium 05 4 False 04/16/2026 10:02:43:442
1 ORT Issues VOID-ekipe1g-saas CVE-2021:3807, GHSA 93080069 wamw Medium 0s 4 Faise 04116/2026 100314510
) Megium 0s 4 Faise 04/16/2026 100333:082
© import , Medium 0s 4 Faise 04/16/2026 100338767
o Low 0s EX Fase 0471672026 100358201
VGIDA7an0pt2aan CVE 20084123, GHSAX0V7-pagh12w9 Medium 0s 4 Faise 04/16/2026 1003:58:488

~ Administration
Configuration

Organizations

Services
Backend logs
o =
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'omel Curator Software components
@ Dashboard
Choose project
& Vunerabilities Faraday - 378 v
[ Vexlisting
> Filter
& Projects
O software components Name ¥ 3
[ inventory destioy
. whatwgul
[ Licenses suses

© Copyrights parentequire

vimeout
1 ORTissues ’
is yain-global
U ORT Violation gracetutts
© import has-fag
registiyautvtoken
m Help
toidertifer
~ Administration s
©
Configuration tequire mainfiename
Organizations sionakexi
setprotonypeof
Services
debug
Users wiappy

Backend logs resolve patnname
boxen

connect
picomatch

medumzoom

[admin]

(— ——

@ Dashboard

SBOM Mgmt

Choose project

i SB0M Mgt Faraday - 378

& Vulnerabilities
Q Searchfiles...

[ Vexlisting
Show all v
& Projects
Files =
[ software components
[ inventory
B Licenses

© Copyrights
1 ORTissues
U ORT Violation
@ Import

m Help

Configuration

Organizations
Services
users

Backend logs

[admin] C

AV

Version PURL +

120 phopm/destioy@1 2.0

500 DG PM/WhaGUI@S.0.0
202 POPM/statuses @202

100 Dhgpm/parentrequire@! 0.0
320 paPM/p-timeout@3 20
030 phgpm/is yarnglobalgd 3.0
a2n Do PM/gracefub 54 211

00 phoPM/NaS Rag@4.0.0

422 Dk pm/registry-authtoken@4 22
101 phgpM/toidentifier@1 0.1

200 DG PM/prepencp@2 0.0
128 pgmpm/ica1 28

200 phg:npm/require main-flename@2.0.0
307 Dhkgpm/signakexitg3.07

120 papm/setprototypeot@] 20
434 Do pm/debug@4.3 4

102 pgPM/Wiappy@1.0.2

300 PG npM/resolve pathname3.0.0
420 Do pm/boren@4 2.0

370 phgPM/coMect@3 7.0

232 Do pm/picomatch@2.32

108 phgpm/medium-z00m@1.08
Overview  Inventory items

75c946>= 0 (NOASSERTION) X faraday-main-c203ac (MIT) X

Inventory item  Vulnerabilities  Files ~ Audit notes  Licenses
Inventory name

faraday-main-c203ac (MIT)

Parentinventory tem

Download URL

git#https://github.com/lostisland/faraday

Linking Priority Number of files

Created at: 04/16/2026 10:00:49:702

Licenses +
mr
T
T
mr

Copyrights

Curated

Software component

com.github.lostisland/faraday

1-100
rows of

Curated & License controlled by Al =
false
Fase
false
Fase
Fase
false
Fase
false
Fase
Fase
fase
Fase
false
Fase
fase
fase
Fase
faise
Fase
fase
Faise

False

em ¥ &

Save

> faradaymain203ac (WIT)
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4.17.6.6 Guard
https://qithub.com/quard/quard

& C (© localhost:8090/boc/audit-view/102 @ B AT O chat
= SBOM Mgmt
Choose project Overview + Create
guard_guard_d4042e - d4042e v
> Copyrights (0)
Vo0 i
Q search files... ~ « Licenses (1) trem Files# @
Ehonjal h License Number in software components & CEC L) O
083075545 (MT) 0 0a
Files &
mr 2 o 75¢946~> 0.0 (NOASSERTION) YN
756546~ 0.1 (NOASSERTION) LN
756946~ 0.14 (NOASSERTION) LY
756546~ 1.6 (NOASSERTION) s
756946>= 0 (NOASSERTION) LY
75346>= 0,06 (NOASSERTION) s
75c946>= 0.13.0 (NOASSERTION) LN
75c346>= 0.18.1 (NOASSERTION) es0
75c546>= 0.2.4 (NOASSERTION) 004
756946>= 1.0.12,<2.0 (NOASSERTION) XN
756346>= 27, 4.0 (NOASSERTION) s
756546>= 3.0.0 (NOASSERTION) LN
checkoutmaster75c346 (NOASSERTI. LY
coverage 75c346>= 0 (NOASSERTION) oa
> Vulnerabilies (1) cucumber 75c946-> 2.1 (NOASSERTION) XN
elease drater52.0.75c946 (NOASSER s
10m75c346>= 0 (NOASSERTION) LN
1spec756346>= 0 (NOASSERTION) s
1ub0cop75c946>= 0 (NOASSERTION) 004
 —— >
<& C (O localhostB090/soc/winerabilties @ 8 A W st

= Vulnerabilities

Choose project

(guard_guard_d4042e -« v

> Filter Tow

LI Aliases Severity ¢ Exploitability + Risk score + Source URL & Manually created & Lastupdate +

Megium 05 4 False 04/15/2026 15:40:54:000
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& C (O localhost:8090/boc/software-components @ &

Software components

Choose project

qguard_guard_d4042e - v

> Filter 2
Tows

Name ¥+ Version PURL * Licenses * Curated License controlled by Al
logger 18 D gemiogger Faise

acions/checkout master kg githubactons/actions/checkoutgmaster False

toomantimreesse drater 520 kg githubactions oimantinelesse drater@5.2.0 Faise

com it guardiquats master kg github/guard/quardgmaster ur Faise

neve w0 phggeminetrc Faise

rspec 300 plogemispec Faise

quargrom 0 kg gem/guargom Faise

quaréubocop =0 kg gem/guardubocop Faise

v 04 phggen/ariba Faise

ubocop 0830 Plggemubocopg0 830 ur Faise

ubnus coverage =0 g gemrubiius coverage Faise

quargispec =0 kg gem/guardspec Faise

guartcucumber 21 kg gem/guart cucumber Faise

natttany 008 kg geminotfany Faise

tsten 27440 phggen/isten Faise

fomatador 024 kg gem/formstador Faise

nene 01 phggemineny Faise

oy »:0130 phggemipry False

umberiack 101220 kg gem/lumberack False

or 0181 P gemnor Faise

sellany 00 phggemshelany Faise

& C | O localhost:8090/boc/inventory-items @ B A = 0y chat
= Inventory
Choose project

guard_guard_d4042e -«

> Filter 2
Tows

Inventory name & Software component ¥ = size y o+ Linking ¥+ Curated 7+
quargmaste 60767 (MIT) comgitub guard/ouad 0 Flse

1Ubocop 75cS46»= 0 (NOASSERTION) quardubocop 0 False
CucumberT5co46-» 21 (NOASSERTION) quargcucumber 0 Fale

Corrage 7534620 (NOASSERTION) ubins corerage 0 Flse

75c946>= 3.0 (NOASSERTION) spec 3 False
10nn75c946>= 0 (NOASSERTION) quardromn [) False

756546 0.14 (NOASSERTION) anba 0 False
063075346 (M) ubocos 0 alse
rspec-75c946>= 0 (NOASSERTION) guard-spec. 0 False

75c946>= 0.0.6 (NOASSERTION) notiffany 0 False
75c96>22.7,< 40 (NOASSERTION) lsen 3 lse

75946>= 0.2.4 (NOASSERTION) formatador ) False

75c546- 0.1 (NOASSERTION) nene 0 False

75c946>= 0120 (NOASSERTION) oy [ Flse

75c946>= 1.0.12,< 2.0 (NOASSERTION) lumberjack 0 False

75c946>= 0.18.1 (NOASSERTION) thor. 0 False

75¢946~> 0.0 (NOASSERTION) ‘shellany 0 False

75c546-> 1.6 (NOASSERTION) logger 0 False
checkout-master-75c946 (NOASSERTION) actions/checkout 0 False
release-drafter-5.2.0-75¢946 (NOASSERTION) ‘toolmantim/release-drafter 0 False

756546~ 0 (NOASSERTION) newe 0 lse
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4.17.6.7 Thor
https://qithub.com/rails/thor

'ucm\ Curator = Software components

@ Dashboard

SBOM Mgmt Choose project
& Vulnerabilities Rails_Thor - a8f534 v
(8 Vexlisting i
> Filter
& Projects Tows
[ software components Name ¥ & Version ¢ PURL & Licenses & Curated + License controlled by Al &
B inventory nby/setupruby 1 PHOgHhUDaCionS/ruby/setup uby@T 32A 524 False
actons/checkout 6 PHOGihuDactions/actons/Checkout@s 24 52 Faise
[ Licenses
oy >0 phggem/pry Faise
© Copyrights fubygems/conigure-ubygems credentials 100 Dk githubactions/rubygems/configurerubygems cred_ False
webm s34 g gem/mebmock fal
1 ORT ssues ebmock 3 phggem/webmoc aise
prybyebug =0 phggem/pry byebug Fatse
U 0RT Violation rubocop. 130 phggem/rubocop Faise
© Import coveral.ebor ~0231 Pk gem/coveralls_reborn False
rspec g pggem/ispec Fatse
[ Help
rspecmocks 53 phogem/rspec mocks Faise
S (YO simplecor 5013 Dk gem/simplecor False
bundier =10 Do gem/bundier False
Configuration com.github as/thor mein phggithub/ais/thorgmain wr Faise

Organizations
Services
Users

Backend logs

[admin] e

[ ——"

SBOM Mgmt Rails_Thor - a8f534 ~

SBOM Mgmt

> Copyrights (0)

& Vulnerabilities
Search fles... A vo v . .

I — Q © Licenses (1) em ¥ 2 Files# (D

- Showll b License + Number in software components & [ thosmaln 2053 (I, 00

L] e o 75c946-> 0231 (NOASSERTION) XN

s + it 1

O softwere components o 75946 130 (NOASSERTION) 0o

B inventory 75¢946>= 0 (NOASSERTION) L 7Y
75:946>= 013 (NOASSERTION) 0 ea

R 752946>=1.0 (OASSERTION) 0o

© Copyrights 75c346>= 3.14 (NOASSERTION) 0 ea

1 ORTissues 75:946>= 3.2 (NOASSERTION) 0 ea
byebug-75c946>= 0 (NOASSERTI. 0 0a

) G checkout6. 75c3466.14 (OAS.. LN

@ Import configure rubygems-credentials-_ 004

e mocks-75c946>+ 3 (NDASSERT, LN
Setupuby-1.75c9461.4 % (NOA_ 004

> Administration

> Vulnerabilities (0)

[admin]
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SBOM Mgmt

@ Dashboard Choose project

: SBOM Mgmt Rails_Thor - a8f534

& Vunerabilities

Q Search files...
[ Vexlisting

Show all v

& Projects

Files &
O Software components
[ inventory
[ Licenses
© Copyrights
1 ORTIssues
U ORT Violation
@ Import
m Help

> Administration

[admin] g

'Bmel Curator = Vulnerabilities

@ Dashboard
Choose project

Rails_Thor - a8f534

SBOM Mgmt
& Vunerabilities

[ Vexlisting LI
& Projects

O Software components

[ inventory

B Licenses

© Copyrights

1 ORTIssues

U ORT Violation

@ Import

m Help

~ Administration

Configuration

Organizations

Services

Users

Backend logs

i [B

Aliases ¢

Overview  Inventory items

75c946~> 1.30 (NOASSERTION)

x

Inventory item  Vulnerabilities ~ Files

Inventory name

75c946~> 1.30 (NOASSERTION)

Parent inventory item

thor-main-9adcSa (MIT)

Download URL
NOASSERTION

Linking Priority

Created at:  04/16/2026 10:30:29:640

Severity +

Audit notes  Licenses

Number of files

0

Exploitability +

Copyrights

Software component

®  rubocop

Curated

Risk score &

Save
~ thormain-9a9c5a (MIT)

fem ¥ & Files #

756346-> 0.23.1 (NOASSERTION)
75c946->1.30 (NOASSERTION)
7563465 0 (NOASSERTION)
75¢946>= 013 (NOASSERTION)
75¢046>=1.0 (NOASSERTION)
756946>= 3.14 (NOASSERTION)
75¢946>= 3.2 (NOASSERTION)

byebug-75c946>= 0 (NOASSERTL (XN
® ‘checkout-6..-75c9466.* * (NOAS... 004a
‘configure-rubygems-credentials-. L7
mocks 75c046>= 3 (NOASSERTL LY
s Setupuby-1..75c9461.4.* (NOA-.
Manually created & Lastupdate &

= B
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'omet Curator = SBOM Mgmt
() B Choose project Overview  Inventory items
: SBOM Mgmt Rails_Thor - a8f534 v

> Copyrights (0)

Q Search files... A VD > Licenses (1) Item ¥+ Files# (D

@ Vulnerabilities

(8] VElisting
Show all v . ~ thor-main-9a9¢5a (MIT) 0 04a
) G ~ Vulnerabilites (0) o)
= : 756946->0.23.1 (NOASSERTION) (XN
Files ity + ity + i .
11 software components Vulnerability Risk score of vulnerability Number in software components & T ) T
B entory 75694652 0 (NOASSERTION) 0ea
75c546>= 0.13 (NOASSERTION) (XN
[ Licenses 75c546>= 1.0 (NOASSERTION) [N
© Copyrighs 75c546>= 3.14 (NOASSERTION) 0ea
1 ORTIssues 7563462 3.2 (NOASSERTION) 0 ea
byebug 75c946>< 0 (NOASSERTL_ 0ea
U ORT Violation checkout.75c9466.4.+ (NOAS. (XN
© Import confiurerubygems credentils- 0ea
[ Help mocks 75c946>= 3 (NOASSERTI XN
SetupTUDy-1. 75c3461.%.* (NOA. (XN
~ Administration
Configuration
Organizations
services
Users
Backend logs
[admin] Cd
'amen:uram = Software components
& Dashboard
SBOM Mgmt Choose project
& Vulnerabilities Rest-Client - 378d4e
[ Vexiisting s
> Filter
& Projects fows
[ software components Name ¥ & Version & PURL & Licenses & Curated & License controlled by Al &
B inventory ake =0 prggemrate False
netrc 08 prggemnerrc False
[ Licenses
oy -0 prggem/pry False
© Copyrights htpaceept 517020 phggem/htp aceept False
e ipcookie 5102420 phggemmipcookie False
) mimeypes s=116<40 Phggem/mime ypes False
U ORT Violation epec 30 Prggem/rspec False
© Import w0cop 049 phggem/ubocop False
webmock 20 Dhggem/webimock False
D Help
prydoc -0 prggem/pry-doc False
@ [T doc 52242460 prggemidoc False
n 19 prggen/i False
Conguration ‘com.githud rest-clientrest-client master pkg:github/rest-clientrest.client@master Mr False

Organizations
Services
Users

Backend logs

[admin] 3
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'Uu:lel Curator SBOM Mgmt
@ Dashboard Choose project Overview  Inventory items

‘SBOM Mgmt Rest-Client - 378dde v
B Vunerabilies > Copyrights (0) T

Q Search files... A Vo . Item
) i © Licenses (1) b Flest ®
s Show all v License + Number n software components & v client-rest-client-master-92c252 (MIT) 0 ®a
B3 b 75946~ 0 (NOASSERTION) YN
Files r 1
[ Software components 75c046->0.49 (NOASSERTION) 004
e 750946.-> 0.3 (NOASSERTION) 0 ea
75c546-> 1.9 (NOASSERTION) " ea
B Licenses 75c946-> 2.0 (NOASSERTION) 0 @4
© Copyrighs 75c546->3.0 (NOASSERTION) X
! ORTIssues 75c946>= 0 (NOASSERTION) 0 0a
) 75c946>= 24 2,¢ 6.0 (NOASSER (XN
U ORT Violation acceptT5c946>= 17,020 (NO. X7
© Import CookieT5ca46>= 1,020 (. 0 0a
T 40c.75¢946.> 0 (NOASSERTION) 04
PeST5c346>= 116,40 NOA 004

v Administration

Configuration

Organizations > Vulnerabilities (0)

Services

Users

Backend logs

[admin] g
'Dccm Curator = SBOM Mgmt

& Dashboard

SBOM Mgmt
& Vunerabilities

[ Vexlisting

& Projects

O Software components
& inventory

B Licenses

© Copyrights

1 ORTissues

U ORT Violation

@ Import

m Help

~ Administration
Configuration
Organizations
Services

Users

Backend logs

[admin]

Choose project Overview  Inventory items

Rest-Client - 378d4e v
75c946~> 1.9 (NOASSERTION) X
Q Search files... A Vo —
Inventory item  Vulnerabilities ~ Files
Showall v —
Files &

Inventory name

75c946~> 1.9 (NOASSERTION)

Parentinventory item

client-rest-client-master-92c252 (MIT)

Download URL
NOASSERTION

Linking Priority

Created at:  04/16/2026 10:39:

Audit notes  Licenses

Number of files

®

Curated

Copyrights

Software component

ffi

tem ¥+

~ clientest client master92c252 (W)
75346-> 0 (NOASSERTION)
756946 0.49 (NOASSERTION)
75346-> 0. (NOASSERTION)
75c546-> 1.9 (NOASSERTION]
75c946~> 2.0 (NOASSERTION)
75c546-> 3.0 (NOASSERTION)
75¢946>= 0 (NOASSERTION)
75654652 2,42 6.0 (NOASSER..
acCeptT5C846>=1.7.0, 20 (N0
cookie 75c946>= 1.0.2,¢ 2.0 (NO.
40c75c946-> 0 (NOASSERTION)
1ypes-75c046>= 1.16,< 4.0 (NOA.

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 153

Files #

[N
[N
o4
[N
o4
[N
o4
[N
[ 7N
[N
[ 7N
LN
[N



Co-funded by '_L'J_' ECCCm

EUROPEAN CYBERSECURITY

the European Union COMPETENCE CENTRE

'Ocm\ Curator

@ Dashboard

SBOM Mgmt
& Vunerabilities

[ Vexlisting

& Projects

[ Software components
[ inventory

[ Licenses

© Copyrights

1 ORTIissues

U ORT Violation

© Import

@ Help

~ Administration
Configuration
Organizations
Services

Users

Backend logs

[admin]

[ J—

@ Dashboard

SBOM Mgmt

& Vunerabilties

[ Vexlisting

& Projects

[ Software components

g mventory

B Licenses

© Copyrights

1 ORTIssues

U ORT Violation

© Import

m Help

~ Administration
Configuration
Organizations
Services
Users

Backend logs

[admin]

= SBOM Mgmt
ovenew ncertory ems
Rest-Client - 378d4e v

> Copyrights (0)

0: [
Q Search files. AV > Licenses (1) em ¥+ Files# (D

Show all v « Vulnerabiltes (0) ~ clientestlientmaster92c252 (WT)
- 75c346-> 0 (NOASSERTION)
Files Vulnerability = Risk score of vulnerability & Number in software components TP IEETY)
75c346-> 0.8 (NOASSERTION)
750946->1.9 (NOASSERTION)
75c346~> 2.0 (NOASSERTION)
750946-> 30 (NOASSERTION)
75¢946>= 0 (NOASSERTION)
7503462242, 6.0 (NOASSER..
2009175654652 1.7.0+ 20 (NO.
cookie 56046 1.0, 20 (NO..

d0c-75c946~> 0 (NOASSERTION)

1ypes 75c046>= 1,16, 4.0 (NOA.

Vulnerabilities

Choose project

Rest-Client - 378d4e

> Filter s
D Aliases & Severity + Exploitability + Risk score Source URL + Manually created Lastupdate +
orca 2 10 ase oA 101331233
r—— E Y — low os a1 Faise 04672026 103424302
VeDawenssad oV 20178418, GHSANTI DS low os 1 e oAno/2028 104617769
! Wedim os ' e 0471672026 104749209
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@ Dashboard

SBOM Mgmt

@ Vulnerabilities
{8 Velisting

& Projects

[ software components

[ inventory
B ticenses
© Copyrights

1 ORTissues
U ORT Violation
@ Import

m Help

~ Administration

Configuration
Organizations
services
Users

Backend logs

[admin]

@ Dashboard

SBOM Mgmt

& Vunerabites
(8] VEXlisting

& Projects

[ Software components

& mventory

B Licenses

© Copyrights

1 ORT Issues

U ORT Violation

@ Import

M Help

v Administration
Configuration
Organizations
Services
Users

Backend logs

[admin]

= SBOM Mgmt

Choose project

Rest-Client - 378d4e

Q Search files...
Show all v
Files =
SBOM Mgmt

Choose project

Rest-Client - 378d4e

Q Search fles...

Show all v

Files ¢

Overview  Inventory items

> Copyrights (0)

ANV
> Licenses (1)
~ Vulnerabilities (4)
Vulnerabilty + Risk score of vulnerability + Number n software components = |
VOIDfghikwa-zaah o 1
VoD-d2mmibg aaaj a1 1
VoD ubqnisaaaab 15 1
VODif6291K3:2231 . 1
Overview  Inventory items
75c946~> 1.9 (NOASSERTION) X 75946~ > 0.49 (NOASSERTION) X

AV —

Inventoryitem  Vulnerabilities  Files  Audit notes Licenses  Copyrights

> Filter 1
row
Resolved & [ Aliases Severity + Exploitability + Risk score &
[ VO Subas-a20 CVE2017-8418, GHSAMMIFRI-AT] Low 05 15

G Update vulnerabilities Create VEX

e o e

em ¥ &

~ cllentiestclient master926252 (M)
75c946-~> 0 (NOASSERTION)
756346~ 0.49 (NOASSERTION)
75c346-> 0.3 (NOASSERTION)
75c946~> 1.9 (NOASSERTION)
75c346-> 2.0 (NOASSERTION)
75c946-> 3.0 (NOASSERTION)
75c346>= 0 (NOASSERTION)
750946>= 2,42, 6.0 (NOASSER
aC02p175C346>=1.7.0, 20 (NO.
cookie75c946>= 1.0.2,¢ 2.0 NO.
G0c756846-> 0 (NOASSERTION)

1Ypes-75c046>= 1.16,¢ 4.0 (NOA.

em ¥ &

- cllntrestcient master92c252 (MIT)
75c946-> 0 (NOASSERTION)
75846-> 0.49 (NOASSERTION]
75¢946-> 0.8 (NOASSERTION)
75846-> 1.9 (NOASSERTION)
75¢946-> 2.0 (NOASSERTION)
75c946-> 3.0 (NOASSERTION)
755462 0 (NOASSERTION)
T5c6>= 2,42, 6.0 (NOASSER_
accept 7546 1.7.04 2.0 (.
cookie 75c946>= 102, 2.0 (NO_
80c75c946-> ) (NOASSERTION)

1yDes 75c346>= 116, 4.0 (NOA—
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4.17.6.9 Rack
https://qgithub.com/rack/rack

'ucml Curator = SBOM Mgmt
@ Dashboard Choose project Overview  Inventory items + Create
i SBOM Mgmt Rack - 0F7952 ~
B Vunerabiltes > Copyrights (0)
AV v .
p— Q Search files... o > Licenses (0) fem 7+ Files# (D
Show all v . ~ rackmain 98ecos (NOASSERTION) ve
o B ~ Vulnerabilities (1)
75946> 5 (NOASSERTION) (XN
Files + P " . . .
1 software components Vulnerablity + Risk score of vulnerabilty + Number n software components = T T) 0eoe]
v rack
e b VCID-ghiowa-azan 10 1 o Checkout6.-75¢9466.% * (NOAS.. 0 ea
vomn dependency-review-actiond. 75 (XN
v b
B Licenses " deploy-pages5..-75c9465.4* (V. LN
§ ch
© Copyrights reep globalexpectarions 75c246>=0 (. 0ea
~ contip
1 ORTIssues cont Ppackaging-75c946>= 0 (NOASSE. 0 ®a
koo Setupuby-1..75c9461.4.% (NOA-. LN
i ~ examp
U ORT Violation example SetUDTUbY-pkgS-1..-75C3461.%. KN
I
© Import opsters testexemal5c946>= 0 (NOAS.. (XN
otectedobsiet b
@ o et upload pages artifact 4. 75545 (XN
protectedobsteru
v ib
~ Administration
> mack
Configuration o
Organizations v test
X > i
Services
> mutipart
= > rackup
Backend logs > umegistered_handier
gemloadetd
Spec_rack_auth_basico
spec_rack_auth_digestb
spec_rack et
Spec_rack_camping b
spec_rack_cascade b
[admin] G spec_rack_cgltb
'nma Curator SBOM Mgmt
@ Dashboard Choose project Overview  Inventory items + Create
Hi SBOM Mgmt Rack- 0F7952 v
. 75¢946>= 0 (NOASSERTION) X
& Vunerabites
- Q_ Search fles... Avo —_ fem ¢+ Files# (D
[ VEXlisting Inventory item  Vulnerabilities  Files  Auditnotes  Licenses  Copyrights Save
Show all v — ~ rackmain 986006 (NOASSERTION) e
03 G =5 " 75c946> 5 (NOASSERTION) 0 ®a
Files
[ software components 7509465= 0 (NOASSERTION) 0 eae
v rack Inv
0 ey B nventory name checkout. 75c5466.4* (NOAS, (XN
v man 75¢946> = 0 (NOASSERTION) dependency-evewaciiond..75 004
i ~ b
B == " deploy-pages-5.75c9465.% (N LN
. ay
© Copyrights ackep globalexpectations 75c946>= 0 (YN
v contip
packaging 75c946>= 0 (NOASSE.. XN
! ORTIssues rackJogo.svg Parent inventory item Software component
Setupuby-1..75c9461.4.% (NOA-. LN
i ~ examp -main-* v
U ORT Violation rample rack-main-98ebb6 (NOASSERTION) ®  rdoc (0] ey BS54 0 on
lobst
@ Import fopsterty testexternal-75c946>= 0 (NOAS.. LN
wtectediobsiet b
@ Help e Dovnload URL upload-pages-artifact-4.75c946. LN
protectedobstecu
NOASSERTION I}
v b
> rack
Configuration e Linking Priority Number of fles
Organizations v test v 0 Curated
> cgi
Services %
> mutigart
== > rackup
Backend logs > unregistered_handler
gemloadet b
spec_rack_auth_basic b
spec_sack auth_digestrb
spec_rack buiderb
spec_rack_camping b
spec_rack_cascade b
[admin] B> AT Created at: 04/16/2026 10:12:
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'Ou:lel Curator = SBOM Mgmt
@ Dashboard Choose project Overview  Inventory items + Creatt
Rack - 0F7952 v
£ Vulnerabili 75c946>= 0 (NOASSERTION) X
ulnerabilities
Q Search files... A Vo - om P & Files# @
[ Vexisiing Inventory item  Vulnerabilities  Files Auditnotes Licenses  Copyrights E3
Show all v - rackmain98ebb6 (NOASSERTION) e
& Projects 75c346> 5 (NOASSERTION) (XY
Files &
[ Software components s 1 75c346>= 0 (NOASSERTION) 0 ®al
~ rack ilter
e . row checkout,75c9466.4* (NOAS.. (X'
dependency-review-action-4..-75. 0 ®a
B Licenses 2 (D Resolved ¢ LI Aliases < Severity & Exploitability & Risk score & deploypages 5. 75c9465.4. (. 0 ®a
. k
© Copyights e ° Creal ) 0 globaexpectations 75c946>= 0 (X
~ contrib "
packaging-75c946>= 0 (NOASSE_ LYY
1 omrisnes o
Setupruby-1...75c9461.%* (NOA_ 0 @4
i v exampi
) Culin c) et by hge 1 TG4 0ea
lobste
@ Import fopsterry testexternal-75c946>= 0 (NOAS 0 @4
protectedobster b
Helj upload-pages-artifact-4..-75¢946. 0 ®a
@ 2 protectediobster.ru.
v
v Administration
> nack
Configuration 0
Organizations ~ test
> i
Services
> multipart
= > rackup
Backend logs > umegisered_handier
gemloaderrd
Spec_rack_auth_basic
spec_rack_auth.digest b
spec_rack bilder b
spec_rack_camping.
spec vk cescadesb C Update vulnerabiities  [VERCA2Y
[admin] £ spec_fack cglib
'o:mt Curator Vulnerabilities
@ Dashboard
. Choose project
SBOM Mgmt
Rack - 0F7952 v
8 Vunerabiiies
[8) VEXlisting > 1
Filter ow
& Projects
D s Aliases & Severity ¢ Exploitability + Risk score Source URL Manually created + Lastupdate +
B &= ! crica 2 10 False ounerzzs 0733123
B nventory
@ Licenses

© Copyrights

1 ORTIssues

U ORT Violation

© Import

m Help

~ Administration
Configuration
Organizations
Services
Users

Backend logs

B =
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'Ou:lel Curator = Software components

@ Dashboard

Choose project

@ Vulnerabilities Rack - 0F7952 v
[ Vexlisting
> Filter
& Projects fows
[ software components Name ¥ 3 Version & PURL % Licenses + Curated 3 License controlled by Al +
§ inventory by/setupudy 10 PHOGhUDGCTOnSrUby/SENUpUDY@! 24524 False
actons/checkout [ pHOgithubactions/actions/checkoul@s 524 %24 False
[ Licenses
ubocop packaging >0 phggem/bocop packaging False
Copyrights bake test extemal =0 phogem/bake testextemal Faise
oc ) kg gemidoc False
! ORTIssues Phg:ge
minitest >5 phggem/minitest False
W v mintestgosal_expectatons =0 kg gen/minestglobal.expectations False
© impont actions/dependencyreview-action e Pk githubactions/actions/dependency eview-action@- False
e actons/uploacpages atfact s PHOgIhuDaCtions/actions/upload pages arfact@d 5. False
o
R actions/deploy-pages sar D githubactions/actions/deploy pages@s %24 %24 False
O PR ruby/setup by plgs 1 Do githubactions/ruby/setupuby-pkos@1 %24 %24 Faise
comgithub.racklrack main phOgIMUD/rack/rack@main False

Configuration
Organizations
Services
Users

Backend logs

[admin] G

4.17.6.10 Sqlite3-ruby

hit ith m rklemotion/sqlit

'O:cm Curator = SBOM Mgmt
# Dashbosnd Choose project Overview
; SBOM Mgmt Sparklemotion_Sqlite3 - 651b4 -

& Vulnerabilities > Copyrights (0)

o G Q_ Search files... A Vo « Licenses (7) em ¥ & Files# ()
O GE= Show all e License + Number in software components % 37 S SO RS 90A
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4.17.7 JVM projects

4.17.7.1 Annotations 13.0

https://mvnrepository.com/artifact/org.jetbrains/annotations/13.0
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OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 160

Flest
[N
(XN
104


https://mvnrepository.com/artifact/org.jetbrains/annotations/13.0

Co-funded by '_L'J_' ECCCm

EUROPEAN CYBERSECURITY

the European Union COMPETENCE CENTRE

[ J— —
@ Dashboard

Choose project
SBOM Mgmt

org jetbrains:annotatior
Vulnerabiltes

VEX listing s Aliases + Severity ¢ Exploitability + Risk score Source URL + Manuall created + Last update +

Projects

a

Software components.

=

nventory
@ Licenses
© Ccopyrights

1 ORTissues
U ORT Violation
© import

@ Help

> Administration

4.17.7.2 Com.google.code.findbugsjsr305-3.0.2

m/artif: fin

'om-wumor = SBOMMgmt
Q=2 Choose project Overview  Inventory items
SB0M Mgt com.google.code.findbugs sr305 - ¢ a

\sr305-3.0.2-sourcesjar X

8 Vulnerabilities
Q search files... Avioo — fem ¢+ flest @
[ Velisting Inventoryitem  Vulnerabilities  Files Audit notes  Licenses  Copyrights [ swe |
Showall v i © C-UsersosishabahDocuments Anchor. vea
& Projects e 6308 S6cR0Tass 4230, cea
Files +

[ Software components N3 0.2sources or 104

Inventory name
Inventory ) )

\jsr305-3.0.2-sources jar

B Licenses
© Copyrights
1 ORTissues Parent inventory item ‘Software component
U oRT Vilation v \5r305-3.0.2-sources jar ®
© mport

Download URL
m Help

3
Linking priorty Number of fles
- 1 Curated

fourator-admin] [+ Created at: 04/20/2026 08:00:15:850

4 GENNN——— >

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 161


https://mvnrepository.com/artifact/com.google.code.findbugs/jsr305/3.0.2

Co-funded by kLU/l/l ECCC-“

the European Union COMPETENCE CENTRE

@ ot cuntor = Vunerabilities

@ pashboard
. Choose project
B SBOM Mgmt

com.google.code.findb
B Vulnerabilities

§) Vexiisting 0 ¢ Rliases ¢ Severity ¢ Explitabilty & Risk score ¢ Source URL + Manually created + Lastupdate

& Projects
[ software components
nventory

B Licenses

© copyrights

1 ORTissues

U ORT Violation

© mport

o Help

> Administration

[ouratoradmin] > B JsoN

4.17.7.3 Listenablefuture-9999.0.empty-to-avoid-conflict-with-guava

https://mvnrepository.com/artifact/com.google.quava/listenablefuture/9999.0-empty-to-avoid-
conflict-with-qguava
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4.17.7.4 Commons-logging-1.2

https://mvnrepository.com/artifact/commons-logging/commons-logging/1.2
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4 .17.7.5 Guava-failureaccess-1.0.1
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https://mvnrepository.com/artifact/com.google.guava/failureaccess/1.0.1

'ome( Curator = Vunerabilties
@ Dashboard
. Choose project
555 SBOM Mgmt
Com google guarartaillC
£ Vulnerabilities
) VEXlisting o Aliases + Severty +
& Projcs
[ Software components
B inventory
B Licenses
© copyrghts
1 ORTissues
U ORT Violation
© import
0 Help

> Administration

[curator-admin) i‘ m

Exploitability

Risk score

Source URL +

Manually created +

Lastupdate +

Lastupdate +

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 164


https://mvnrepository.com/artifact/com.google.guava/failureaccess/1.0.1

Co-funded by
the European Union

'Occm Curator

@ Dashboard
55 SBOM Mgmt
B Vulnerabilities
) Ve listing
& Projects

[ Software components
B inventory

B icenses

© Ccopyrights

1 ORTIssues
U ORT Violation
© mport

m Help

> Administration

[curator-admin] ~ [»

= SBOMMgmt

Choose prject Overview  Inventory items
com.google.guava:failureaccess - 1. v
\failureaccess-1.0.-sourcesjar X
Q search files... A Voo —
Inventory item  Vulnerabilities ~ Files

Show all ~

Files +
Inventory name

\failureaccess-1.0.1-sources jar

Parent inventory item

Download URL

Linking Priority

Created at: 04/20/2026 07:59:28:650
4 GENNN——— >

4.17.7.6 Javax-inject-1
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4.17.7.7 Org.slf4j-api-1.7.25
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4.17.7.9 Org-slf4j-api

https://mvnrepository.com/artifact/org.slf4j/slf4j-api/1.7.36
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4.17.8 Javascript/Typescript projects

4.17.8.1 Tslib-2.8.1
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4.17.8.4 Hasown-2.0.2
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4.17.8.7 Util-deprecate-1.0.2
https://github.com/TooTallNate/util-deprecate/tree/1.0.2
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4.17.8.8 Has-symbols-1.1.0
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4.17.8.9 Wrappy-1.0.20
https://github.com/isaacs/wrappy/tree/v1.0.2
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4.17.9 Eclipse Projects

4.17.9.1 Eclipse-Mosquitto 2.1.2
https://github.com/eclipse/mosquitto
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4.18 Conclusion

The functionality of the curator tool is comprehensive, significantly streamlining the security
and compliance workflow for software components. Specifically, it enables the acquisition of
Software Component Test Data, referred to as SME test data, by scanning the ORT Server.
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This scanning capability ensures that the most current security posture and dependency
information are retrieved directly from the source.

Once the data is retrieved, the curator provides a robust environment for security
professionals to actively work on identifying, prioritizing, and resolving discovered security
issues or vulnerabilities. This includes a detailed interface for issue management and
remediation tracking.

A critical feature of the curator is its ability to generate a Vulnerability Exploitability eXchange
(VEX) document when necessary. The VEX, a structured data format, allows organizations
to communicate which discovered vulnerabilities are actually exploitable or pose a risk within
the specific context of their software product, thereby reducing alert fatigue and focusing
remediation efforts on true threats.

Finally, the entire process—including the acquired SME test data, the managed issues, and
the created VEX document—can be successfully exported into a standardized Software Bill
of Materials (SBOM) format. This export functionality applies equally well to the SME Test
Data as it does to the analysis performed on the aforementioned 'iconic projects'. This
ensures compliance, facilitates secure supply chain management, and provides a clear,
auditable record of the security status of all analyzed components.

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 181



—r

Co-funded by Lw ECCCm
the European Union u

5 Conclusions

The OCCTET toolkit demonstrator provides a comprehensive functionality that significantly
streamlines the security and compliance workflow for software components. By directly
integrating the Curator with the ORT Server, the system ensures that the most current
dependency and security posture information is successfully retrieved and analyzed, as
evidenced by the processing of Small and Medium-sized Enterprise (SME) test data. This
integration delivers a robust environment for security professionals to actively identify,
prioritize, track, and resolve discovered security issues and vulnerabilities.

Testing the ORT Server against prominent open-source projects demonstrated significant
analytical depth. While certain limitations were identified during the testing phase such as
processing errors with specific NPM projects and an ongoing lack of support for GitHub
Actions the ORT Server generally captures a more complete dependency picture than
standard repository security tools. Notably, it effectively identifies compatible Python
dependencies and non-standard Maven scopes, and accurately distinguishes between
distributed product components and build-time dependencies (e.g., Maven plugins). For
ecosystems lacking dedicated package managers, such as C/C++, the system ensures
continued traceability by providing fallback mechanisms to manually declare dependencies
in machine-readable formats like SPDX.

A critical capability of the toolchain is the generation of Vulnerability Exploitability eXchange
(VEX) documents. This structured data format allows organizations to communicate the true
exploitability of specific vulnerabilities within the context of their software, thereby reducing
alert fatigue and focusing remediation efforts on actual threats. Ultimately, the entire curated
analysis, encompassing acquired test data, managed vulnerabilities, and generated VEX
documentation, can be exported into standardized Software Bill of Materials (SBOM)
formats. Validated across both SME data and iconic open-source projects, these exports
ensure regulatory compliance, facilitate secure supply chain management, and provide a
clear, auditable record of the security status of all integrated components.
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6 ACRONYMS AND ABBREVIATION

CRA — Cyber Resilience Act

ENISA — European Union Agency for Cybersecurity
EU — European Union

GDPR — General Data Protection Regulation

FOSS — Free and Open-Source Software

Al — Artificial Intelligence

IPR — Intellectual Property Rights

KPI — Key Performance Indicator

Pll — Personally Identifiable Information

RBAC — Role-Based Access Control

SBOM — Software Bill of Materials

SAST — Static Application Security Testing

DAST — Dynamic Application Security Testing

MFA — Multi-Factor Authentication

SOC — Security Operations Centre

IR — Incident Response

APl — Application Programming Interface

TLS — Transport Layer Security

ISO — International Organization for Standardization
IEC — International Electrotechnical Commission
ETSI — European Telecommunications Standards Institute
SUS — System Usability Scale

TRL — Technology Readiness Level

WP — Work Package

DoA — Description of Action
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