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Executive Summary 
Overview and Strategic Context This document presents the findings and progress of 
Deliverable D3.3 (Toolkit-Demo-Del) developed under Work Package 3 of the OCCTET 
(Open Source Compliance Comprehensive Tools and Efforts for Trustworthiness) project. 
Funded under the DIGITAL Europe Programme, OCCTET addresses the critical need for 
European Small and Medium-sized Enterprises (SMEs) to manage open-source software 
(OSS) compliance. The toolkit specifically mitigates the regulatory and operational burdens 
introduced by the Cyber Resilience Act (CRA), which mandates strict vulnerability 
management and "security by design" for products with digital elements. 

Core Objectives 

The primary objectives realized in this demonstrator phase include: 

●​ Developing an open-source toolkit to streamline the generation of Software Bill of 
Materials (SBOMs) to catalogue software components efficiently. 

●​ Implementing automated evaluation mechanisms for swift vulnerability detection and 
severity prioritization. 

●​ Automating compliance reporting by generating critical artifacts, including SBOMs 
and Vulnerability Exploitability eXchange (VEX) documents, to simplify adherence to 
CRA standards. 

Technical Architecture and Toolchain 

The OCCTET toolchain integrates advanced, open-source compliance platforms designed 
for scalability and precision: 

●​ ORT Server (Double Open Compliance - DOC): Acting as the foundational 
platform, the ORT Server leverages the OSS Review Toolkit to perform deep, 
dynamic Software Composition Analysis (SCA) without requiring modifications to the 
analyzed projects. It features a comprehensive REST API and a React-based web 
frontend for managing user access, product hierarchies, and vulnerability 
dashboards. The ORT Server automates dependency discovery, license scanning, 
and continuous vulnerability monitoring via schedule-triggered workflows. 

●​ OCCTET Curator: An AI-supported, microservices-based web application tailored 
for audit curation and metadata enrichment. The Curator integrates local Large 
Language Models (LLMs) to automate intelligent text analysis, false positive 
detection, and license classification without exposing sensitive data to external cloud 
APIs. It processes scanner results to generate highly accurate, CRA-aligned SBOMs 
(SPDX and CycloneDX formats) and structured VEX documents to communicate 
exact exploitability statuses. 

Validation and Testing 

The toolkit demonstrator has undergone robust testing utilizing diverse data sets: 
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●​ Validation targets include widely used open-source infrastructure projects (e.g., 
Apache Kafka, Hadoop, Tomcat, Jetty) and specific SME use cases (e.g., 
ReductStore). 

●​ Testing confirms the toolkit's capability to analyze complex dependencies, flag 
technical issues, and continuously track evolving security vulnerabilities over time. 

Future Outlook 

The OCCTET toolchain is progressing according to schedule, demonstrating a strong 
outlook for sustained usage beyond the project lifecycle due to its open-source licensing 
model. Under the current development plan, efforts will continue within Work Package 3 to 
deliver an up-to-date version of the toolkit by May 31, 2026. This upcoming release aims to 
incorporate a broader range of SME use cases to further validate the system's efficacy. 
However, it must be highlighted that securing active SME involvement for the testing and 
validation processes within Work Package 4 has proven to be a significant challenge. 
Despite these difficulties in engagement, outreach efforts remain a priority to gather the 
necessary feedback. This feedback will drive planned enhancements such as extended 
repository support, refined vulnerability resolution mappings tailored to CRA requirements, 
and optimized OpenVEX reporting culminating in the delivery of the final, fully featured toolkit 
by October 31, 2026. 
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1 Context 
This section describes the requirements for the deliverables in the OCCTET project and their 
fulfilment at different stages of the project. 

1.1 Grant agreement 
As per the grant agreement, the objectives of this Work Package 3 are as follow: 

●​ Develop an open source toolkit to streamline the generation of SBOMs, facilitating 
the efficient identification and cataloguing of software components within digital 
assets. 

●​ Implement automated evaluation mechanisms to swiftly assess software 
vulnerabilities, enabling prompt detection and prioritisation based on their severity 
and potential impact. 

●​ Enable effective remediation strategies by offering actionable insights and 
recommendations to address software vulnerabilities through patch management, 
version updates, and configuration adjustments. 

●​ Assess the security posture of open source components, evaluating their security 
practices, exposure to known vulnerabilities, and overall maintenance status to 
ensure the use of secure components in software development. 

●​ Automate compliance reporting with the generation of critical documents such as 
SBOMs and Vulnerability Exploitability Exchange (VEX) documents, aiding in 
adherence to Critical Risk Assessment (CRA) standards and simplifying regulatory 
compliance processes. 

As per the Grant agreement, the delivery 3.3 in the whole OCCET project is as follows: 

●​ Demonstrator of the toolkit on use cases from WP4 
As per the Grant agreement, the remaining deliverables under Work Package 3: 

 

Deliverable D3.4 FedDB-Final-Del WP3 

Primary partner: ABCD  

Description: Demonstrator, pilot, prototype 

Dissemination level: Public 

At the end of month 17 (31.5.2026) (Extended Time) 

 

The final version of the toolkit is to be delivered under Work Package 4, as D4.1, by 
31.10.2026. 

1.2 OCCTET outlook for end of the project, 31.10.2026 
The toolchain solution has progressed as planned, and concurrent improvements alongside 
the project have further supported the project, extending and benefiting the results of the 
project. The decision to use open source licensed tooling has clearly been proven, as 
concurrent improvements done by others than the project itself, benefit also the project 
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results, all being part of the same open source projects. There is a great outlook for the 
usage of the tooling solution also after the project, considering the interest and usage not 
only by project participants but also non-project parties.  

The project is now in the phase of testing the tooling, mainly happening under Work 
Package 4, and incrementally improving the tooling based on the results of the testing. We 
are seeing signals of both organic adoption from iconic open source projects as well as 
adoption from SMEs due to OCCTET project outreach. OCCTET project outreach has 
helped us understand potential areas for improvement, and that work will continue as part of 
the testing part of the project. 

The fact that the OCCTET tooling is open source, and developed as an open source project, 
has ensured and will continue to ensure the long-term utility and availability of the results of 
the project. However, the practical validation of these tools remains constrained by the 
significant and ongoing difficulty of identifying SMEs that are willing and available to actively 
participate as testers. 

1.3 Background 
In today's interconnected digital economy, Free and Open Source Software (FOSS) forms 
the invisible backbone of nearly every product with digital elements. From routers and 
medical devices to mobile apps and enterprise platforms, developers across all sectors 
routinely rely on FOSS to accelerate development, reduce costs, and foster innovation. It is 
estimated that between 90% to 99% of modern software products incorporate open source 
components making FOSS not only ubiquitous but mission-critical to Europe’s digital 
infrastructure. 

However, this widespread dependence on FOSS also exposes systemic vulnerabilities. 
Security incidents such as the Log4Shell vulnerability and the recent XZ Utils backdoor have 
highlighted how a single flaw in a widely used open source library can cascade through 
thousands of products across sectors. More recently, high-profile software supply chain 
attacks  such as the s1ngularity malware embedded in the Nx npm package, or the NPM 
supply chain attack on popular packages like chalk and debug  have exposed how a single 
compromised component can cascade across thousands of downstream applications. 
Moreover, many companies, especially Small and Medium-sized Enterprises (SMEs) are 
unaware of the full extent of their open source dependencies, let alone how to manage their 
compliance and cybersecurity risks. 

Amid growing cyber threats, the EU must increasingly treat open source base technologies 
as digital infrastructure. Securing open source software means securing the foundation of all 
our digital systems. As noted in the EU Sovereign Tech Fund Feasibility Study, the scale of 
this need is vast because open source code is integral to nearly every digital asset. Its open 
nature enables innovation, but it also requires deliberate security and maintenance 
strategies. Like water management systems or transport networks, open source software 
must be maintained with public investment because failures can have cascading 
consequences. 

FOSS plays a role comparable to roads and bridges in physical infrastructure, capital 
markets in economic systems, and water in environmental systems. In each of these 
analogies, open source code forms a critical enabler — and its maintenance offers 
high-return investment. According to the Linux Foundation, 70–90% of modern software 
stacks are composed of open source code. Replacing this would cost the European 
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economy an estimated €8.8 trillion — underscoring FOSS not just as a technical asset but a 
pillar of Europe’s economic independence, innovation, and competitiveness. 

Recognizing these challenges, the European Union has introduced landmark legislation 
such as the Cyber Resilience Act (CRA) and the NIS2 Directive, which impose strict 
obligations on manufacturers to ensure that digital products including the third-party 
components they incorporate — meet essential cybersecurity and documentation 
requirements. Notably, Article 10(4) of the CRA states that manufacturers must ensure all 
integrated software, including FOSS, does not compromise the product’s cybersecurity. The 
Cyber Resilience Act (CRA) represents a landmark shift in the European Union’s approach 
to cybersecurity. By introducing mandatory cybersecurity and vulnerability management 
obligations for manufacturers of digital products and software, the CRA establishes a 
horizontal legal framework that directly affects the development and distribution of nearly all 
products with digital elements (PDEs) in the EU internal market. This includes not only 
hardware devices but also general-purpose and embedded software components. 

The CRA is grounded in the principle that cybersecurity must be embedded “by design” 
throughout the product lifecycle—from development to deployment and post-market 
surveillance. This introduces new obligations such as vulnerability reporting, technical 
documentation, secure update mechanisms, and clear communication with end-users. In 
particular, Annex I and Article 10 of the CRA emphasize transparency, secure software 
development practices, and detailed technical documentation of software components and 
known vulnerabilities 

While these legal developments are crucial for improving digital trust, they pose practical 
difficulties for SMEs. Without dedicated legal or compliance teams, many SMEs struggle to 
verify software origins, fulfill license obligations, or track vulnerabilities across their 
dependency trees. Manual compliance processes are time-consuming and costly, creating a 
compliance gap that threatens to leave smaller actors behind.  

The OCCTET Project (Open-source Compliance: Comprehensive Techniques and 
Essential Tools) was created to directly address this gap. Co-funded by the European 
Commission through the Digital Europe Programme, OCCTET is a strategic initiative 
designed to equip European SMEs with robust, user-friendly, and freely available tools to 
manage open source compliance and meet regulatory expectations. The project aims to 
significantly lower the costs for CRA compliance by automating key processes such as 
Software Bill of Materials (SBOM) generation, license verification, and vulnerability 
management. 

This report provides a comprehensive update on the project's rationale, objectives, technical 
work packages, SME-oriented use cases, ongoing development, and future deliverables. 

1.4 What are SBOMs 
As Open Source Software is a regular component of software, from consumer goods to 
security-relevant systems at the national level, the Software Bill of Materials (SBOM) has 
established itself as a key tool for meeting legal and security requirements.1 Similar to the 

1 In both the US and the EU, SBOMs are promoted as a key security tool through policy requirements. In the 
US, Executive Order 14028 mandates SBOMs for government software, accompanied by NTIA standards and 
CISA implementation measures. In the EU, the Cyber Resilience Act provides for transparency regarding 
software components; on August 4, the Federal Office for Information Security (BSI) published Part 2 of 
Technical Guideline TR-03183 "Cyber Resilience Requirements." Software bills of materials (SBOMs) are 
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classic bill of materials in the manufacturing industry, the SBOM documents all components 
– especially third-party components of a software application in a structured form.2 The 
SBOM is typically a directory of software components that can be read by both humans and 
machines, including associated metadata (e.g., name, version, manufacturer, and license 
type). 

Against the backdrop of today's highly component-based software development, many 
products are based on a large number of open source libraries and third-party components, 
whose development and maintenance status can change significantly over time. For 
example, components may become obsolete, vulnerable to security risks, functionally 
inadequately documented, or without active maintenance by the community. In such cases, 
there is an increased risk of operational failures or significant additional costs for the 
maintenance and further development of the software in question.3 

Such risks are particularly relevant for regulated industries (e.g., medical devices, aviation 
technology), for products with long operating or maintenance cycles (such as industrial 
control systems or safety-critical infrastructures), and in areas with special requirements for 
reliability and traceability. In these contexts, unstable or no longer available components can 
significantly impair compliance with industry-specific regulations, operational safety, and 
maintainability. 

A continuously maintained and structured SBOM can be used to identify at an early stage 
which components are classified as risky in this respect. This makes it possible to 
proactively implement countermeasures such as refactoring, component replacement, or 
support contracts, thereby ensuring the long-term operability of the software product. 

SBOMs serve three primary legal and operational purposes that are now widely recognized 
across both public procurement and private sector software development: 

1.4.1 Security and Vulnerability Management 
The modern SBOM has expanded beyond compliance to address operational and national 
security concerns. As Dirk Riehle notes, "to manage operational risk, you need to 
understand what components are doing their job and whether new vulnerabilities have been 
discovered". This shift is also reflected in regulatory instruments like the U.S. Executive 
Order 14028  and the CRA , which make SBOMs a legal requirement for vulnerability 
tracking and response. To complement this, the ISO/IEC DIS 18974:2023 standard  specifies 
the role of SBOMs as an integral part of a structured, security-oriented software 
development and maintenance process and as a basis for performing risk analyses and 
implementing effective measures within the framework of the Secure Software Development 
Life Cycle (SSDLC). 

3 OWASP Top 10 Risks for Open Source Software 
https://owasp.org/www-project-open-source-software-top-10/ accessed on 23/09/2025 

2D. Riehle, "The Software Bill of Materials" in Computer, vol. 58, no. 04, pp. 115-120, April 2025, 
https://www.computer.org/csdl/magazine/co/2025/04/10938013/25mYHqTDkZO  

among the key requirements of the European Cyber Resilience Act (CRA). Software bills of materials (SBOMs) 
are among the key requirements of the European Cyber Resilience Act (CRA). 
https://www.bsi.bund.de/DE/Service-Navi/Presse/Alle-Meldungen-News/Meldungen/TR-03183-2-SBOM-Anfo
rderungen.html,  23/09/ 2025  
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1.4.2 Supply Chain Transparency and Due Diligence 
SBOMs now feature prominently in commercial contractual diligence, such as vendor 
assessments and M&A transactions. Customers frequently require SBOMs as part of 
software procurement contracts, particularly to review license compliance or identify 
potential exposure to restrictive terms (e.g., GPL copyleft clauses). Heather J. Meeker 
emphasizes that due diligence must include audits of embedded third-party code and license 
documentation. OpenChain’s compliance framework reflects this in its emphasis on 
supplier-side transparency and documentation for inbound and outbound OSS use.  

Moreover, due to the sheer scale of indirect dependencies (often comprising over 90% of the 
total code base) , most risk lies in components developers may not even be aware of. This 
reinforces the need for robust SBOM practices throughout the development and delivery 
lifecycle. 

1.4.3 License Compliance 
An SBOM provides the foundation for determining which licenses apply to a software 
product's components. This is critical for satisfying attribution obligations, fulfilling source 
code access requirements under copyleft licenses, and avoiding inadvertent license 
violations. As Heather J. Meeker emphasizes, tracking open source usage is essential to 
mitigate copyright risks and provide required notices to downstream users. This is also 
codified in ISO/IEC 5230:2020 (OpenChain Specification) which mandates a clearly defined 
process for identifying OSS components and their license obligations. 

1.5 SBOM and CRA  
The CRA  requires hardware and software manufacturers to implement a series of 
cybersecurity measures based on the principle of "security by design." This principle 
requires that security aspects be taken into account at the earliest stages of product 
development. In addition, manufacturers are required to provide security updates throughout 
the entire life cycle of a product and to remedy known vulnerabilities promptly and effectively. 
Violation of these obligations can result in significant legal consequences, including fines, 
recalls, or restrictions on market access within the EU. Article 3(39) of the CRA introduces a 
legally binding definition of the term "software bill of materials" (SBOM): "Software bill of 
materials" means a formal record of the details and supply chain relationships of the 
components contained in the software elements of a product with digital elements;" 

This explicitly qualifies the SBOM as a legally relevant artifact necessary for fulfilling 
regulatory obligations in the area of cybersecurity and not merely as a best practice. 
According to the CRA, SBOMs are an important tool for fulfilling explicit regulatory 
obligations related to risk management, vulnerability handling, and update requirements. An 
SBOM under the CRA is a means to an end, not the end itself.  

1.5.1 Supporting security updates and patch management 
The CRA requires manufacturers to provide security updates throughout the entire period 
during which a product is marketed or supported. A complete and accurate SBOM enables 
development and security teams to identify precisely those components that need to be 
updated or patched as soon as new vulnerabilities become publicly known, especially in 
complex dependency chains. 
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1.5.2 Compliance with vulnerability disclosure requirements 
Articles 13 and 14 of the CRA require manufacturers to establish procedures for coordinated 
vulnerability disclosure. An SBOM improves the manufacturer's ability to respond to reported 
vulnerabilities in a legally compliant and efficient manner by clearly identifying which 
components may be affected and whether affected software versions have already been 
shipped. 

1.5.3 Enabling lifecycle risk management 
Annex I Part II of the CRA establishes a direct link between SBOMs and risk management 
procedures. Manufacturers are required to continuously identify security risks, assess them, 
and implement appropriate risk mitigation measures. The SBOM provides the factual basis 
for risk analysis by disclosing exactly which software components including open source and 
transitive dependencies have been used. 

However, an SBOM alone is not sufficient to meet the requirements of the CRA. The 
regulation requires active risk management, which includes the following steps: 

●​ Knowledge of the components used 
●​ Identifying known vulnerabilities in these components, 
●​ Implementation of appropriate remedial measures. 

Risk management therefore requires transparency about software components. Only those 
who know which components are contained in the software can assess the extent to which 
known security vulnerabilities pose a concrete threat. While this is often traceable in 
commercial third-party libraries through contractually regulated license and update 
conditions, dealing with open-source components requires proactive and documented 
recording. This documentation is provided by the SBOM and thus forms the backbone of all 
further compliance measures. 

1.5.4 VEX – supplement to the SBOM in the context of cybersecurity and 
ICT risk management 
The SBOM provides a structured list of all components of a software product. It provides 
transparency about the components used, but does not provide any immediate information 
about whether known vulnerabilities in these components can actually be exploited in the 
respective application or operating environment. This is where the Vulnerability Exploitability 
eXchange (VEX) specification comes into play. A VEX document supplements the SBOM 
with machine-readable information on whether certain vulnerabilities affect the product in its 
actual delivered state. This enables manufacturers, users, and operators to set priorities for 
security measures in a targeted manner while avoiding unnecessary or risk-free patches. 
The integration of VEX documents into SBOMs has established itself as a best practice and 
is supported internationally by various stakeholders. The machine-readable linking of 
component information with the exploitability status of known vulnerabilities contributes 
significantly to increased efficiency and automation in security-related processes. 

The US Cybersecurity and Infrastructure Security Agency (CISA) has emphasized the 
importance of VEX integration in several publications, particularly for promoting the 
automated and effective use of SBOMs. A study published in 2025 also shows that adding 
vulnerability status in VEX format to SBOMs significantly increases the practical usefulness 
of these tools, especially for maintenance and security teams. While the authors cite 

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 17 



 
 

  
 

 
 
challenges in standardization and automation, they also demonstrate the potential of VEX for 
continuous, machine-readable tracking of security risks22 

1.5.5 Beyond Security: SBOMs Must Also Address Licensing Obligations 
While the CRA emphasizes the role of SBOMs primarily in the context of vulnerability 
tracking, risk mitigation, and security updates, this focus reflects only one dimension of 
SBOM utility. In practice, a complete and correct SBOM also captures the legal metadata 
associated with each component and most importantly, the license(s) under which it is used. 

This broader interpretation is not only rooted in industry practice (as defined by standards 
such as SPDX, CycloneDX, and OpenChain ISO/IEC 5230) but is also essential to fulfill 
other legal and contractual obligations, including: 

●​ License attribution and notice compliance 
●​ Copyleft license obligations, including source code disclosure triggers 
●​ Commercial and IP due diligence in vendor, customer, and M&A contexts 

In short, license compliance and vulnerability management are two sides of the same SBOM 
coin. 

From a compliance and operational standpoint, this means that organizations preparing 
SBOMs for CRA purposes, to meet security-related obligations, should not treat license data 
as optional or secondary. On the contrary, failing to track license obligations in the SBOM 
risks exposing the organization to legal liability, especially in complex supply chains or 
regulated industries. 

SBOMs under the CRA are essential for: 

●​ Ensuring compliance with security update obligations 
●​ Supporting security vulnerability reporting (CRA Art. 14) and lifecycle risk 

management 

An SBOM fulfills several interrelated functions in the context of CRA compliance: 
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2 Introduction 

2.1 Toolchain 
The following graphic shows a high-level view of how the tools involved work together. 

 

Each tool is presented in detail in the following sections, including its specific function, its 
integration points within the toolchain, and its technological foundations.  

2.2 Testdata 

2.2.1 Open Source Projects 
The projects listed here were chosen since they host their source code on GitHub for easy 
comparison with GitHub dependency insights and GitHub advanced security. The section 
3.7.2 presents key numbers on the analysis of each of them. 

●​ Eclipse Mosquitto (8,300+ GitHub Stars https://github.com/eclipse/mosquitto 
and Total 500M pulls on Docker https://hub.docker.com/_/eclipse-mosquitto), 

●​ Jetty (3700 GitHub Stars https://github.com/jetty/jetty.project) 
●​ Tomcat (7,200 GitHub stars https://github.com/apache/tomcat) 
●​ Kafka (27,000+ GitHub stars https://github.com/apache/kafka) 
●​ Hadoop (14,200 GitHub stars https://github.com/apache/hadoop)​

 

In addition to the above list, section 3.7.1 presents the analysis results of 9-10 popular library 
projects from the following 10 ecosystems into use: C/C++, C#, Go, JVM (Java, Kotlin, 
Scala), JavaScript, PHP, Python, Ruby, Rust, Swift. 

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 19 

https://docs.github.com/en/enterprise-cloud@latest/organizations/collaborating-with-groups-in-organizations/viewing-insights-for-dependencies-in-your-organization
https://docs.github.com/en/get-started/learning-about-github/about-github-advanced-security
https://github.com/eclipse/mosquitto
https://hub.docker.com/_/eclipse-mosquitto
https://github.com/jetty/jetty.project
https://github.com/apache/tomcat
https://github.com/apache/kafka
https://github.com/apache/hadoop


 
 

  
 

 
 
2.2.2 SME 

●​ ReductSoftware UG, Christoph-Probst-Weg 4, 20251 Hamburg, Germany 
○​ ReductStore with the use cases 

■​ https://github.com/reductstore/reduct-rs 
■​ https://github.com/reductstore/reductstore 
■​ https://github.com/reductstore/web-console 

While ReductSoftware is used here as an example, we can note that we are gathering testing 
feedback from several other testers with one or more use cases. We are developing the tooling further 
based on that, as part of our work in WP4. Currently we have five different testers with a total of nine 
use cases that have been set up, and we have an additional four testers with whom we are still in the 
process of setting up the testing activity. 

The next section 3 goes through the CRA phases and how ORT Server supports that. 
ReductSoftware use cases are used as an example. The use cases of all testers that have completed 
the testing is very similar, so it is not useful to repeat such. Here are, however, some related 
observations from other testers: 

●​ Of the currently tested nine use cases of the testers, we are able to support eight out of nine 
technologies among those use cases. These include software products, SaaS deliveries (with 
potential of applications relying on them) and IoT devices. 

●​ One tester uses Yocto 5 (Scarthgap), and we introduced support for Yocto during 2026. The 
support for Yocto, as it is a widely used and developing linux distribution management 
system, including build steps, is being expanded, also as a part of feedback from this 
OCCTET tester, and the use cases will similarly grow. 

●​ One tester/use case had a SaaS solution, but we are looking to complete testing with that use 
case anyhow, even though SaaS deployments are not directly CRA relevant, but there are 
certain interpretation issues and the CRA required controls (like vulnerability management) 
are useful also for SaaS deployments. The technologies in question seem straight forward to 
support. 

●​ Some testers have open source projects. When doing testing with them we also recognize 
dependencies to private repositories for open source projects. As ORT Server also supports 
private repositories, this not an issue, but shows rather that sometimes use cases haven’t 
realised themselves the dependencies that their project actually has. 

●​ One tester/use case was investigated, but their build systems were not supported, since they 
used older versions of current systems and were not ready to upgrade to newer build 
systems. We decided not to build support for older versions of certain build systems within the 
OCCTET project. The not supported build systems in this case were Visual Studio Build Tools 
(VC2017) and CMake (v3.17.3). 

occWe record here the legal names of current testers with whom the testing has been set up and use 
cases have been analyzed, at least initially. Further testing, or feedback may still be in the process: 

●​ DH electronics GmbH  
●​ Mahlo GmbH  
●​ ReductSoftware UG  
●​ A-SIT Plus GmbH  
●​ Obeo S.A.S.  
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3 ORT Server (DOC) 

3.1 Double Open’s Role in OCCTET 
Double Open Oy is a Finnish startup founded in the year 2023 that emerged out of a 
research and automation initiative by the Finnish law firm HH Partners which is engaged with 
the OpenChain project. Double Open strives for creating open solutions for highly automated 
software compliance checks and for process optimization. It does so via a unique 
combination of both legal and technical expertise in the open source domain, as the 
founders are top-tier technology attorneys and long-standing open source project 
maintainers. 

Double Open’s main product is the Double Open Compliance (DOC) solution. It is fully open 
source, building on and extending existing open source projects like the OSS Review Toolkit 
(ORT), the ORT Server, and the Double Open Server (DOS). Simply speaking, one can think 
of DOC as a Double-Open-branded distribution of ORT Server with accompanying tools as 
well as optimal technical configuration and sound legal configuration. For the scope of this 
document, the terms “ORT Server” and “DOC” may be used interchangeably. 
 
With the ORT ecosystem being central to Double Open’s offerings, Double Open 
(co-)maintains these projects with an “upstream first" principle. Since the beginning of the 
OCCTET project, Double Open has publicly contributed more than 1700 changes and 
improvements to the wider ORT ecosystem. In particular, Double Open developed the whole 
Graphical User Interface (GUI) for the ORT Server in the form of a web frontend powered by 
the React framework. 
 
The DOC solution serves the base platform to integrate with other OCCTET tools. 
Technically, this is archived via the different plugin entry points from the ORT ecosystem, 
including but not limited to vulnerability advisors, license scanners, and SBOM reporters. 

3.2 Architectural Overview 
The ORT Server is based on ORT, leveraging its libraries programmatically for component 
analysis, license scanning, vulnerability databases, compliance rules, and report generation. 
This allows users to manage and analyze dependencies and licenses with ease, offering 
detailed insights and compliance reporting. 
 
A REST API is provided by ORT Server that allows for seamless integration with other tools 
and automation workflows. This API offers endpoints for performing tasks like managing 
repositories, secrets, or users, and getting the results of ORT runs, making it easy to 
incorporate ORT functionality into existing DevOps pipelines or CI/CD environments. 
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Following an API-first design, the ORT Server includes a React-based web UI that uses the 
REST API and is designed to streamline access to critical functions and data. This interface 
allows users to manage the compliance and security of their projects with ease, providing 
detailed reports of software components, licenses, and vulnerabilities. 
 
Based on Keycloak as the identity and access management solution, ORT Server 
incorporates robust user access and role management capabilities. It supports user 
authentication, authorization, and multi-factor authentication, allowing organizations to define 
roles and permissions for different users. This ensures that different users can access only 
the relevant parts of the system. 
To scale with a growing number of products throughout multiple organizations, ORT Server 
leverages Kubernetes as a container orchestration platform for efficient resource 
management and deployment. It allows organizations to scale their software composition 
analysis workflows horizontally by running the actual ORT components in separate 
containers. Kubernetes integration also provides enhanced automation, fault tolerance, and 
dynamic load balancing, ensuring high availability and reliability in production environments. 
 
Put simply, the architecture can be depicted as follows: 
 

 
The deployment is modularized into separate Docker images per worker (config, analyzer, 
advisor, reporter, etc.) to follow secure-by-design principles like minimizing the attack surface 
and using safe configuration out of the box. Helm charts are provided for convenient and 
easy setup of reproducible staging and production environments. 
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3.3 CRA Phases 
On an abstract level, the activities from the CRA can be grouped into the following phases: 
 

●​ Initiation: Product definition and applicability 
●​ Risk Assessment: Intended / foreseeable use, support period, execution and 

documentation 
●​ Pre-launch: Development practices, vulnerability handling, dependency 

management, SBOM generation 
●​ Post-launch: Vulnerability monitoring, archiving 

 
Out of these, the underlined requirements can theoretically be automated, and the following 
sections show how to do that with the DOC solution. 

3.4 Vulnerability Management 
Note: For this section, the ReductStore OCCTET-tester will be used as an exemplary SME in 
the screenshots. 
 
Getting an SME on-boarded in DOC starts with authentication, which is implemented via 
Keycloak Open Source Identity and Access Management (IAM) solution: 

 

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 23 

https://www.reduct.store/
https://www.keycloak.org/


 
 

  
 

 
 
Accounts are either created in advance by a DOC administrator, or the user can authenticate 
via one of the configured Single Sign-On (SSO) integrations (as in the screenshot shown 
with Google, which includes Google Workspace account as commonly used in enterprises). 
 
After logging in, the user lands at the SME organization’s overview page. This hierarchical 
view allows for managing product groups to comply with the CRA’s requirement of a product 
definition: 
 

 
 
In this case, there is only a single product called Reduct Database inside the 
ReductSoftware (OCCTET) organization. To add new product definitions to the organization, 
the user clicks on the Add product button in the upper-right corner. A product is identified by 
a mandatory Name and has an optional Description: 
 

 
 
Back on the organization’s overview page, the central area shows a dashboard with 
Vulnerabilities, (technical) Issues, (policy) Role Violations, and statistics about the 
ecosystems Packages coming from all products throughout the organization. This view 
provides managers or security / legal staff with a compact overview of the compliance status 
in the organization. 
 
By clicking on a name in the Products table, the user can go deeper in the hierarchy to 
manage the source code repositories a product is compromised of. A typical use-case is 
where a single product consists of both a backend and a frontend, which are implemented in 
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different programming languages and hosted in different repositories. At the example of the 
Reduct Database product, this is how it looks like on the product hierarchy level: 
 

 
 
This product overview resembles the organization overview, but all dashboard numbers are 
scoped to the current product, which is useful e.g. for product owners. In a similar way to like 
products can be added to organization, Repositories can be added to products using the 
upper-right Add repository button: 
 

 
 
Currently, repositories are limited to Version Control System (VCS) repositories identified by 
a URL and Type. Again, an optional Description may be given. 
 
Note: In the future, the source code of repositories can also be provided otherwise, like by 
the upload of a source code archive. 
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A user interested in vulnerability handling in the context of the CRA can then click on the 
Vulnerabilities card in the product overview dashboard. This takes the user to a table-view of 
vulnerabilities found in all repositories of the product: 
 

 
 
In this example case, all vulnerabilities stem from Node Package Manager (NPM) packages 
in a single repository. However, in general a vulnerable package could be part of multiple 
repositories. In order to find out which repositories contain a vulnerable package, currently a 
manual step is involved which requires the user to copy the package identifier in Package 

URL (PURL) format starting with “pkg:” to the clipboard via the -icon. Then the user 
needs to navigate to the Packages search in the left-hand menu and paste the PURL from 
the clipboard to the Search Packages field (which is interpreted as a regular expression). 
The search result then looks like 
 

 
 

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 26 

https://github.com/package-url/purl-spec
https://github.com/package-url/purl-spec


 
 

  
 

 
 
Clicking on the Run Index link of a result row in the table takes the user straight of the 
compliance run on the respective repository where the package was discovered via Software 
Composition Analysis (SCA) when running ORT’s Analyzer tool. This is how the overview 
page for a compliance run on the repository level looks like: 
 

 
 
Clicking once more on the Vulnerabilities card opens up the run-centric view of vulnerability 
details: 
 

 
 
Each card in the table view contains a summary of the vulnerability and the name of the 
advisor that provided the vulnerability data. The first four vulnerabilities came in via ORT’s 
advisor plugin for AboutCode’s (ABCD) VulnerableCode platform, whereas the last 
vulnerability in the screenshots came in via the Google OSV advisor plugin of ORT. 
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In order to review and handle a specific vulnerability, the user can click on the -icon to 
expand the details panel for a specific vulnerability finding: 
 

 
 
This view allows investigating the details of the vulnerability and to follow any of the 
reference links for yet more background information. 
 
If the manual investigation by a security expert user comes to the conclusion that the 
vulnerability finding should be resolved, this can be done from the panel to Create a 
resolution: 
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In this case, having a closer look at the summary information of the vulnerability reveals that 
it is a false-positive: “[...] This CVE has been marked as a False Positive and has been 
removed.” 
 
So a viable option is to resolve this finding as NOT_A_VULNERABILITY. After clicking on 
Create resolution, the resolution is saved and will be applied on the next compliance run on 
the repository: 
 

 
 
Resolutions can be edited and deleted as needed via the respective icons on the right-hand 
side. Above these icons, the SERVER badge indicates that the resolution is managed on the 
server-side, as opposed to a resolution created via configuration-as-code by committing a 
.ort.yml file repository. 
 
Note: The concrete names of the vulnerability resolution reasons are currently being 
reworked to more closely resemble CRA use-cases. 
 
The user can now trigger Rerun from the top-level header controls to apply the pending 
changes: 
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The new run then shows the vulnerability as resolved: 
 

 
 
Note: The first run had 116 vulnerability findings in total, while the second run has 121 in 
total (out of which 1 is resolved). The difference of 5 findings is due to the fact that during the 
time between runs 1 and 2 those 5 new vulnerabilities have been discovered in the transitive 
dependencies of the projects in the repository although no code changes have been made to 
the project itself. This is a prime example for why vulnerability monitoring is crucial. 
 
The monitoring of vulnerabilities of released or in-development products can currently be 
implemented with the help of the accompanying GitHub action which leverages the ORT 
Server CLI (OSC) to schedule runs via the REST API of ORT Server. By creating a GitHub 
workflow with a schedule that uses the ORT Server action, runs are regularly triggered on 
the server even without code changes to the product. 

3.5 Dependency Management 
There is a connection between vulnerability management and dependency management in 
the sense that dependencies of a project have to be discovered before they can be checked 
for known vulnerabilities, and because addressing a vulnerability by updating a dependency 
to a fixed version is easier for direct dependencies than for transitive dependencies 
(dependencies of dependencies) of a project. 
 
This is why ORT Server provides best-in-class Software Composition Analysis (SCA) for 
software projects via the ORT Analyzer tools. In contrast to many other (including 
commercial) solutions, the ORT Analyzer does not require to modify or prepare the project 
under analysis (e.g. by applying build system plugins), and it analyzes project dependencies 
dynamically, taking into account any version conflict resolution applied by the build system, 
which results in a deviation of the statically declared dependencies in the project manifests. 
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In order to achieve this depth of knowledge, the ORT Analyzer relies and (implicitly) checks 
for good development practices when managing dependencies in the build system. 
Technical Issues are raised if a project is set up in a way that prevents the SCA to function 
properly, or Deprecation hints are filed if outdated dependencies are found even if they are 
not known to be vulnerable: 
 

 
 
ORT Server provides means to inspect a vulnerability for its dependency relationship to the 
project. In order to do so, a user navigates to the Vulnerabilities view and clicks on the blue 
package ID within a card in the table: 
 

 
 
This tackles a user straight to the expanded details of that specific package, which contains 
information about the Shortest Dependency Paths at the bottom of the details panel: 
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This shows that the pkg:npm/jsonpath@1.1.1 package is a transitive dependency within 
the devDependencies scope of the NPM::web-console:1.14.0-beta.1 project, which has 
been introduced via the direct dependency on pkg:npm/react-scripts@5.0.1 and its 
pkg:npm/bfj@7.1.0 dependency. So in this case upgrading the pkg:npm/jsonpath@1.1.1 
package directly in the NPM::web-console:1.14.0-beta.1 project is not possible, and the 
user needs to wait for or work with the projects along the Shortest Dependency Paths to 
upgrade to a non-vulnerable version of the pkg:npm/jsonpath@1.1.1 package. 
 
Note: A future version of ORT Server will make it easier for the user to understand whether a 
newer version of a package is available that fixes the vulnerability, and how to upgrade to it 
depending on whether the dependency is direct or transitive to the project. 

3.6 SBOM Generation 
Based on the metadata gathered during the analyzer and advisor phases, ORT Server can 
create various reports, including Software Bill-of-Materials (SBOMs), compulsory 
statements, disclosure documents, vulnerability reports, source code archives, and many 
more. These can be accessed from the Reports menu of a run. 
 
For the two most widely used SBOM formats, CycloneDX and SPDX, ORT Server offer a 
dedicated page to download these reports in various formats from: 
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Note: While ORT currently offers more detailed options to configure these SBOMs, like the 
exact version to the output file format specification to use, these options are not yet exposed 
as part of the ORT Server UI. 
 
While ORT offers a dedicated report template for vulnerabilities, by now the OpenVEX 
standard gains adoption as a format to exchange data about the exploitability of a 
vulnerability in a given product context. As it makes sense to track the static data about 
dependencies in an SBOM separately from the dynamic data about known vulnerabilities in 
these dependencies, ORT will feature a separate VEX reporter going forward. 

3.7 ORT Dependency and Vulnerability Analysis of Popular 
Open Source Projects 
Besides testing with software products from SMEs, the toolchain around ORT Server has 
also been run on 96 popular open source projects and several renowned open source 
projects for testing.  

3.7.1 Popular Open Source Projects 

3.7.1.1 Introduction 
As part of the OCCTET WP3 efforts for D3.3, and in collaboration with WP4 task 4.4, 96 
widely-used open source projects were selected for automated analysis using the ORT 
(OSS Review Toolkit) platform hosted on the OCCTET ORT Server (ort-server.occtet.eu). 
Projects are organised into ten language ecosystems:  C/C++, C#, Swift, Rust, Ruby, 
Python, Go, PHP, JavaScript, and JVM, with approximately ten repositories per ecosystem 
selected on the basis of download counts and community adoption metrics. ORT resolves 
the full transitive dependency graph for each project and runs advisor jobs against the OSV 
and VulnerableCode advisory databases to surface known vulnerabilities. This report 
presents, for each ecosystem and repository: the analysis pipeline status, the total number 
of third-party packages identified, and the vulnerability findings broken down by severity. The 
five repositories with the highest vulnerability counts are examined in further detail, with 
per-package advisory listings and upgrade recommendations available directly from ORT 
Server. 
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The data extraction in this section 3.7.1 has benefited from the ORT Server API’s and AI 
agents have been used to compile the data into tables.  Also, UI screenshot examples have 
been added to show the “human” UI view.  

3.7.1.2 Overall Summary 
Ecosystem Started Clean Analysis​

 Issues 
Failed Vulns Deps 

C/C++ Projects 10 3 7 0 488 1395 
C# Projects 10 6 4 0 45 2466 
Swift Projects 10 9 1 0 295 972 
Rust Projects 10 9 1 0 83 997 
Ruby Projects 10 5 5 0 111 760 
Python Projects 10 9 1 0 27 427 
Go Projects 9 8 1 0 0 8 
PHP Projects 10 8 2 0 25 431 
JavaScript Projects 10 10 0 0 66 628 
JVM Projects 7 7 0 0 55 243 
Total 96 74 22 0 1112 6471 

 

Status definitions: 

Clean: the analyzer completed without issues; issues in later pipeline stages (scanner, 
evaluator, reporter) do not affect this classification.  

Analysis Issues: the analyzer job completed but reported one or more issues, typically 
relating to sub-projects or files that could not be resolved in ORT's analysis environment; 
these are often opportunities to improve practices in the target project, as ORT works best 
with best practice development methods.  

Failed: no analysis run fails.  

Vulns: total number of vulnerabilities–package pair findings reported by the ORT advisor 
(see the Vulnerability Findings section for an explanation of this counting method).  

Deps: total number of third-party packages identified in the transitive dependency graph for 
the most recent run. 
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UI view: ​  

C/C++ Projects 
Repository Status Deps Vulns 
boostorg/boost Analysis Issues 426 163 
curl/curl Analysis Issues 46 0 
ffmpeg/ffmpeg Clean 0 0 
gabime/spdlog Clean 0 0 
madler/zlib Analysis Issues 15 0 
opencv/opencv Analysis Issues 282 82 
open-source-parsers/jsoncpp Clean 21 0 
openssl/openssl Analysis Issues 332 138 
protocolbuffers/protobuf Analysis Issues 200 5 
qt/qtbase Analysis Issues 195 100 

  

C# Projects 
Repository Status Deps Vulns 
App-vNext/Polly Clean 114 0 
AutoMapper/AutoMapper Clean 28 0 
AvaloniaUI/Avalonia Analysis Issues 932 15 
DapperLib/Dapper Clean 162 0 
dotnet/runtime Analysis Issues 0 0 
FluentValidation/FluentValidation Analysis Issues 120 12 
JamesNK/Newtonsoft.Json Clean 58 0 
NLog/NLog Analysis Issues 151 19 
restsharp/RestSharp Clean 1490 14 
serilog/serilog Clean 64 0 
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Swift Projects 
Repository Status Deps Vulns 
Alamofire/Alamofire Clean 54 1 
Kitura/Kitura Clean 25 0 
Moya/Moya Clean 55 33 
mxcl/PromiseKit Analysis Issues 745 257 
onevcat/Kingfisher Clean 122 2 
PerfectlySoft/Perfect Clean 1 0 
ReactiveX/RxSwift Clean 26 8 
SnapKit/SnapKit Clean 0 0 
SwiftyJSON/SwiftyJSON Clean 0 0 
vapor/vapor Clean 28 0 

  

Rust Projects 
Repository Status Deps Vulns 
BurntSushi/memchr Analysis Issues 76 1 
cuviper/autocfg Clean 0 0 
dtolnay/proc-macro2 Clean 58 0 
dtolnay/quote Clean 29 0 
dtolnay/unicode-ident Clean 173 1 
matklad/once_cell Clean 8 0 
microsoft/windows-rs Clean 800 82 
rust-lang/cfg-if Clean 0 0 
rust-lang/libc Clean 33 0 
rust-lang/log Clean 29 0 

  

Ruby Projects 
Repository Status Deps Vulns 
guard/guard Clean 51 0 
jnunemaker/httparty Clean 57 2 
lostisland/faraday Clean 261 11 
rack/rack Analysis Issues 24 0 
rails/rails Analysis Issues 499 94 
rails/thor Clean 56 1 
rest-client/rest-client Clean 41 7 
ruby/json Analysis Issues 0 0 
sparklemotion/nokogiri Analysis Issues 0 0 
sparklemotion/sqlite3-ruby Analysis Issues 0 0 
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Python Projects 
Repository Status Deps Vulns 
benjaminp/six Clean 0 0 
certifi/python-certifi Clean 0 0 
dateutil/dateutil Clean 49 17 
jawah/charset_normalizer Clean 46 2 
kjd/idna Clean 0 0 
numpy/numpy Analysis Issues 366 8 
psf/requests Clean 50 0 
pypa/packaging Clean 2 0 
python/typing_extensions Clean 0 0 
urllib3/urllib3 Clean 0 0 

  

Go Projects 
Repository Status Deps Vulns 
davecgh/go-spew Clean 0 0 
go-yaml/yaml Analysis Issues 0 0 
modern-go/concurrent Clean 0 0 
modern-go/reflect2 Clean 0 0 
pkg/errors Clean 0 0 
pmezard/go-difflib Clean 0 0 
spf13/pflag Clean 0 0 
stretchr/testify Clean 5 0 
golang.org/x/text Clean 3 0 

  

PHP Projects 
Repository Status Deps Vulns 
doctrine/dbal Clean 87 0 
doctrine/orm Clean 67 0 
guzzle/guzzle Analysis Issues 89 0 
laravel/framework Clean 219 3 
php-fig/log Clean 0 0 
Seldaek/monolog Clean 76 0 
symfony/console Clean 28 0 
symfony/dependency-injection Analysis Issues 15 0 
symfony/yaml Clean 10 0 
twigphp/Twig Clean 84 24 

  

JavaScript Projects 
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Repository Status Deps Vulns 
feross/safe-buffer Clean 273 2 
inspect-js/hasOwn Clean 1 0 
isaacs/inherits Clean 0 0 
isaacs/node-graceful-fs Clean 182 28 
ljharb/has-symbols Clean 0 0 
lydell/js-tokens Clean 110 32 
microsoft/tslib Clean 136 4 
npm/wrappy Clean 0 0 
Raynos/function-bind Clean 0 0 
TooTallNate/util-deprecate Clean 0 0 

  

JVM Projects 
Repository Status Deps Vulns 
external/jsr-305 Clean 0 0 
apache/commons-logging Clean 65 16 
apache/commons-collections Clean 24 2 
eclipse-ee4j/injection-api Clean 0 0 
google/guava Clean 113 35 
JetBrains/java-annotations Clean 45 0 
qos-ch/slf4j Clean 11 2 

3.7.1.3 Vulnerability Findings 
Vulnerability data was collected by the ORT advisor step using the OSV and VulnerableCode 
advisory databases. The table below aggregates findings by ecosystem across all 
repositories with a completed ORT run. Counting methodology: each row in the ORT 
vulnerability output represents one advisory–package pair — that is, one known advisory 
(CVE, GHSA or similar) matched against one specific package version in the dependency 
graph. If the same advisory affects five packages, it is counted five times. Totals therefore 
reflect the volume of findings to triage, not the number of distinct advisories or distinct 
vulnerable packages. The per-repository deep dives in the following subsections present 
findings grouped by package, with all advisory IDs for each package collected into a single 
row.  

Ecosystem Critical High Medium Low None Total 
C/C++ Projects 29 204 209 31 15 488 
C# Projects 3 19 21 2   45 
Swift Projects 62 133 72 25 3 295 
Rust Projects 2 37 33 10 1 83 
Ruby Projects 7 44 55 5   111 
Python Projects 2 14 9   2 27 
Go Projects             
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PHP Projects 2 4 7 12   25 
JavaScript Projects 6 33 26 1   66 
JVM Projects 7 20 27 1   55 
Total 120 508 459 87 21 1195 

  

3.7.1.4 Top 5 Repositories by Vulnerability Count 
The five repositories with the highest total vulnerability counts are examined in greater detail 
below. This demonstrates the capabilities of the platform, identifying vulnerabilities in 
dependencies and providing information about the upgrade paths to those vulnerable 
dependencies. 

For each repository  the following information is provided: the Git URL, the analysed version 
tag with commit date, the total package count with a breakdown by package manager, and 
the vulnerability mix across severity levels. This is followed by a table of five packages with 
critical or high severity vulnerability advisories. Each table row represents one package 
version; the Advisories column lists all advisory IDs (CVE, GHSA) that affect that package, 
and the Upgrade / Fix column gives the minimum fixed version as reported by ORT Server, 
where available. Medium and Low severity findings are included in the counts but not 
individually listed. 

mxcl/PromiseKit 
Repository: https://github.com/mxcl/PromiseKit.git 
Version analysed: 8.2.0 (commit 2025-01-16)  |  ORT run: 2026-05-27 
Dependencies: 745 packages (Carthage: 10, NPM: 733, Swift: 2) 
Vulnerabilities: 253 total — Critical: 60, High: 119, Medium: 52, Low: 22 
  

Package Sev. Scor
e 

Advisories Upgrade / Fix 

growl@1.9.2 Critical 9.8 GHSA-qh2h-chj9-jffq, GMS-2016-47, 
CVE-2017-16042 

≥ 1.10.0 

minimist@0.0.8 Critical 9.8 GHSA-xvch-5gv4-984h, CVE-2021-44906, 
CVE-2020-7598, GHSA-7fhm-mqm4-2wp7, 
GHSA-vh95-rmgr-6w4m 

≥ 1.2.6 

minimist@0.1.0 Critical 9.8 GHSA-xvch-5gv4-984h, CVE-2021-44906, 
CVE-2020-7598, GHSA-7fhm-mqm4-2wp7, 
GHSA-vh95-rmgr-6w4m 

≥ 1.2.6 

minimist@1.2.0 Critical 9.8 GHSA-xvch-5gv4-984h, CVE-2021-44906, 
CVE-2020-7598, GHSA-7fhm-mqm4-2wp7, 
GHSA-vh95-rmgr-6w4m 

≥ 1.2.6 

tough-cookie@2.3.4 Critical 9.8 CVE-2023-26136, GHSA-72xf-g2v4-qvf3 ≥ 4.1.3 
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Example 1 UI view (zoomed-in, and zoomed-out), showcasing the advisory presentation, 
including affected package, advisory id, severity, affected versions, upgrade path and links to 
references: 

  

Example 2 UI view:  

boostorg/boost 
Repository: https://github.com/boostorg/boost.git 
Version analysed: master (commit 2026-05-23)  |  ORT run: 2026-05-27 
Dependencies: 426 packages (Crate: 109, NPM: 286, PyPI: 31) 
Vulnerabilities: 157 total — Critical: 18, High: 61, Medium: 67, Low: 11 
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Package Sev. Scor
e 

Advisories Upgrade / Fix 

axios@1.12.2 Critical 10.0 CVE-2025-62718, CVE-2026-40175, 
GHSA-43fc-jf86-j433, GHSA-6chq-wfr3-2hj9, 
GHSA-pf86-5x62-jrwf, GHSA-pmwg-cvhr-8vh7, 
GHSA-q8qp-cvcw-x6jj, CVE-2026-25639, 
GHSA-3p68-rc4w-qgx5, 
GHSA-3w6x-2g7m-8v23, 
GHSA-445q-vr5w-6q77, 
GHSA-5c9x-8gcm-mpgx, 
GHSA-62hf-57xw-28j9, 
GHSA-m7pr-hjqh-92cm, 
GHSA-vf2m-468p-8v99, 
GHSA-w9j2-pvgh-6h63, GHSA-xx6v-rp6x-q39c, 
GHSA-fvcv-3m26-pcqx, GHSA-xhjh-pmcv-23jw 

≥ 1.13.5 

axios@1.13.5 Critical 10.0 CVE-2025-62718, CVE-2026-40175, 
GHSA-6chq-wfr3-2hj9, GHSA-pf86-5x62-jrwf, 
GHSA-pmwg-cvhr-8vh7, 
GHSA-q8qp-cvcw-x6jj, GHSA-3p68-rc4w-qgx5, 
GHSA-3w6x-2g7m-8v23, 
GHSA-445q-vr5w-6q77, 
GHSA-5c9x-8gcm-mpgx, 
GHSA-62hf-57xw-28j9, 
GHSA-m7pr-hjqh-92cm, 
GHSA-vf2m-468p-8v99, 
GHSA-w9j2-pvgh-6h63, GHSA-xx6v-rp6x-q39c, 
GHSA-fvcv-3m26-pcqx, GHSA-xhjh-pmcv-23jw 

≥ 1.15.1 

axios@1.13.2 Critical 10.0 CVE-2025-62718, CVE-2026-40175, 
GHSA-43fc-jf86-j433, GHSA-6chq-wfr3-2hj9, 
GHSA-pf86-5x62-jrwf, GHSA-pmwg-cvhr-8vh7, 
GHSA-q8qp-cvcw-x6jj, CVE-2026-25639, 
GHSA-3p68-rc4w-qgx5, 
GHSA-3w6x-2g7m-8v23, 
GHSA-445q-vr5w-6q77, 
GHSA-5c9x-8gcm-mpgx, 
GHSA-62hf-57xw-28j9, 
GHSA-m7pr-hjqh-92cm, 
GHSA-vf2m-468p-8v99, 
GHSA-w9j2-pvgh-6h63, GHSA-xx6v-rp6x-q39c, 
GHSA-fvcv-3m26-pcqx, GHSA-xhjh-pmcv-23jw 

≥ 1.13.5 

handlebars@4.7.8 Critical 9.8 GHSA-2w6w-674q-4c4q, CVE-2026-33937, 
GHSA-3mfm-83xf-c92r, GHSA-9cx6-37pm-9jff, 
GHSA-xhpv-hc6g-r9c6, GHSA-xjpj-3mr7-gcpf, 
CVE-2026-33938, CVE-2026-33940, 
CVE-2026-33941, CVE-2026-33939, 
GHSA-2qvq-rjwj-gvw9, GHSA-7rx3-28cr-v5wh, 
CVE-2026-33916, GHSA-442j-39wm-28r2 

≥ 4.7.9 

convict@6.2.4 Critical 9.4 GHSA-44fc-8fm5-q62h, GHSA-hf2r-9gf9-rwch, 
CVE-2026-33864, CVE-2026-33863 

≥ 6.2.5 

  

openssl/openssl 
Repository: https://github.com/openssl/openssl.git 
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Version analysed: master (commit 2026-05-27)  |  ORT run: 2026-05-27 
Dependencies: 332 packages (Crate: 156, Go: 2, PyPI: 174) 
Vulnerabilities: 129 total — Critical: 0, High: 49, Medium: 69, Low: 11 
  

Package Sev. Scor
e 

Advisories Upgrade / Fix 

openssl@0.10.71 High 9.3 GHSA-8c75-8mhr-p7r9, 
GHSA-ghm9-cr32-g9qj, 
GHSA-hppc-g8h3-xhp3, 
GHSA-pqf5-4pqq-29f5, GHSA-xp3w-r5p5-63rr, 
GHSA-4fcv-w3qc-ppgg, 
GHSA-xv59-967r-8726, 
GHSA-phqj-4mhp-q6mq, 
GHSA-xmgf-hq76-4vx2, RUSTSEC-2025-0022 

≥ 0.10.78 

urllib3@2.3.0 High 8.9 GHSA-38jv-5279-wg99, 
GHSA-2xpw-w6gg-jr37, 
GHSA-gm62-xv2j-4w53, 
GHSA-qccp-gfcp-xxvc, CVE-2025-66418, 
CVE-2026-21441, CVE-2026-44431, 
CVE-2025-66471, GHSA-48p4-8xcf-vxj5, 
GHSA-pq67-6m6q-mj2v, PYSEC-2026-141, 
CVE-2025-50181, CVE-2025-50182 

≥ 2.6.3 

setuptools@78.1.0 High 8.8 GHSA-5rjg-fvgr-3xxf, PYSEC-2025-49, 
CVE-2025-47273 

≥ 78.1.1 

typed-ast@1.2.0 High 8.7 CVE-2019-19275, CVE-2019-19274, 
PYSEC-2019-130, PYSEC-2019-131 

≥ 1.3.2 

cryptography@44.0.3 High 8.2 GHSA-r6ph-v2qm-q3c2, CVE-2026-26007, 
PYSEC-2026-35, CVE-2026-34073, 
GHSA-m959-cc7f-wv43 

≥ 46.0.5 

  

qt/qtbase 
Repository: https://github.com/qt/qtbase.git 
Version analysed: dev (commit 2026-05-27)  |  ORT run: 2026-05-27 
Dependencies: 195 packages (Maven: 166, NPM: 26, PyPI: 3) 
Vulnerabilities: 100 total — Critical: 4, High: 55, Medium: 37, Low: 4 
  

Package Sev. Scor
e 

Advisories Upgrade / Fix 

bcprov-jdk18on@1.79 Critical 10.0 CVE-2026-5598, GHSA-p93r-85wp-75v3, 
GHSA-c3fc-8qff-9hwx, CVE-2026-0636 

≥ 1.84 
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lodash@4.17.10 Critical 9.8 GHSA-jf85-cpcp-j695, CVE-2019-10744, 
GHSA-r5fr-rjxr-66jc, GHSA-35jh-r3h4-6jhm, 
GHSA-4xc9-xhrj-v574, 
GHSA-p6mc-m468-83gw, CVE-2018-16487, 
CVE-2025-13465, CVE-2021-23337, 
CVE-2020-28500, CVE-2026-4800, 
CVE-2020-8203, GHSA-f23m-r3pf-42rh, 
GHSA-xxjr-mmjv-4gpg, 
GHSA-29mw-wpgm-hmr9, 
GHSA-x5rq-j2xg-h7qm, CVE-2026-2950, 
CVE-2019-1010266 

≥ 4.17.12 

netty-handler@4.1.93
.Final 

Critical 9.1 CVE-2023-34462, GHSA-4g8c-wm8x-jfhw, 
CVE-2025-24970, CVE-2023-4586, 
GHSA-6mjq-h674-j845 

≥ 4.1.118.Final 

netty-codec-http2@4.
1.110.Final 

High 8.7 GHSA-w9fj-cfpg-grvv, GHSA-prj3-ccx8-p6x4, 
GHSA-f6hv-jmp6-3vwv, CVE-2026-33871 

≥ 4.1.132.Final 

netty-codec-http2@4.
1.93.Final 

High 8.7 GHSA-w9fj-cfpg-grvv, GHSA-prj3-ccx8-p6x4, 
GHSA-f6hv-jmp6-3vwv, 
GHSA-xpw8-rcwv-8f8p, CVE-2026-33871 

≥ 4.1.132.Final 

  

rails/rails 
Repository: https://github.com/rails/rails.git 
Version analysed: v8.1.3 (commit 2026-03-24)  |  ORT run: 2026-05-27 
Dependencies: 499 packages (NPM: 499) 
Vulnerabilities: 94 total — Critical: 5, High: 34, Medium: 50, Low: 5 
  

Package Sev. Scor
e 

Advisories Upgrade / Fix 

flatted@3.3.1 Critical 9.8 CVE-2026-33228, GHSA-25h7-pfq9-p65f, 
GHSA-rf6f-7fwh-wjgh, CVE-2026-32141 

≥ 3.4.0 

tough-cookie@2.4.3 Critical 9.8 CVE-2023-26136, GHSA-72xf-g2v4-qvf3 ≥ 4.1.3 
form-data@2.3.3 Critical 9.4 GHSA-fjxv-7rqg-78g4, CVE-2025-7783 ≥ 2.5.4 
rollup@2.79.1 Critical 9.3 CVE-2026-27606, GHSA-mw96-cpmx-2vgc, 

GHSA-gcx4-mw62-g8wm, CVE-2024-47068 
≥ 2.80.0 

socket.io-parser@4.2
.4 

High 8.7 GHSA-677m-j7p3-52f9, CVE-2026-33151 ≥ 3.3.5 

  

3.7.2 Renowned Open Source Projects 
The projects listed under section 2.2.1 were chosen since they host their source code on 
GitHub for easy comparison with GitHub dependency insights and GitHub advanced 
security. The following presents key numbers on the analysis of each of them, based on the 
run status at the end of March 2026, with some updates in May 2026. 

3.7.2.1 Hadoop 
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Hadoop (Git 
commit 
4d78253) 

ORT Server GitHub Remark 

Dependencies 1677 4142 Difference is mostly due to the way of 
calculating the number of Maven 
dependencies 

Bower 27 - GitHub does not support Bower 

NPM 1003 1787 Mismatch might be due to GitHub showing 
data for another revision 

Python 21 1 GitHub does not get transitive dependencies 

Maven 626 2347 GitHub counts Maven projects and plugins. 
While ORT Server covers Maven projects, 
the numbers are calculated differently. 

GitHub 
Actions 

- 7 ORT Server does not support analysis of 
GitHub Actions 

Vulnerabilities 1103 - GitHub advanced security not configured/not 
available 

 
Conclusion: A failure during analysis of NuGet projects with ORT Server leads to no results 
for that ecosystem from ORT Server. GitHub omits all transitive dependencies of Python 
dependencies listed in a requirements.txt file, which might result in undetected vulnerabilities. 
GitHub lists more Maven packages as it also counts Maven sub-projects and Maven plugins 
as packages. 
 

3.7.2.2 Kafka 

Kafka (Git 
commit 
a35d649) 

ORT Server GitHub Remark 

Dependencies 96 74 ORT Server does not support analysis of 
GitHub Actions, but otherwise catched more 
dependencies. 

Python 64 25 GitHub seems to not parse ~= relations 

Maven 32 10 GitHub seems to omit non-standard scope 
“swaggerDeps” 

GitHub 
Actions 

- 39 ORT Server does not support GitHub 
Actions 
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Vulnerabilities 51 - GitHub advanced security not configured/not 
available 

 
Conclusion: With the exception of GitHub actions, which are not (yet) supported by ORT 
Server, the analysis by ORT Server draws a more complete picture including "compatible" 
Python dependencies declared with ~= and Maven dependencies from non-standard 
scopes. 

3.7.2.3 Tomcat 
 

Tomcat (Git 
commit 
2c59450) 

ORT Server GitHub Remark 

Dependencies 40 51 ORT Server does not support analysis of 
GitHub Actions 

Maven 40 40  

GitHub 
Actions 

- 11 ORT Server does not support analysis of 
GitHub Actions 

Vulnerabilities 45 - GitHub advanced security not configured/not 
available 

 
Conclusion: Again with the exception of GitHub actions, ORT Server and GitHub agree on 
the dependencies.  

3.7.2.4 Mosquitto 
 

Mosquitto (Git 
commit 
b3b4d77) 

ORT Server GitHub Remark 

Dependencies - 34 ORT Server does not support analysis of 
GitHub Actions 

GitHub 
Actions 

- 34 ORT Server does not support analysis of 
GitHub Actions 

Vulnerabilities 0 - GitHub advanced security not configured/not 
available 

 
Conclusion: The project mostly uses C / C++ without a dedicated package manager, thus 
dependencies cannot be programmatically analyzed, neither by ORT Server nor by GitHub. 
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As a fallback, ORT Server provides means to manually declare dependencies in a 
machine-readable format, like SPDX. 

3.7.2.5 Jetty 
 

Jetty (Git 
commit 
8c218d9) 

ORT Server GitHub Remark 

Dependencies 725 5396 Difference is mostly due to the way of 
calculating the number of Maven 
dependencies 

Maven 725 5390 ORT Server does not capture Maven 
plugins; GitHub treats project dependencies 
as packages 

GitHub 
Actions 

- 6 ORT Server does not support analysis of 
GitHub Actions 

Vulnerabilities 104 - GitHub advanced security not configured/not 
available 

 
Conclusion:  

●​ ORT Server in general supports a wider set of technologies and supports 
better transitive dependency resolution when compared to GitHub  

●​ GitHub lists a lot more Maven dependency than ORT Server does. This is mainly due 
to two factors: 1. GitHub treats inter-dependencies between projects in  a 
multi-project setup as packages. As the project has many (sub-)projects, this 
increases the number of packages a lot. 2. GitHub also lists plugins to the Maven 
build system as Maven dependencies. As these are build-time dependencies that are 
not distributed as part of the product, ORT Server currently disregards these. 

●​ Github analyses its own GitHub Actions which the ORT Server does not. 
●​ Using GitHub advanced security requires separate configuration and may require 

paid plans, depending on the case; these projects had not enabled that GitHub 
feature. ORT Server accesses vulnerability data from free data sources. 

3.8 Planned Improvements 
To address the noted current limitations, this lists the planned improvements until the end of 
the OCCTET project: 
 

●​ Allow more than just VCS repositories as input to create runs from 
●​ Rework VulnerabilityResolutionReason for CRA / DORA requirements 
●​ Extend the ORT advisor model with fixed version information 
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●​ Allow to automatically re-run jobs based on a schedule / event trigger 
●​ Integrate plugin manager with UI to trigger runs 
●​ Add a reporter for exploitable vulnerabilities in OpenVEX format 
●​ General UX improvements, e.g. more efficient navigation in the UI for different 

use-cases 
●​ Ongoing bug fixes based on finding from this milestone deliverable and continuous 

dogfooding 
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4 Curator 

4.1 Bitsea’s role in OCCTET 
Bitsea is a leading provider of software audits and sustainable open source security, risk, 
and compliance management. For more than a decade, well-known companies in the 
automotive, telecommunications, financial services, logistics, and aerospace sectors have 
relied on Bitsea’s expertise—whether for technical due diligence during M&A activities or for 
supporting secure digital transformation. 

As an active member of the OpenChain project, Bitsea combines deep legal-technical 
know-how with collaborative, partner-based innovation. Within the OCCTET project, Bitsea 
is responsible for designing and implementing key functionality related to automated license 
curation, metadata enrichment, and audit result validation. By building on its proven 
experience in FOSS compliance, Bitsea contributes to making OCCTET a robust, 
regulatory-aligned toolkit for the entire European software ecosystem. 

 

The Bitsea OCCTET Curator is designed as a practical, AI-supported web application to 
streamline open source software auditing for SMEs and larger enterprises alike. It targets 
both license compliance and vulnerability management, responding directly to growing 
demands under the Cyber Resilience Act (CRA) and broader software supply chain 
obligations. 

4.2 OCCTET Curator On GitHub 
Occtet Curator is open source and can be downloaded at: 
https://github.com/Bitsea/Occtet-Curator 

Current tag: https://github.com/Bitsea/Occtet-Curator/releases/tag/Toolkit-Demo-Del-D3.3 

4.3 Current Status 
The current version is still in development and it will be finished as planned by Oct 31, 2026. 
The connection to the Federated Database of ABCD is established and functional. 
Integration with the ORT server is established and functional. 

An AI is already integrated that already supports basic tasks. Features of vulnerability 
management have been implemented. 

The current version remains under development and is scheduled for completion by October 
30, 2026, as planned. The connection to the Federated Database of ABCD is established 
and operational. Integration with the ORT server is established and functional. 

An Artificial Intelligence component has been integrated, providing support for basic tasks. 
Vulnerability management features have also been successfully implemented. 
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4.4 Installation 
The installation is Docker-based and described in the readme in Github. The file 
"occtet-nats/docker-compose.yml" contains all necessary configurations (ports, password, 
paths, mappings). The Dockerfiles are built with "docker compose up". 

4.5 Architecture 
The following diagram shows the architecture: 

 

The Bitsea OCCTET curator is designed as a modern web-based application with a modular 
microservices architecture, enabling scalable, maintainable, and highly customizable audit 
workflows. It combines a user-friendly frontend for inventory and report management with a 
robust backend that orchestrates multiple specialized services. The architecture reflects key 
design goals of audit traceability, interoperability, and AI-assisted decision support — aligned 
with the needs of small and medium-sized enterprises (SMEs) working towards secure open 
source usage and CRA compliance. 

4.6 User Interface 
The user experience is a web-based interface built using the Jmix (v2.6) framework, which 
extends Spring Boot to simplify the creation of enterprise-grade applications. The UI allows 
users to upload SBOMs and audit reports, configure scan parameters, view results, and 
manage open source software inventory items and their licenses and vulnerabilities. 

Each task initiated in the frontend, such as uploading a Flexera FossReport or an SPDX 
SBOM, results in a configuration being generated and associated with a scanning job. This 
configuration is passed into the system via a well-defined process and can include file 
uploads, string-based values, or base paths, depending on the specific scan type. 
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The frontend also communicates asynchronously with backend services through a 
messaging queue system, which supports decoupled and scalable processing of 
long-running or computationally intensive tasks. 

4.7 Microservices and Task Isolation 
The tool follows a task-oriented microservices architecture, where each microservice is 
responsible for a single, clearly defined function in the audit pipeline. These microservices 
are implemented using Spring Boot and communicate using the NATS messaging system, 
which is configured in JetStream work queue mode to support reliable and distributed task 
execution. 

When a task is initiated from the frontend, a corresponding message is published to a 
subject in the NATS stream. The appropriate microservice consumes this message, 
processes the data, and sends back results or error messages on a response subject. This 
pattern ensures scalability and clean separation of concerns. 

Microservices include, among others: 

●​ SPDXMicroService: Processes SPDX 2.3 SBOMs and extracts license, copyright, 
and component data. 

●​ VulnerabilityMicroService: Looks up CVE data from external sources based on 
software component identifiers (e.g., PURLs). 

●​ DownloadMicroServices: Allow generation of new SPDX SBOMs or FossReports 
from curated inventory. 

●​ LLMMicroService: Uses local LLMs (via Ollama) for intelligent text analysis (e.g., 
false positive detection, license classification) 

●​ PackageDataMicroService: Enriches metadata for packages via external registries 
(e.g., PURL-based) 

●​ DownloadSPDX/FossReport: Generates new curated SBOMs 
●​ ControlSPDXMicroService: Validates SBOM structure and consistency 
●​ InformationFileMicroService: Processes custom information files for AI indexing 

and reference 

Each microservice interacts with a common PostgreSQL database (v16.0), where curated 
audit entities (Vulnerabilities, InventoryItem, SoftwareComponent, License, Copyright, etc.) 
are stored. 

4.8 Messaging Infrastructure: NATS and JetStream 
The system uses NATS as its core messaging and streaming system. NATS is a 
CNCF-certified lightweight publish-subscribe system, which allows various services to 
communicate asynchronously without direct dependencies. 

JetStream, NATS' persistence layer, is activated to support the work queue model, where 
each task is distributed reliably and durably to the appropriate microservice. Messages are 
stored in a dedicated location and can be pulled by multiple clients. While currently each 
task queue has a single consumer, the architecture supports load balancing and parallelism 
in future deployments. 

This message-driven architecture ensures robust handling of task status, error propagation, 
and result delivery, while simplifying orchestration across services. 
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4.9 AI and Local Language Model Integration 
To support intelligent automation in audit workflows, OCCTET Curator includes a dedicated 
AI microservice, which connects to locally hosted open source large language models via 
the Ollama framework. This allows sensitive code or information to be processed without 
relying on external cloud APIs, preserving data confidentiality and enabling offline 
deployment. 

The AI microservice uses Spring AI for local model access and inference, and supports 
modular integration of additional tools such as: 

●​ Autocomplete and text suggestion for curation fields, 
●​ Copyright validation and filtering, 
●​ License classification and deviation detection. 

The system is also designed to support hybrid AI workflows, combining rule-based tools with 
retrieval-augmented generation (RAG) pipelines. These pipelines use document chunking, 
vector databases, and reranking techniques to improve the quality and relevance of AI 
responses. 

4.10 External Data Sources and Enrichment 
Several microservices are responsible for augmenting internal data with external metadata 
and vulnerability information. This includes: 

●​ Querying third-party metadata databases like AboutCode, ClearlyDefined, and 
deps.dev, 

●​ Fetching SBOM fragments and license texts from GitHub or SPDX.org, 
●​ Contacting vulnerability databases via CVE or PURL identifiers. 

The system is designed to support enrichment-on-demand, reducing the need for complete 
upfront data and supporting incremental curation. 

4.11 Open Source Licensing and Sustainability 
Bitsea OCCTET Curator is released as free and open source software under the Apache-2.0 
license. The source code is publicly available on GitHub, allowing other audit providers, 
security teams, or compliance officers to reuse and adapt the toolkit for their own needs. 

4.12 Deployment and Packaging 
OCCTET Curator is designed for flexible deployment to accommodate the varying technical 
capacities of its users including small and medium-sized enterprises (SMEs). It can be 
deployed either as: 

●​ A self-contained JAR file for each microservice and the frontend UI, using the 
standard Spring Boot build process, 

●​ A project-wide Gradle build, enabling consistent compilation, dependency resolution, 
and artifact generation, 

●​ Or as a Docker image, allowing easy containerization and orchestration using Docker 
Compose or Kubernetes. 
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For users familiar with container-based environments, each component of the Bitsea 
OCCTET Curator architecture from the NATS server and PostgreSQL database to the 
individual Spring Boot microservices can be encapsulated in a Docker image. This enables 
reproducible environments, versioned deployments, and simplified dependency 
management, which are especially beneficial in regulated or security-sensitive settings. 

Pre-built Docker images may be provided for convenience, or users can generate them via 
the Gradle build pipeline. This approach supports both local development setups and 
production deployments in cloud or on-premise infrastructure. 

4.13 Docker images 
To support portability, reproducibility, and ease of setup, OCCTET Curator will be delivered 
as a set of 4 to 5 Docker images, each representing a core component of the system. These 
pre-built images package each microservice or service layer along with its required runtime 
environment, dependencies, and configuration. 

The images are expected to include (tentatively)  

●​ The Jmix-based frontend UI, 
●​ One or more backend microservices (e.g., SPDX and FossReport processors), 
●​ The AI microservice, which runs Spring AI integrated with locally hosted open models 

via Ollama, 
●​ And optionally, utility components such as the NATS JetStream server or a database 

initializer. 

This containerized architecture allows the tool to be deployed easily via Docker or Docker 
Compose, making it suitable for both local development and scalable production 
environments. The use of container images also facilitates compliance and reproducibility in 
regulated sectors. 

4.14 Vulnerability Detection and CRA Alignment 

Vulnerability Management via Software Bill of Materials (SBOM) 

OCCTET curator supports both SPDX and CycloneDX SBOM formats and uses them to 
detect known vulnerabilities through component identifiers (such as PURLs). This 
information is matched against public vulnerability databases (like GitHub Advisory DB, 
NVD, etc.) to assess security risks. When scanner results contain missing or inaccurate 
metadata (such as license name, version, or source), the AI fills in the gaps based on past 
curated data, reducing manual work and improving accuracy. 

CRA Readiness and SBOM Quality 

While the CRA emphasizes vulnerability disclosure, OCCTET ensures the SBOM also meets 
broader industry expectations, including full licensing, authorship, and dependency 
traceability. This holistic approach supports organizations seeking CRA compliance and 
internal software governance at the same time. 
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4.15 VEX integration 
The OCCTET Curator is designed not only to help users identify and manage vulnerabilities 
in open source components but also to support structured documentation of their 
exploitability status through VEX (Vulnerability Exploitability eXchange) integration. The 
Curator can generate VEX documents in formats aligned with SPDX 3.0 or CycloneDX 
standards, or prepare them as standalone machine-readable statements. 

After all findings are curated, the project can export a new SBOM (in SPDX 2.3,3.0, 
CycloneDX) with validated and annotated vulnerability information. These exports fulfill the 
CRA requirement of maintaining accurate, up-to-date documentation of security-relevant 
components. Organizations can share these curated SBOMs with suppliers, customers, or 
regulators as part of their cybersecurity posture reporting. 

4.16 Validation with SME data 
The Small and Medium-sized Enterprise (SME) test data, as referenced in the chapter on 
test data, will be processed. The curator interacts with the ORT Server via an API to retrieve 
the scan results. This data will subsequently be displayed within the curator interface. All 
statistics derived from the ORT Server are equally applicable to the curator, as the Curator is 
dependent on the input provided by the ORT Server. 
 
 

4.16.1 SME-Tester: ReductSoftware UG 
Repositories: 

■​ https://github.com/reductstore/reduct-rs 
■​ https://github.com/reductstore/reductstore 
■​ https://github.com/reductstore/web-console 
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Figure: View the content of reduct-store with vulnerability 
 

 

Figure: Overview Vulnerabilities of reduct-store 

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 54 



 
 

  
 

 
 

 

Figure: How to create a VEX 
 
However, it is crucial to resolve the issues identified during the Scan. The following figure 
illustrates this issue, which stems from the Scan of 
https://github.com/reductstore/reductstore. 
 

 
Figure from Scan of SME test data 
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Curator offers a GUI to work on the ORT issues​

 
 
In addition with curator it would be possible to create a VEX for a vulnerability in reductstore: 

 
After curation the data can be exported via SBOM export and may be transferred back to 
ORT server 
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Validate Tomcat data: 

 
Figure Components of Tomcat code 
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Figure Vulnerability at Tomcat code 
 

4.16.2 SME Tester: Obeo 
Repository: https://github.com/eclipse-sirius/sirius-web.git 
 
Result Stats from Curator: 
Detected Components: 1148 
Detected Vulnerabilities: 48 
SBOM can be generated 
 

4.17 Validation with OSS projects 
The testing and validation of the OCCTET curator was conducted on a varied set of widely 
used OSS projects. This section will show the validation results of each tested OSS project 
and how the OCCTET curator analyzes.  

4.17.1 projects 

4.17.1.1 dotnet/runtime  
https://github.com/dotnet/runtime  
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Figure Software components in dot-net-runtime code 
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Figure Vulnerabilities view   
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4.17.1.2 Avalonia  
https://github.com/AvaloniaUI/Avalonia  
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4.17.1.3 Newtonsoft.Json  
https://github.com/JamesNK/Newtonsoft.Json  
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4.17.1.4 Polly  
https://github.com/App-vNext/Polly 
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4.17.1.5 Restsharp 
 https://github.com/restsharp/RestSharp 
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4.17.1.6 Dapper  
https://github.com/DapperLib/Dapper 
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4.17.1.7 Fluent validation  
https://github.com/FluentValidation/FluentValidation 
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4.17.1.8 Automapper  
https://github.com/AutoMapper/AutoMapper 
   

 
 

 
 

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 72 

https://github.com/AutoMapper/AutoMapper


 
 

  
 

 
 

 
 
 
 

4.17.1.9 Serilog  
https://github.com/serilog/serilog 
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4.17.1.10 NLog:  
https://github.com/NLog/NLog 
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4.17.2 Iconic Projects 

4.17.2.1 Adoptium  
openJDK 27-17 https://dash.adoptium.net/trends 
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4.17.2.2 Eclipse IDE  
Vulnerabilities: 7 
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4.17.2.3 Eclipse Mosquitto  
https://github.com/eclipse/mosquitto 
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4.17.2.4 Tomcat  
https://github.com/apache/tomcat 
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4.17.2.5 Kafka  
https://github.com/apache/kafka  
vulnerabilities:8 
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4.17.3 Python projects 

4.17.3.1 Type-extensions 4.13.2  
https://github.com/python/typing_extensions 
   

 
 

 
 

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 85 

https://github.com/python/typing_extensions


 
 

  
 

 
 

 
 

4.17.3.2 idna -3.10.0  
https://github.com/kjd/idna 
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4.17.3.3 Certifi 2025.4.26 
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4.17.3.4 Six-1.17.0  
https://github.com/benjaminp/six 
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4.17.3.5 Charset-normalizer-3.4.1  
https://github.com/jawah/charset_normalizer 
Vulnerabilities: 4  

 
 

 
 

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 91 

https://github.com/jawah/charset_normalizer


 
 

  
 

 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 92 



 
 

  
 

 
 
4.17.3.6 Requests-2.32.3  
https://github.com/psf/requests  
Vulnerabilities: 4 
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4.17.3.7 Urllib3-2.4.0  
https://github.com/urllib3/urllib3  
Vulnerabilities: 17 
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4.17.3.8 Python-dateutil-2.9.0.post0  
https://github.com/dateutil/dateutil  
Vulnerabilities: 15 
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4.17.3.9 Numpy-2.2.5  
https://github.com/numpy/numpy  
Vulnerabilities: 1 
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4.17.3.10 Packaging-25.0  
https://github.com/pypa/packaging  
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4.17.4 Swift projects  

4.17.4.1 Alamofire  
https://github.com/Alamofire/Alamofire 
Vulnerabilities: 1   
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4.17.4.2 Vapor  
https://github.com/vapor/vapor 
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4.17.4.3 ReactiveX  
https://github.com/ReactiveX/RxSwift 
Vulnerabilities: 5   
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4.17.4.4 Kingfisher  
https://github.com/onevcat/Kingfisher  
Vulnerabilities: 1  
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4.17.4.5 SwiftyJSON  
https://github.com/SwiftyJSON/SwiftyJSON  
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4.17.4.6 Snapkit  
https://github.com/SnapKit/SnapKit  
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4.17.4.7 Moya  
https://github.com/Moya/Moya 
Vulnerabilities: 14   
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4.17.4.8 Promisekit  
https://github.com/mxcl/PromiseKit  
Vulnerabilities: 104 
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4.17.4.9 Perfect  
https://github.com/PerfectlySoft/Perfect   
Vulnerabilities: 104 
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4.17.4.10 Kitura  
https://github.com/Kitura/Kitura  
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4.17.5 Go projects 

4.17.5.1 errors 0.9.1  
https://github.com/pkg/errors 
 

 
 

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 125 

https://github.com/pkg/errors


 
 

  
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4.17.5.2 Go_spew  
https://github.com/davecgh/go-spew  
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4.17.5.3 Go-yaml-3.0.1  
https://github.com/go-yaml/yaml/tree/v3.0.1  
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4.17.5.4 Modern-go-concurrent  
https://github.com/modern-go/concurrent  
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4.17.5.5 Modern-go-reflect2  
https://github.com/modern-go/reflect2  
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4.17.5.6 Pflag-1.0.5  
https://github.com/spf13/pflag  

 
 

 
 

4.17.5.7 Pmezard-go-difflib  
https://github.com/pmezard/go-difflib  
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4.17.5.8 Stretchr_testify  
https://github.com/stretchr/testify  
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4.17.5.9 Text-0.21.0  
https://cs.opensource.google/go/x/text  
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4.17.5.10 Yaml-2.4.0  
https://github.com/go-yaml/yaml  
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4.17.6 Ruby Projects  

4.17.6.1 Rails  
https://github.com/rails/rails  
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4.17.6.2 Nokogiri  
https://github.com/sparklemotion/nokogiri  
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4.17.6.3 Ruby/JSON  
https://github.com/ruby/json   
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4.17.6.4 Httparty  
https://github.com/jnunemaker/httparty  
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4.17.6.5 Faraday  
https://github.com/lostisland/faraday   
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4.17.6.6 Guard  
https://github.com/guard/guard   
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4.17.6.7 Thor  
https://github.com/rails/thor   
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4.17.6.8 Rest-client  
https://github.com/rest-client/rest-client   
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4.17.6.9 Rack  
https://github.com/rack/rack  
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4.17.6.10 Sqlite3-ruby  
https://github.com/sparklemotion/sqlite3-ruby  
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4.17.7 JVM projects  

4.17.7.1 Annotations 13.0  
https://mvnrepository.com/artifact/org.jetbrains/annotations/13.0  
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4.17.7.2 Com.google.code.findbugsjsr305-3.0.2  
 
https://mvnrepository.com/artifact/com.google.code.findbugs/jsr305/3.0.2  
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4.17.7.3 Listenablefuture-9999.0.empty-to-avoid-conflict-with-guava  
https://mvnrepository.com/artifact/com.google.guava/listenablefuture/9999.0-empty-to-avoid-
conflict-with-guava  
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4.17.7.4 Commons-logging-1.2  
https://mvnrepository.com/artifact/commons-logging/commons-logging/1.2  
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4.17.7.5 Guava-failureaccess-1.0.1  
https://mvnrepository.com/artifact/com.google.guava/failureaccess/1.0.1  
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4.17.7.6 Javax-inject-1  
https://mvnrepository.com/artifact/javax.inject/javax.inject/1  
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4.17.7.7 Org.slf4j-api-1.7.25  
https://mvnrepository.com/artifact/org.slf4j/slf4j-api/1.7.25  
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4.17.7.8 aopalliance -1.0  
https://mvnrepository.com/artifact/aopalliance/aopalliance/1.0  

 

 

OCCTET Deliverable Number: D 3.3 - SME Toolkit-Demo-Del - page 167 

https://mvnrepository.com/artifact/aopalliance/aopalliance/1.0


 
 

  
 

 
 
 
 

4.17.7.9 Org-slf4j-api  
https://mvnrepository.com/artifact/org.slf4j/slf4j-api/1.7.36  

 

 
 

4.17.7.10 Commons-collections 3.2.2  
https://mvnrepository.com/artifact/commons-collections/commons-collections/3.2.2  
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4.17.8 Javascript/Typescript projects  

4.17.8.1 Tslib-2.8.1  
https://github.com/microsoft/tslib/tree/v2.8.1  
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4.17.8.2 Inherits-2.0.4  
https://github.com/isaacs/inherits/tree/v2.0.4  
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4.17.8.3 Function-bind-1.1.2 
 https://github.com/Raynos/function-bind/tree/v1.1.2  
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4.17.8.4 Hasown-2.0.2  
https://github.com/inspect-js/hasOwn/tree/v2.0.2  

 

 
 
 

4.17.8.5 Js-tokens-4.0.0  
https://github.com/lydell/js-tokens/tree/v4.0.0  
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4.17.8.6 Safe-buffer-5.2.1  
https://github.com/feross/safe-buffer/tree/v5.2.1  
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4.17.8.7 Util-deprecate-1.0.2  
https://github.com/TooTallNate/util-deprecate/tree/1.0.2  
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4.17.8.8 Has-symbols-1.1.0  
https://github.com/inspect-js/has-symbols/tree/v1.1.0 

 
 

 
 

4.17.8.9 Wrappy-1.0.20 
https://github.com/isaacs/wrappy/tree/v1.0.2  
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4.17.9 Eclipse Projects 
 

4.17.9.1 Eclipse-Mosquitto 2.1.2  
https://github.com/eclipse/mosquitto  
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4.17.9.2 Hadoop 3.4.1  
https://github.com/apache/hadoop  
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4.18 Conclusion 
The functionality of the curator tool is comprehensive, significantly streamlining the security 
and compliance workflow for software components. Specifically, it enables the acquisition of 
Software Component Test Data, referred to as SME test data, by scanning the ORT Server. 
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This scanning capability ensures that the most current security posture and dependency 
information are retrieved directly from the source. 
 
Once the data is retrieved, the curator provides a robust environment for security 
professionals to actively work on identifying, prioritizing, and resolving discovered security 
issues or vulnerabilities. This includes a detailed interface for issue management and 
remediation tracking. 
 
A critical feature of the curator is its ability to generate a Vulnerability Exploitability eXchange 
(VEX) document when necessary. The VEX, a structured data format, allows organizations 
to communicate which discovered vulnerabilities are actually exploitable or pose a risk within 
the specific context of their software product, thereby reducing alert fatigue and focusing 
remediation efforts on true threats. 
 
Finally, the entire process—including the acquired SME test data, the managed issues, and 
the created VEX document—can be successfully exported into a standardized Software Bill 
of Materials (SBOM) format. This export functionality applies equally well to the SME Test 
Data as it does to the analysis performed on the aforementioned 'iconic projects'. This 
ensures compliance, facilitates secure supply chain management, and provides a clear, 
auditable record of the security status of all analyzed components. 
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5 Conclusions 
The OCCTET toolkit demonstrator provides a comprehensive functionality that significantly 
streamlines the security and compliance workflow for software components. By directly 
integrating the Curator with the ORT Server, the system ensures that the most current 
dependency and security posture information is successfully retrieved and analyzed, as 
evidenced by the processing of Small and Medium-sized Enterprise (SME) test data. This 
integration delivers a robust environment for security professionals to actively identify, 
prioritize, track, and resolve discovered security issues and vulnerabilities. 

Testing the ORT Server against prominent open-source projects demonstrated significant 
analytical depth. While certain limitations were identified during the testing phase such as 
processing errors with specific NPM projects and an ongoing lack of support for GitHub 
Actions the ORT Server generally captures a more complete dependency picture than 
standard repository security tools. Notably, it effectively identifies compatible Python 
dependencies and non-standard Maven scopes, and accurately distinguishes between 
distributed product components and build-time dependencies (e.g., Maven plugins). For 
ecosystems lacking dedicated package managers, such as C/C++, the system ensures 
continued traceability by providing fallback mechanisms to manually declare dependencies 
in machine-readable formats like SPDX. 

A critical capability of the toolchain is the generation of Vulnerability Exploitability eXchange 
(VEX) documents. This structured data format allows organizations to communicate the true 
exploitability of specific vulnerabilities within the context of their software, thereby reducing 
alert fatigue and focusing remediation efforts on actual threats. Ultimately, the entire curated 
analysis, encompassing acquired test data, managed vulnerabilities, and generated VEX 
documentation, can be exported into standardized Software Bill of Materials (SBOM) 
formats. Validated across both SME data and iconic open-source projects, these exports 
ensure regulatory compliance, facilitate secure supply chain management, and provide a 
clear, auditable record of the security status of all integrated components. 
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6 ACRONYMS AND ABBREVIATION 
CRA — Cyber Resilience Act 
ENISA — European Union Agency for Cybersecurity 
EU — European Union 
GDPR — General Data Protection Regulation 
FOSS — Free and Open-Source Software 
AI — Artificial Intelligence 
IPR — Intellectual Property Rights 
KPI — Key Performance Indicator 
PII — Personally Identifiable Information 
RBAC — Role-Based Access Control 
SBOM — Software Bill of Materials 
SAST — Static Application Security Testing 
DAST — Dynamic Application Security Testing 
MFA — Multi-Factor Authentication 
SOC — Security Operations Centre 
IR — Incident Response 
API — Application Programming Interface 
TLS — Transport Layer Security 
ISO — International Organization for Standardization 
IEC — International Electrotechnical Commission 
ETSI — European Telecommunications Standards Institute 
SUS — System Usability Scale 
TRL — Technology Readiness Level 
WP — Work Package 
DoA — Description of Action 
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