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Executive Summary 
Deliverable D3.4, FedDB-Final-Del, is the final demonstrator release of the reference 
federated and shared software metadata platform developed under Task T3.2 of the 
OCCTET project. This deliverable builds directly on the beta demonstrator reported in 
Deliverable D3.1 and brings the platform from an initial, vulnerability-focused proof of 
concept to a more accomplished system for operational deployment that is tracks and 
federates software package origin and license metadata, known security advisories, and 
Software Bill of Materials (SBOM), all keyed by Package URL (PURL), the leading identifier 
for the software supply chains, created by ABCD, and adopted throughout the industry. 
 
This demonstrator deployment delivers these over the initial release: 

●​ Federated package metadata where PurlDB mines and publishes raw package 
metadata into the FederatedCode data repositories, so that origin and license 
information for open source packages is available in the open data platform. This 
includes is a significant refactoring of the mining pipelines so that they can be 
deployed against decentralized, Git based data repositories, together with new 
mining support for several package ecosystems,  

 
●​ SBOMs with PurlDB that can now generate a CycloneDX SBOM for tracked 

packages through a new API endpoint action, exposing SBOMs for the more than 20 
million packages held in the public PurlDB demonstrator, and these SBOMs can be 
further federated. 

 
●​ Moving to an advisory-centric model for package security data with an updated 

deployment of the VulnerableCode security database that has been refactored from a 
vulnerability-centric model to a model centered on package-specific advisories, which 
is the structure needed to support an actionable deployment for effective automation 
of SMEs vulnerability management operations.  

 
In addition, and on the margins of these improvements, there is also improved guidance for 
adopters, with the deployment of a new and improved AboutCode website designed to help 
SMEs and other adopters navigate the rich set of open data, open code, and open standards 
that the AboutCode platform provides. 
 
These developments anchors and further the approach validated in the beta release: open 
reference data for software packages, keyed by PURL and shared in a decentralized and 
federated way, lets SMEs and software teams reuse directly origin, license, vulnerability, and 
SBOM data instead of recomputing it, which is designed to directly reduces the Cyber 
Resilience Act (CRA) compliance burden for these teams, that can now focus first on 
policies rather than having to be concerned with actual data quality and accuracy. The 
corresponding code is released primarily as part of PurlDB version 7.1.0. 
 
Keywords: Cyber Resilience Act (CRA), SMEs, FOSS, Open Source Compliance, 
FederatedCode, VulnerableCode, ScanCode, PurlDB, Package URL (PURL), Software 
Metadata, Decentralized Data, SBOM, CycloneDX. 
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1 Introduction 

1.1 Objectives 
●​ Develop an open source toolkit to support the efficient creation of Software Bill of 

Materials (SBOMs), enabling identification and cataloging of software components 
used in digital products. 

●​ Support vulnerability assessment automation tools to detect and prioritize software 
vulnerabilities based on severity and impact. 

●​ Support remediation with actionable recommendations, such as patching and version 
updates. 

●​ Evaluate the security posture of open source components, reviewing their 
maintenance, exposure to known vulnerabilities, and adherence to secure 
development practices. 

●​ Automate compliance reporting by generating key documents such as SBOMs and 
Vulnerability Exploitability Exchange (VEX) reports, supporting alignment with the 
Cyber Resilience Act (CRA) and easing regulatory compliance. 

1.2 Task overview 
Reference task: T3.2 Reference Data: Deploy Reference Federated and Shared 
Software Metadata Platform for SBOMs, Code origin and Vulnerabilities. 
 
A Software Bill of Materials (SBOM) provides a detailed list of software packages. In this 
task, the goal is to enrich this list with comprehensive metadata. This includes accurate 
origin and license information, as well as critical data on known security vulnerabilities and 
available fixes. This enrichment is essential for reducing the compliance burden on small 
and medium sized enterprises (SMEs), allowing them to efficiently reuse verified data from 
multiple sources to support and automate compliance processes. 
 
This task involves deploying a platform that systematically collects, aggregates, and 
correlates metadata related to free and open source software (FOSS) packages. This 
includes information about package origins, known vulnerabilities, and results from 
secondary analyses such as file inventories, license data, quality assessments, security 
audits, risk evaluations, and sustainability scores. 
 
The platform aggregates vulnerability advisory data from major data sources such as the 
National Vulnerability Database (NVD), GitHub, GitLab, and Google OSV, as well as a range 
of upstream open data sources including Linux distributions and project specific advisories 
(for example Apache, nginx, and GNU libc). This information is correlated for further review 
and semi automated curation. 
 
The platform is designed as a decentralized and federated system so that open reference 
data can be shared easily among users and stakeholders. It builds upon existing open 
source projects such as VulnerableCode, PurlDB, and FederatedCode, previously supported 
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by the NGI program, and it promotes transparent, community driven peer review of reported 
vulnerabilities and the open exchange of remediation strategies, without reliance on any 
single vendor, foreign company, or government authority. 
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2 The federated and decentralized metadata 
platform 
Managing software metadata such as licenses, origins, and security vulnerabilities is critical 
but often inefficient when this data is collected and stored in large centralized databases.  
 
Centralized systems offer one stop access but create bottlenecks: control rests with a single 
organization, the same data is duplicated across silos in different formats, only the whole 
database can be shared rather than selected parts, effort is repeated across teams, and the 
central service is a single point of failure.  
 
The funding difficulties experienced in April 2025 by the centralized CVE program illustrate 
this fragility. The OCCTET platform follows a federated and decentralized model, described 
in detail in the previous Deliverable D3.1. A reference implementation of this model is 
FederatedCode:  

●​ https://github.com/aboutcode-org/federatedcode 
●​ https://federatedcode.readthedocs.io/ 

 
Its key elements are: 

●​ Decentralized metadata stores where package metadata, including origins, licenses, 
vulnerabilities, scan results, and SBOMs are stored as plain text in version controlled 
Git repositories that are publicly accessible and directly discoverable by 
Package-URL (PURL). 

 
●​ PURL based discovery with AboutCode federation with the aboutcode.federated 

library (at https://github.com/aboutcode-org/aboutcode.federated/ formerly 
aboutcode.hashid) that maps a PURL to a content defined, hash based path, in a 
hierarchy of repositories and directories so that the metadata for a single package 
can be retrieved directly and efficiently without fetching of scanning a whole 
database. 

 
●​ Local operational data stores where each participant in a federation can consume 

metadata for a single package, by cloning and tracking the corresponding 
repositories and deploying a local VulnerableCode and PurlDB instance to make 
operational use of that data. It can also in turn share and contribute scans and 
enhancements back. 

2.1 From beta to final demonstrator 
In the D3.1 beta demonstrator reported before, federated access to curated vulnerability 
data was operational, while PurlDB and FederatedCode were publicly deployed but not yet 
operational as a federation of package metadata and SBOMs. The final demonstrator 
completes this vision. The updated PurlDB deployment now mines package metadata and 
can generate SBOMs, and FederatedCode is configured and has been improved to federate 
both. 
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The wiring between these components is captured in the new federation configuration (and 
backing library) that has been significantly refactored with a new structure and main design 
elements of Data Federation, Data Cluster, Data Repository, Data Directory and Data 
File. 
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3 The final demonstrator 

3.1 Federated package metadata in PurlDB 
The PurlDB (https://github.com/aboutcode-org/purldb) is the database of open source 
package metadata keyed by PURL that has been deployed. In the final demonstrator, 
PurlDB now collects continuously package and package versions, and has been enhanced 
for raw package metadata storage so that it can be further federated through the 
FederatedCode data repositories. This makes origin, license and dependencies metadata 
available as decentralized open data that SMEs and tools can reuse directly rather than 
recompute. 
 
This capability was added through the pipeline and mining updates in pull request 
https://github.com/aboutcode-org/purldb/pull/880, together with the configuration and 
pipeline changes referenced above. The package metadata stored in this way feeds the 
same federated model used for vulnerability data in the beta demonstrator, now extended to 
package versions, origin and license information. 
 
Key PurlDB resources for this demonstrator include: 

●​ The code is available at: https://github.com/aboutcode-org/purldb 
●​ The demonstrator is publicly accessible at: https://public.purldb.io/api/ (API) and also 

in DejaCode at https://public.dejacode.com/ 
●​ Documentation can be found at: https://purldb.readthedocs.io 

 
The code federation layer references are. 

●​ Code at https://github.com/aboutcode-org/federatedcode  
●​ Docs at https://federatedcode.readthedocs.io  
●​ Data at https://github.com/aboutcode-data/  

3.2 Reference SBOMs in CycloneDX format from PurlDB 
PurlDB can now generate a Software Bill of Materials in CycloneDX format for any package 
it holds and that was mined here. A new "sbom action” on the package API returns the 
SBOM for a given package.  
 
For example, a package is available at: 

●​ https://public.purldb.io/api/packages/97627c6e-9acb-43e0-b8df-28bd92f2b7e5/  
 
And its SBOM is available at the "sbom" action of the same package: 

●​ https://public.purldb.io/api/packages/97627c6e-9acb-43e0-b8df-28bd92f2b7e5/sbom 
 
Because this action works for any indexed package, it exposes ready-to-use SBOMs for the 
more than 20 million packages held in the publicly deployed PurlDB. SMEs and software 
teams can therefore retrieve a "reference" SBOM for an open source component directly, 
instead of having to recompute and to revalidating it.  
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This capability was added in pull request: https://github.com/aboutcode-org/purldb/pull/885 
and is documented at: https://purldb.readthedocs.io/en/stable/purldb/rest_api.html#sbom. 

3.3 Federating SBOMs and metadata with FederatedCode 
The generated SBOMs can be published into the federated data repositories. A new 
management command, "federate_sboms", saves and commits the CycloneDX SBOMs 
produced from PurlDB package data to the FederatedCode repositories, under the 
aboutcode-data data federation.  
 
This was added in pull request https://github.com/aboutcode-org/purldb/pull/887. 
 
As a result, SBOMs are now part of the same decentralized, PURL-keyed open data set as 
origin, license, and vulnerability metadata, and can be discovered, tracked, and reused 
through the federated model. 

3.4 Package advisory-centric VulnerableCode for security data 
On the security side, and separately from this project, the structure of the VulnerableCode 
database was extensively refactored. The key change is a switch from a vulnerability centric 
model to a model centered on lower level and more specific package advisories. This 
structure is critical to support an enhanced federated deployment for SMEs, because 
advisories map cleanly to packages and to the decentralized, PURL keyed open data model. 
 
This refactored model has been deployed for this demonstrator in staging where we 
continuously fetch advisories.  
 
As a practical example from the upstream Arch Linux distro see: 

●​ Staging advisories repository:  
○​ https://github.com/aboutcode-data/staging-security-advisories/  

●​ Arch Linux importer, version 2:  
○​ https://github.com/aboutcode-data/staging-security-advisories/tree/main/advis

ories/archlinux_importer_v2  
●​ Example advisory:  

○​ https://github.com/aboutcode-data/staging-security-advisories/blob/main/advis
ories/archlinux_importer_v2/AVG-1008.yml  

 
The most visible change for users is that the interface is now centered on packages and 
their advisories rather than on individual vulnerabilities, and there is no longer a separate 
vulnerability search box, only packages: 

●​ Package and advisory search: https://public2.vulnerablecode.io/packages/v2/search/  
●​ API: https://public2.vulnerablecode.io/api/v3/  

 
Key VulnerableCode resources for this demonstrator include: 

●​ The code is available at: https://github.com/aboutcode-org/vulnerablecode  
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●​ The demonstrator is publicly accessible at:  

◦​ https://public.vulnerablecode.io/   

◦​ And also in staging at: 

▪​ https://public2.vulnerablecode.io/v2 

▪​ https://public2.vulnerablecode.io/api/v3/  

●​ Documentation can be found at: https://vulnerablecode.readthedocs.io  

3.5 PurlDB 7.1.0 release 
The bulk of the code described in this deliverable is released as part of PurlDB version 7.1.0 
(https://github.com/aboutcode-org/purldb/releases/tag/v7.1.0). The most significant additions 
in this release, relative to version 7.0.0, are the SBOM API action on packages and the 
federate_sboms command for federating CycloneDX 1.6 SBOMs. 
 
In addition to these features, the release rolls up the broader set of changes accumulated 
since version 7.0.0, including updated package mining pipelines, support for Python 3.13, 
fixes to package collectors such as the Cargo collector, pinning of continuous integration 
workflows to specific commits for supply chain safety, and documentation and code style 
improvements. Full changes are listed in in the project public changelog and the key 
changes are highlighted below: 

3.5.1 SBOM generation and federation 
A new feature of the 7.1.0 release concern Software Bill of Materials support: 

●​ A new sbom action on the package API generates a CycloneDX 1.6 SBOM for a 
given package, exposing ready to use SBOMs for the packages held in PurlDB 

●​ A new federate_sboms management command saves and commits the generated 
CycloneDX 1.6 SBOMs to the FederatedCode data repositories, so that reference 
SBOMs become part of the decentralized, PURL keyed open data set. 

3.5.2 New and refactored package mining pipelines 
The large piece of work is the refactoring of the package mining pipelines so that mined 
metadata can be published to decentralized, Git based data repositories, together with new 
mining support for additional package ecosystems. This is the base that lets PurlDB feed 
package origin and license metadata into the federation. 
 
New and improved ecosystem mining support was added for multiple package types. 
The mining pipelines were  refactored around a common base to abstract Git repository 
handling and support deployment against decentralized data repositories. This includes 
abstracting the base pipeline and PURL publishing logic, migrating and refactoring the 
per-ecosystem pipelines key ecosystems, in support of the decentralized PURL data work. 
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3.5.3 Platform bug fixes, reliability, packaging, and documentation 
A set of pull requests fixed various defects with the goal to improve reliability from the mining 
and indexing code. Several pull requests updated the platform, packaging, and deployment 
infrastructure. 
 
The remaining pull requests improved documentation, code style, and project housekeeping.  

3.6 New aboutcode.federated library 
The core data model has been significantly refactored and is now captured in the new 
federation backing library. This now has this new structure and main design elements with a 
project repo available at https://github.com/aboutcode-org/aboutcode.federated including its 
release: 
 

1.​ Data Federation: A Data Federation is a database, representing a consistent, 
non-overlapping set of data kind clusters (like scans, vulnerability advisories or 
SBOMs) across many package ecosystems, aka. PURL types. A Federation is 
similar to a traditional database. 

2.​ Data Cluster: A Data Federation contains Data Clusters, where a Data Cluster 
purpose is to store the data of a single kind (like scans) across multiple PURL types. 
The cluster name is the data kind name and is used as the prefix for repository 
names. A Data Cluster is akin to a table in a traditional database. 

3.​ Data Repository: A Data Cluster contains one or more Git Data Repositories, each 
storing datafiles of the cluster data kind and a one PURL type, spreading the 
datafiles in multiple Data Directories. The repository name is defined as "data-kind + 
PURL-type + hashid". A Repository is similar to a shard or tablespace in a traditional 
database. 

4.​ Data Directory: In a Repository, a Data Directory contains the datafiles for PURLs. 
The directory name is "PURL-type + hashid" 

5.​ Data File: This is a Data File of the Data Cluster's Data Kind that is stored in 
subdirectories structured after the PURL components 

 
See for example the configuration that supports mining metadata from PurlDB (see 
https://github.com/aboutcode-data/aboutcode-data/blob/6f3f5d37176d20f1979c0f0bfb026f20
600882b8/aboutcode-federated-config.yml).  
The supporting pipelines were updated in PurlDB through pull request 
https://github.com/aboutcode-org/purldb/pull/884. 

3.7 New AboutCode website for SMEs and adopters 
To help SMEs and other adopters make their way around the rich set of open data, open 
code, and open standards provided by the project, a new AboutCode website was published. 
It highlights the latest developments and deliverables, including those reported here, and is 
available at https://aboutcode.org. 
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3.8 API and Decentralized Data Repository 
In addition to the API-accessible PurlDB and API-accessible VulnerableCode, the data for 
this demonstrator is published in over 200 Git repositories at: 

●​ https://github.com/orgs/aboutcode-data/repositories key by PURL using the new 
aboucode.federated library. 
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4 Conclusion 
Deliverable D3.4, FedDB-Final-Del, is the final demonstrator of the reference federated and 
shared software metadata platform developed under Task T3.2 of the OCCTET project. It 
advances the beta demonstrator from federated access to vulnerability data into a more 
operational platform that also federates package origin and license metadata and complete 
CycloneDX SBOMs, all keyed by Package URL. 
 
The demonstrator validates, end-to-end, that the core code and data components are 
available and usable: package metadata can be mined and federated, reference SBOMs can 
be generated for more than 20 million packages and then federated, and security data is 
now organized around package advisories in a structure suited to decentralized sharing.  
 
Together with the refactored VulnerableCode security data and the new AboutCode website, 
this gives SMEs a practical way to reuse reference origin, license, vulnerability, and SBOM 
data instead of recomputing it, which is designed to directly reduce the Cyber Resilience Act 
compliance burden. 
 
This work confirms and reinforces the AboutCode vision of an approach of providing open 
data keyed by PURL. PURL adoption has continued to grow across software composition 
analysis tools, CRA compliance tools, vulnerability management, vulnerability databases, 
and SBOM and VEX schema standards, including the CVE schema (in late October 2025), 
and its ongoing standardization starting with the submission of ECMA-427 at Ecma 
International (in December 2025) and the in progress work towards future standardization of 
PURL through the ISO JTC1 (in 2026). Both  are on-going activities managed by 
AboutCode.  
 
Future and ongoing efforts will continue to extend the federation, including to support the 
related BasicChain deliverables of the project.  
 
There are also emerging opportunities that AboutCode has identified including extending 
metadata from origin, license, and security towards project health, and also supporting 
emerging CRA-style attestation and related standards to further reduce the compliance 
burden for SMEs. There is also a clear market need for accurate and reliable software 
supply chain data provided as a service with SLA guarantees for correctness and freshness.  
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5 Acronyms and abbreviations 
API - Application Programming Interface 
CRA - Cyber Resilience Act 
CVE - Common Vulnerabilities and Exposures 
CycloneDX - OWASP Software Bill of Materials standard 
DoA - Description of Action 
ENISA - European Union Agency for Cybersecurity 
ETSI - European Telecommunications Standards Institute 
EU - European Union 
FOSS - Free and Open Source Software 
IEC - International Electrotechnical Commission 
ISO - International Organization for Standardization 
NGI - Next Generation Internet 
NVD - National Vulnerability Database 
OSV - Open Source Vulnerabilities 
PURL - Package URL 
PurlDB - Package URL Database 
SBOM - Software Bill of Materials 
SCA - Software Composition Analysis 
SME - Small and Medium sized Enterprise 
SPDX - System Package Data Exchange 
TLS - Transport Layer Security 
VEX - Vulnerability Exploitability eXchange 
WP - Work Package 
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